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SUMMARY

Today’s software development ecosystem offers an unprecedented array of quality assur-
ance mechanisms. Continuous integration (CI) platforms, automated testing frameworks,
automated static analysis tools, and code review systems are now readily available to devel-
opers, particularly in open-source software (OSS) projects hosted on platforms like GitHub.
Yet this abundance does not automatically translate into effective adoption. Instead, it
introduces a new challenge: the rapid expansion of Software Quality Assurance (SQA)
practices and tools has created a complex decision space where teams must determine
which practices to adopt, how to configure them effectively, how to integrate them into
development workflows, and how to design processes that are relevant for their specific
project context. This dissertation aims to construct a holistic understanding of software
quality assurance by bringing together different aspects of open-source SQA practices that
can inform future decision-making.

We begin by establishing an empirical understanding of how SQA practices are currently
employed in the OSS world. Projects tend to adopt practices unevenly across dimensions,
while broader investment across SQA practices is more common among mature projects.
This raises a deeper question about whether developers actually understand the mechanisms
already present in their projects. Our survey of open-source maintainers and contributors
confirms this concern, uncovering an awareness gap: while developers broadly know that
practices such as CI and testing are in place, their awareness is more limited when asked
about specific mechanisms and tools.

To address the awareness gap, we design and evaluate REPOINSIGHTS, a software quality
assurance analytics dashboard consolidating data from testing, code review, and automated
workflow activities. While participants value the overview, they express a need for richer
and more fine-grained contextual information. This motivates a deeper investigation into
GitHub Actions (GHA), a platform deeply integrated into the GitHub ecosystem and a
promising source of such contextual depth. We investigate GitHub Actions through two
complementary lenses, revealing two further findings: workflow configurations suffer from
recurring quality issues that require active maintenance, and configured workflows are not
necessarily used in practice, as configuration does not imply actual utilization.

Taken together, our five studies contribute toward a deeper understanding of how
software quality assurance operates in open-source software development on GitHub. The
empirical findings and conceptual contributions of this dissertation, including the awareness
gap, the configuration-usage gap, and the characterization of developer responses to GHA
workflow failures, contribute to the holistic understanding needed to navigate the complex
SQA decision space in open-source software development.
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SAMENVATTING

Het hedendaagse softwareontwikkelingsecosysteem biedt een ongekend scala aan me-
chanismen voor softwarekwaliteitsborging (Software Quality Assurance, SQA). Platforms
voor continuous integration (CI), geautomatiseerde testframeworks, geautomatiseerde
statische analysetools en codereviewsystemen zijn tegenwoordig breed beschikbaar voor
ontwikkelaars, met name in opensourcesoftwareprojecten (OSS) op platforms zoals Git-
Hub. Toch vertaalt deze overvloed zich niet automatisch in effectieve adoptie. De snelle
uitbreiding van SQA-praktijken en -tools brengt een nieuwe uitdaging met zich mee: een
complex beslissingslandschap waarin teams moeten bepalen welke praktijken zij adop-
teren, hoe zij deze effectief configureren, hoe zij deze integreren in ontwikkelworkflows
en hoe zij processen ontwerpen die relevant zijn voor hun specifieke projectcontext. Dit
proefschrift beoogt een holistisch begrip van software quality assurance op te bouwen door
verschillende aspecten van open-source SQA-praktijken samen te brengen die toekomstige
besluitvorming kunnen ondersteunen.

We beginnen met het opbouwen van een empirisch begrip van hoe SQA-praktijken
momenteel worden toegepast in de open-source wereld. Projecten hebben de neiging
SQA-praktijken in verschillende dimensies in uiteenlopende mate te adopteren, terwijl
bredere investeringen in SQA-praktijken vaker voorkomen bij volwassen projecten. Dit
roept de vraag op of ontwikkelaars de mechanismen die al in hun projecten aanwezig zijn
daadwerkelijk begrijpen. Onze enquéte onder beheerders van en bijdragers aan opensource-
softwareprojecten bevestigt deze zorg en brengt een bewustzijnskloof aan het licht: hoewel
ontwikkelaars in grote lijnen weten dat praktijken zoals CI en testen worden toegepast,
blijkt hun bewustzijn beperkter wanneer naar specifieke mechanismen en tools wordt
gevraagd.

Om deze bewustzijnskloof aan te pakken, ontwerpen en evalueren we REPOINSIGHTS,
een software quality assurance-analysedashboard dat gegevens uit testen, code review
en geautomatiseerde workflowactiviteiten samenvoegt. Hoewel deelnemers het overzicht
waarderen, geven zij aan behoefte te hebben aan rijkere en meer gedetailleerde contextuele
informatie. Dit motiveert een dieper onderzoek naar GitHub Actions (GHA), een platform
dat diep geintegreerd is in het GitHub-ecosysteem en een veelbelovende bron is voor derge-
lijke contextuele diepgang. We onderzoeken GitHub Actions vanuit twee complementaire
perspectieven, wat twee verdere bevindingen oplevert: workflowconfiguraties kampen
met terugkerende kwaliteitsproblemen die actief onderhoud vereisen, en geconfigureerde
workflows worden niet noodzakelijkerwijs in de praktijk gebruikt, omdat configuratie niet
automatisch daadwerkelijk gebruik betekent.

Samen dragen onze vijf studies bij aan een dieper begrip van hoe softwarekwaliteits-
borging functioneert binnen opensourcesoftwareontwikkeling op GitHub. De empirische
bevindingen en conceptuele bijdragen van dit proefschrift, waaronder de bewustzijnskloof,
de kloof tussen configuratie en gebruik en de karakterisering van de reacties van ont-
wikkelaars op falende GHA-workflows, dragen bij aan het holistische begrip dat nodig is
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om binnen het complexe SQA-beslissingslandschap van opensourcesoftwareontwikkeling
weloverwogen keuzes te maken.
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INTRODUCTION

Software quality assurance (SQA) practices are the fundamental mechanisms through which
software engineers ensure their software meets the specified requirements and maintains
reliability. Today’s software development ecosystem offers an unprecedented array of quality
assurance mechanisms. Continuous integration platforms, automated testing frameworks,
static analysis tools, and code review systems are now readily available to developers, particu-
larly in open-source software (OSS) projects hosted on platforms like GitHub.

Yet this abundance does not automatically translate into the effective adoption of every SQA
practice or tool. Instead, it introduces a new challenge: the proliferation of SQA practices
and tools has created a complex decision space where teams must determine which
practices to adopt, how to configure them effectively, how to integrate them into development
workflows, and how to design processes that are relevant and beneficial for their specific project
context.

To support these decisions, research needs to explain how SQA practices are adopted together,
whether developers are aware of the mechanisms implemented in their projects, and how
configured tools are used in practice. Existing knowledge remains fragmented across
these dimensions, limiting our understanding of how practice adoption, developer awareness,
and tool utilization relate to one another in specific project contexts.

This dissertation aims to construct a holistic understanding of software quality assurance
by bringing together different aspects of open-source SQA practices that can inform future
decision-making.

Magine a software team facing a dilemma: their project suffers from quality issues, or
Ithey are starting fresh and must design quality assurance from scratch. Before them
lies a daunting array of choices: software testing frameworks, code review processes,
continuous integration platforms, and automated static analyzers, each with costs, benefits,
and complex interactions. How should they navigate this decision space?

A further, very recent development sharpens this problem: autonomous coding agents
increase the volume and pace of code production, while entering the decision space as one
more tool to adopt, configure, and integrate. Early evidence points to quality implications:
agent-authored contributions are associated with more post-merge churn and lower code
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survival than human-authored changes [1], and verification is applied unevenly, with some
developers merging agentic pull requests without running any continuous integration
checks [2]. As this shift emerged after the studies in this dissertation were conducted, we
do not examine it here, but flag it as an important factor for future work.

The core problem: While modern software development offers an unprecedented
array of quality assurance mechanisms, this abundance has created a paradox. Teams
have more options for assuring quality, yet limited guidance on how to select, configure,
and integrate them in their specific contexts. Research on individual practices and their
relationships provides valuable evidence, but an integrated understanding of adoption,
developer awareness, and actual tool utilization remains limited. Which practices are
adopted together? To what extent are developers aware of the mechanisms implemented
in their projects? How are these mechanisms configured, and how does that configuration
relate to their execution in practice?

This dissertation connects these dimensions through empirical studies of SQA practice
adoption, developer awareness, analytics, and automation configuration and execution on
GitHub.

1.1 THE OPEN SOURCE SOFTWARE CONTEXT

The open-source software ecosystem, particularly projects hosted on GitHub, provides an
ideal research setting to build this understanding. GitHub has emerged as the dominant
platform for collaborative software development, hosting millions of projects with rich
historical records of development activities, team interactions, and SQA configurations.

Why GitHub specifically? Three characteristics make GitHub well suited for investi-
gating SQA practices at scale:

1. Scale and Diversity: With 420+ million repositories and 150+ million users [3],
GitHub captures diverse adoption patterns across projects of varying sizes, domains,
and team compositions. This scale enables comparisons across many projects, al-
though the generalizability of the findings depends on the sampling criteria.

2. Transparency and Observability: Public repositories expose development histo-
ries, pull request discussions, code review comments, and, where available, CI/CD
execution records. These artifacts make it possible to investigate aspects of SQA
practice that are often inaccessible in closed-source settings.

3. Integrated Tooling Ecosystem: Multiple SQA practices operate within a unified
platform: pull requests for code review, continuous integration for automated testing,
and integrations for static analysis. This integration allows us to study how practices
interact rather than examining isolated implementations.

Moreover, GitHub Actions has created observable integrated SQA automation where
execution logs (workflow run records), failure traces, and behavioral patterns are all
accessible within the platform itself. This makes systematic empirical investigation of
integrated SQA practices possible and practical.
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This focus on GitHub also carries limitations. GitHub does not represent all open-
source development; projects hosted on platforms such as GitLab or Bitbucket! fall outside
the scope of this dissertation. Public open-source practice may also differ from practice
in closed-source industrial settings. Our observations are limited to publicly available
activity, and sampling popular or active repositories can over-represent well-maintained
projects [4]. We therefore treat GitHub as a rich but bounded research setting and discuss
generalizability in each study’s threats to validity.

1.2 SOFTWARE QUALITY ASSURANCE

Having established the problem (complex decision space) and the research setting (GitHub),
we now detail the specific SQA practices that constitute this decision space. As software
pervades modern society [5] and controls critical aspects from economic, safety, security
and scientific standpoints, its quality and dependability have become indispensable [6],
given the potential of catastrophic consequences [7]. To ensure quality, software engineers
employ a range of quality assurance practices, including but not limited to: software
testing [8-14], modern code review [15-17], automated static analysis [18, 19], build and
CI/CD automation [20—-24].

Individual quality assurance practices have received substantial research attention:
researchers have analyzed the prevalence of automated static analysis tools in open source
software development [18], have performed an empirical analysis of build failures [25],
have investigated aspects of code reviews [26, 27], and have studied continuous integration
to understand its adoption and usage [24]. Other studies have examined relationships
between QA practices, e.g., the impact of continuous integration on code review [28],
the impact of continuous integration on other software development practices [29], the
interplay between pull requests and CI [30], the complementarity of static analysis tools
and code reviews [31], and the relationship between CI and test code evolution [32]. Some
of these QA approaches are to be considered complementary to each other, e.g., code
reviews and software tests find different types of defects [33].

Understanding how these practices are adopted in combination on GitHub forms the
empirical foundation of this dissertation.

SQA PRACTICES: SOFTWARE TESTING

Software testing serves as a fundamental quality assurance practice by detecting faults
before they reach end users [8, 34-38]. Tests can be categorized by their scope and granu-
larity, e.g., unit tests verify the correctness of individual functions or methods in isolation;
integration tests examine the interactions between multiple components or modules; and
end-to-end tests validate complete user scenarios by simulating real user interactions with
the software, verifying that entire workflows function as expected from the user’s per-
spective. Each test type targets different aspects of software quality and typically operates
at different levels of abstraction. Test coverage measures the extent to which a test suite
exercises selected structural elements of the code. Line coverage measures the percentage
of executable source lines exercised, statement coverage measures the percentage of exe-
cutable statements exercised, and branch coverage measures the percentage of branches

1GitLab (https://gitlab.com) and Bitbucket (https://bitbucket.org) are alternative Git-based code-hosting
platforms.
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(e.g., if-else conditions) taken. Higher coverage indicates that more of the measured code
structure has been exercised, but does not establish the strength of test assertions or guar-
antee the absence of bugs [39, 40]. Test coverage serves as a widely recognized signal of
project maturity and quality [41, 42]. On GitHub, many projects display coverage badges in
their repositories. To maintain or improve coverage levels, projects may enforce minimum
coverage thresholds for new contributions, using automated checks integrated into their
CI/CD pipelines to evaluate pull requests before they can be merged [43].

SQA PrAcTICES: CODE REVIEW

Code Review is the systematic examination of source code by developers other than the orig-
inal author or contributor. In modern software development, particularly in open-source
projects hosted on GitHub, code review has evolved from formal, heavyweight inspections
to a lightweight, tool-supported practice known as Modern Code Review (MCR) [26, 44].
Code review serves multiple purposes beyond defect detection: it facilitates knowledge
transfer among team members, increases collective code ownership, ensures adherence
to coding standards, and provides opportunities for mentoring less experienced develop-
ers [15]. In the pull-based development model common on GitHub, contributors submit
changes as pull requests (PRs), which project maintainers and other developers review
before merging into the main codebase [45]. Code review quality can be characterized by
several factors including thoroughness of feedback, review participation, reviewer expertise
and familiarity with the code under review, and the timeliness of review responses [27, 46].

SQA PrAcTICES: CONTINUOUS INTEGRATION & DEPLOYMENT

Continuous Integration (CI) is a development practice where developers integrate code
changes frequently into a shared repository. Each integration is automatically verified by
building the project and running automated tests, allowing teams to detect integration
problems early. Continuous Deployment (CD) extends CI by automatically deploying
software that passes the CI pipeline to production environments. Together, CI/CD practices
aim to reduce integration risks, improve software quality through frequent testing, and
accelerate the release cycle [29, 47].

In the context of open-source software on GitHub, CI/CD is typically implemented
through platforms that automatically trigger workflows in response to repository events
such as commits, pull requests, or releases. The outcomes of these automated CI/CD
workflows are visible to maintainers and contributors on pull requests, providing immediate
feedback on proposed changes that informs the code review process and helps identify
integration issues before merging [28, 30, 48].

Among the various CI/CD platforms available (e.g., Travis CI, Jenkins, CircleCl, etc.)
GitHub Actions has emerged as particularly significant for our investigation. While we
discuss it briefly here, its unique role in the SQA ecosystem warrants deeper examination,
which we address later in this section.

SQA PRACTICES: AUTOMATED STATIC ANALYSIS

Automated Static Analysis Tools (ASATSs) examine source code without executing it, identi-
fying potential bugs, code smells [49], style violations, and security vulnerabilities through
pattern matching and abstract interpretation. Unlike testing, which examines runtime be-
havior for specific inputs, static analysis examines code without executing it, with the scope
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and precision of its analysis depending on the tool and technique [18, 31]. In OSS projects
on GitHub, ASATSs are commonly integrated into CI/CD pipelines to automatically check
code quality for every change. However, the effectiveness of ASATs depends not only on
their detection capabilities but also on how developers respond to their warnings: whether
they address issues, suppress false positives, or ignore warnings entirely [18, 19, 50]. When
integrated into automation workflows, ASAT results become visible alongside other quality
signals on GitHub events such as commits, pull requests, and releases.

SQA AWARENESS

While the previous sections describe specific SQA mechanisms, the effective utilization of
these tools relies in part on a fundamental cognitive prerequisite: awareness. Drawing on
the concept of situational awareness in psychology [51], we define Software Quality Assur-
ance Awareness in this dissertation as the knowledge software engineers possess regarding
the specific QA practices active in their projects. This definition focuses on awareness of
the practices themselves; broader situational awareness also involves understanding how
these practices function and interpreting their signals.

This awareness cuts across testing, code review, ASATs, and CI/CD. Having a tool
configured in a repository does not guarantee that developers know it is present, how
it functions, when it executes, or how to interpret its signals. The distinction between
knowing that a practice exists and understanding how it is functioning is important for
navigating the complex decision space of designing QA systems. We therefore investigate
developers’ awareness of the mechanisms employed in their projects and explore how SQA
analytics can support deeper situational awareness.

SQA ANALYTICS

To bridge the gap between the existence of SQA practices and the practitioner’s awareness
of them, we look toward Software Quality Assurance Analytics (SQAA). Software analytics
involves enabling software practitioners to explore data to obtain insightful and actionable
information for data-driven decision-making [52]. SQAA applies this concept specifically to
SQA data, aggregating information from sources such as testing frameworks, code review
discussions, and automation logs into a holistic view.

The motivation for SQAA is to serve as a mechanism for reflection. By visualizing the
status of testing, workflows, and guidelines in a unified dashboard, analytics tools aim to
enhance situational awareness. This dissertation explores the design of such analytics to
determine if providing a global overview and comparative metrics can empower software
engineers to assess their project’s SQA and make informed decisions about its SQA practices.

This awareness challenge becomes even more complex when considering automation
platforms that orchestrate multiple SQA practices simultaneously, a topic we explore in
depth below.

GiTHUB ACTIONS: A PLATFORM FOR INTEGRATED SQA
Having described individual SQA practices and the cognitive challenges of awareness, we

now turn to the platform that has come to orchestrate these practices: GitHub Actions
(GHA).
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1 Why GitHub Actions deserves special attention: While all the previously discussed
practices are important, GHA occupies a unique position in the modern SQA ecosystem
that makes it particularly valuable for investigation:

1. Platform Integration Hub: Unlike standalone CI/CD tools that operate externally,
GHA is deeply embedded within the GitHub platform itself. This native integration
means workflows can directly interact with GitHub’s social coding features: auto-
matically responding to pull request reviews, managing issues, controlling merge
permissions, and triggering on GitHub-specific events. This makes GHA not just
a build orchestration tool, but a platform that unifies technical automation (test-
ing, deployment) with social processes (code review, collaboration) within a single
observable ecosystem.

2. Observability: While other CI/CD platforms often require separate accounts or hide
execution details behind external dashboards, GHA provides rich execution logs,
failure traces, and behavioral patterns openly accessible within the same interface
where developers already collaborate. This co-location of automation artifacts with
source code and social interactions enables unprecedented empirical investigation.

3. Adoption Dominance: GHA has rapidly become the dominant automation platform
on GitHub [53], making it an important setting for studying how open-source teams
implement SQA automation.

4. Dual Investigation Opportunity: GHA can be studied from two complementary
angles: the static quality of workflow configurations (the YAML files) and the dynamic
behavior of workflow executions (the runtime logs).

The evolution of SQA on GitHub has culminated in GHA’s widespread adoption, allow-
ing developers to automate not just builds, but social interactions, security checks, and
repository management [53, 54]. However, this rapid adoption introduces new challenges:

First, the static configuration challenge. GHA relies on YAML-based configuration
files which can become complex and prone to decay. Just as source code suffers from code
smells, automation configurations can suffer from workflow smells [55, 56]: suboptimal
patterns that negatively affect maintainability, security, or performance. Understanding
what constitutes a “good” GHA configuration requires empirical investigation of real-world
practices (Chapter 5).

Second, the dynamic runtime challenge. The presence of a configuration file
does not guarantee active or effective utilization [18]. To fully understand the impact of
automation, we must look beyond the YAML file to the execution logs, analyzing how
these workflows behave in reality, how frequently they fail, and how developers respond
when they do (Chapter 6).

By investigating GHA through the complementary perspectives of configuration qual-
ity and runtime behavior, we contribute to a holistic understanding of how automation
platforms support SQA practices in specific project contexts. Moreover, because GHA con-
solidates multiple SQA practices within a single observable platform, studying it provides
the rich contextual depth that emerged as essential in our analytics work (Chapter 4).



1.3 RESEarRcH GoAL 7

1.3 RESEARCH GoAL

The preceding sections reveal a clear gap: despite the proliferation of SQA practices and
tools on GitHub, we lack systematic knowledge of how these practices are adopted in
combination, whether developers are aware of the mechanisms active in their projects,
and how automation platforms behave at runtime. Therefore, the overarching goal of this
dissertation is:

Research Goal }

To understand the complex software quality assurance (SQA) decision space by estab-
lishing a holistic understanding of the SQA ecosystem on GitHub.

To pursue this goal, we examine SQA practices as an interconnected system of practices,
human awareness, tools, and automation. Across the studies, we connect evidence on
practice adoption, SQA awareness, and tool configuration and utilization to build this
holistic understanding.

1.4 RESEARCH OUTLINE

This dissertation addresses the overarching goal through five complementary studies,
progressing from a broad empirical analysis of SQA practice adoption to investigations
of developer awareness, SQA analytics, and GitHub Actions configuration and runtime
behavior.

RESEARCH QUESTIONS

We organize the dissertation around four overarching research questions, RQ I-RQ IV.2

RQ I (Chapter 2) ]

What is the current state of practice regarding SQA adoption in OSS projects, and
how are different SQA practices used in conjunction?

We begin by establishing an understanding of how SQA practices are currently employed
in the OSS world. We extend research on individual practices and their relationships
by examining adoption across several SQA practices within the same set of projects. In
this study, we analyze 1,454 popular Java projects on GitHub to investigate the co-usage
of software testing, modern code review, automated static analysis (ASATs), and build
automation. We examine whether projects that invest heavily in one practice also invest in
others.

2We label these thesis-level questions with Roman numerals (RQ I-RQ IV) to keep them distinct from the chapter-
level research questions (RQ1, RQ2, ...): each chapter is a self-contained study that numbers its own research
questions independently.
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RQ II (Chapter 3) }

To what extent are OSS developers aware of the SQA practices and mechanisms
implemented in their projects?

In this chapter we investigate the human cognitive dimension: to what extent are developers
aware of SQA practices in general, and do they know which SQA mechanisms and tools
are being adopted within their own repositories? In this study we survey 471 open-source
maintainers and contributors. We find that while high-level awareness is common, deep
situational awareness is lacking. This “awareness gap” motivates the subsequent studies in
this thesis.

RQ III (Chapter 4) }

How can software analytics tools enhance developers’ understanding of and reflec-
tion on SQA practices?

To address the “awareness gap” identified in Chapter 3, we propose and evaluate a concrete
intervention: Software Quality Assurance Analytics (SQAA). We design REPOINSIGHTS,
a dashboard that aggregates data from testing, code review, and automated workflow
activities into a holistic view to enable developer reflection. Through interviews with 14
software engineers interacting with a REPOINSIGHTS prototype, we assess the viability of
this approach. While the dashboard successfully provides a comprehensive overview with
comparative metrics, participants expressed a need for more detailed views with deeper
contextual information to derive actionable insights. This need for contextual information
connects the analytics study to the investigations of workflow configuration and execution
in Chapters 5 and 6.

RQ IV (Chapters 5 & 6) }

How is GitHub Actions utilized in practice for software quality assurance?

As discussed in Section 1.2, GitHub Actions orchestrates multiple SQA practices within a
single platform. By examining both workflow configuration quality and runtime behavior,
we investigate how configured SQA mechanisms translate into actual tool utilization in
specific project contexts, contributing to our holistic understanding of the SQA ecosystem.

RQ IV.a (Chapter 5) }

What quality issues emerge in GitHub Actions workflow configurations that may
impact SQA effectiveness?

In this study, we investigate the quality of automation definitions themselves. Just as pro-
duction code can suffer from “code smells,” GHA workflows that underpin SQA automation
can exhibit “workflow smells”: suboptimal patterns that harm maintainability, reliability, or
security. By analyzing the change history of GHA configuration files, we identify potential
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workflow smells and validate their practical significance through a contribution study
where we propose fixes to active GitHub repositories.

RQ IV.b (Chapter 6) }

How do GitHub Actions workflows behave in practice, and how do development
teams respond to workflow failures?

Having examined static workflow configurations in Chapter 5, we recognize that the mere
presence of a GHA YAML file does not guarantee effective usage. Therefore, this final
study moves beyond static analysis to examine dynamic runtime behavior. We analyze
workflow execution records from 952 repositories, conducting qualitative analysis of 21
projects to understand how GHA automation behaves in practice: how teams respond to
workflow failures, what factors influence these responses, and how these patterns relate to
project contexts.

OuTLINE LoGIc
The research progresses through four interconnected stages, connecting practice adoption,
developer awareness, analytics, and automation:

We begin by establishing the empirical landscape (RQ I), examining how different
SQA practices are adopted and combined in open-source projects. This reveals the state of
the practice in adoption of SQA practices but raises questions about whether developers
are fully aware of and effectively utilizing these practices.

This motivates our investigation of the human dimension (RQ II), where we examine
developers’ awareness of SQA mechanisms in their repositories. The discovery of an
“awareness gap” between high-level knowledge and deep situational understanding reveals
a critical challenge in making SQA practices effective.

To address this gap, we propose a tooling intervention (RQ III) through a software
quality assurance analytics (SQAA) dashboard coined RepoINsiGHTS. While this demon-
strates the potential of aggregated views, it also reveals the need for richer contextual
information, pointing us toward the automation platform itself as a source of deeper
insights.

This leads to the deep investigation of GitHub Actions (RQ IV), as the automation
platform underlying modern SQA practices. By examining both the static quality of
workflow configurations (RQ IV.a) and their dynamic behavior (RQ IV.b), we examine how
workflow configuration and execution shape SQA in the studied projects. GitHub Actions
is particularly valuable for this investigation because it consolidates multiple SQA practices
within a single, observable platform, providing the rich contextual depth that emerged as
essential in RQ III.

1.5 RESEARCH METHODS

This dissertation employs a mixed-methods approach combining large-scale repository
mining, questionnaire and qualitative surveys, engineering research, and case studies.
We characterize each study using the terminology of the ACM SIGSOFT Empirical Stan-
dards [57] for empirical software engineering research.
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Chapter 2 mines 1,454 Java projects using an automated pipeline that reproduces local
builds via Docker, mines static analysis configurations, and injects JaCoCo to measure test
coverage. Chapter 3 surveys 471 open-source maintainers and contributors, applying open
card sorting to assess their awareness of active SQA mechanisms. Chapter 4 takes a design
science approach to build REPOINSIGHTS, evaluated through semi-structured interviews
and think-aloud protocols with 14 software engineers in a one-group pretest-posttest study.
Chapter 5 mines 10,012 commits across 83 projects bottom-up to identify workflow smell
patterns, validated by 32 pull requests to active repositories. Chapter 6 analyzes 258,300
workflow run records quantitatively and qualitatively examines developer reactions to
failures across 21 repositories.

,_[ Research Methods by Chapter ]

« Chapter 2: Repository Mining, 1,454 projects, automated build reproduction,
coverage instrumentation

« Chapter 3: Questionnaire Survey, 471 participants, descriptive statistics,
open card sorting

« Chapter 4: Engineering Research (design science), prototype + user study
with 14 participants (interviews, think-aloud, questionnaire)

« Chapter 5: Repository Mining + contribution study, 10,012 commits mined
and analyzed, 32 pull requests analyzed

« Chapter 6: Mixed Methods (Repository Mining + Case Study), 258,300
workflow runs (quantitative) + 21 repositories (qualitative)

1.6 OPEN SCIENCE AND RESEARCH ETHICS

Table 1.1: Publications and replication packages for dissertation chapters

Ch. OA Study Title (shortened) Publication DOI Replication Package

2 Gold State-Of-The-Practice in SQA http://doi.org/10.1002/ https://doi.org/10.5281/
spe.3321 zenodo.7404903

3 Green  SQA Awareness https://doi.org/10.1109/ https://doi.org/10.5281/
SCAM59687.2023.00027 zenodo.8139381

4 Green  SQAA: Repolnsights https://doi.org/10.1109/ https://doi.org/10.5281/
SCAM63643.2024.00027 zenodo.10961021

5 Green  GHA Workflow Smells https://doi.org/10.1109/ https://doi.org/10.5281/
SCAM63643.2024.00015 zenodo.12207164

6 Green  GHA Adoption https://doi.org/10.1145/ https://doi.org/10.5281/

3816483.3816499

zenodo.18258226

To ensure rigour, transparency, and reproducibility, this research adheres to open
science principles in accordance with the Dutch Research Council (NWO) requirements,
which funded this work through the Vici “TestShift” grant. For each study, comprehensive
replication packages are publicly available on Zenodo, containing data collection pipelines,
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software artifacts (e.g., REPOINSIGHTS prototype, smell detection scripts), datasets (1,454
Java projects, 456 anonymized survey responses), and analysis scripts. All peer-reviewed
papers forming Chapters 2—-6 are available under green (Chapters 3-6) or gold (Chapter 2)
open access; Table 1.1 lists the respective DOIs and replication package links.

Beyond protecting participants, we view responsible engagement as an ethical obliga-
tion in research that mines open-source communities: rather than merely extracting data
from these projects, the contribution study gave back by proposing concrete fixes to the
communities we studied (Chapter 5).

1.7 CONTRIBUTIONS
The research in this dissertation brings the following contributions:

1. Quantitative characterization of SQA practice adoption intensity across testing, code
review, automated static analysis, and continuous integration in 1,454 open-source
Java projects, establishing empirical baselines for combined practice utilization
(Chapter 2).

2. Curated dataset of 312 Java repositories that were successfully built including their
generated test coverage details (Chapter 2).

3. Empirical characterization of awareness gaps in SQA through a survey of 471 open-
source maintainers and contributors (Chapter 3).

4. The conceptual design and functional prototype of REPOINSIGHTS, a Software Quality
Assurance Analytics (SQAA) dashboard designed to aggregate testing, workflow,
and review data into a holistic view (Chapter 4).

5. A set of qualitative design recommendations for future SQA analytics tools, derived
from user studies, focusing on the need for data granularity and deep automation
context to facilitate practitioner reflection (Chapter 4).

6. Identification of seven GHA workflow smells concerning maintainability, security,
and resource usage, together with evidence of their practical relevance from a con-
tribution study proposing fixes to active open-source projects (Chapter 5).

7. Empirical characterization of the configuration-usage gap in GHA workflows, show-
ing that the presence of workflow files alone is insufficient to establish how automa-
tion is used in practice (Chapter 6).

8. An empirical characterization of developer responses to GHA workflow run failures
(categorized as Immediate Fixing, Deferred Fixing, and Ignore/Abandon), derived
from analysis of pull requests and commit history (Chapter 6).

1.8 THESIS STRUCTURE

This dissertation follows a portfolio-based structure, where Chapters 2 through 6 are
all published research papers. Each chapter is self-contained and can be read indepen-
dently. Chapter 7 synthesizes the findings, connects them to the overarching research goal,
discusses implications for research and practice, and outlines future research directions.
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The publications forming the basis for Chapters 2-6 are:

Chapter 2: Ali Khatami and Andy Zaidman. “State-of-the-Practice in Quality
Assurance in Java-Based Open Source Software Development.” Software: Practice
and Experience, 2024.

Chapter 3: Ali Khatami and Andy Zaidman. “Quality Assurance Awareness in Open
Source Software Projects on GitHub.” In Proceedings of the 23rd IEEE International
Working Conference on Source Code Analysis and Manipulation (SCAM), 2023.

Chapter 4: Ali Khatami, Carolin Brandt, and Andy Zaidman. “Software Quality
Assurance Analytics: Enabling Software Engineers to Reflect on QA Practices” In
Proceedings of the 24th IEEE International Working Conference on Source Code Analysis
and Manipulation (SCAM), 2024.

Chapter 5: Ali Khatami, Cédric Willekens, and Andy Zaidman. “Catching Smells in
the Act: A GitHub Actions Workflow Investigation.” In Proceedings of the 24th IEEE
International Working Conference on Source Code Analysis and Manipulation (SCAM),
2024.

Chapter 6: Ali Khatami, Carolin Brandt, and Andy Zaidman. “Beyond the YAML File:
Understanding Real-World GitHub Actions Workflow Adoption.” In Proceedings of the
30th International Conference on Evaluation and Assessment in Software Engineering
(EASE), 2026.
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2

STATE-OF-THE-PRACTICE IN
QUALITY ASSURANCE IN
JAava-BASED OPEN SOURCE
SOFTWARE DEVELOPMENT

To ensure the quality of software systems, software engineers can make use of a variety of
quality assurance approaches, e.g., software testing, modern code review, automated static
analysis, and build automation. Each of these quality assurance practices have been studied
in depth in isolation, but there is a clear knowledge gap when it comes to our understanding of
how these approaches are being used in conjunction, or not. In our study, we broadly investigate
whether and how these quality assurance approaches are being used in conjunction in the
development of 1,454 popular open source software projects on GitHub. Our study indicates
that typically projects do not follow all quality assurance practices together with high intensity.
In fact, we only observe weak correlation among some quality assurance practices. In general,
our study provides a deeper understanding of how existing quality assurance approaches are
currently being used in Java-based open source software development. Besides, we specifically
zoom in on the more mature projects in our dataset, and generally we observe that more
mature projects are more intense in their application of the quality assurance practices, with
more focus on their ASAT usage, and code reviewing, but no strong change in their CI usage.

2.1 INTRODUCTION

We have grown accustomed to living in a software-filled world: we rely on our smartphone
full of apps, or on digitalised services for many of our daily activities [5]. With software
pervading modern society and controlling critical aspects from an economic, safety, security
and scientific standpoint, the quality and dependability of that software is indispensable [6],

This chapter is based on [2) A. Khatami and A. Zaidman. State-of-the-practice in quality assurance in Java-based
open source software development. Software: Practice and Experience 54, no. 8 (2024): 1408-1446 [58].
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because of the potential catastrophic consequences [7]. To ensure the quality of these
software systems, software engineers can use a range of quality assurance approaches, e.g.,
software testing [8-10, 16], modern code review [15, 16, 59], automated static analysis [18,
19], and build automation [21, 22].

Each of these quality assurance techniques have been studied in isolation in-depth. For
example, Beller et al. have analyzed the prevalence of automated static analysis tools in
open source software development [18], Rausch et al. performed an empirical analysis of
build failures [25], both Beller et al. and Rigby et al. investigated aspects of code reviews in
open-source software development [26, 27], and Hilton et al. focused on understanding
continuous integration [24]. Other studies have examined the relationship between two
quality assurance practices, e.g., Cassee et al. have studied the impact of continuous integra-
tion on code review [28], Zhao et al. have looked into the impact of continuous integration
on other software development practices [29], Zampetti et al. did a study on the interplay
between pull requests and CI [30], Panichella et al. looked into the complementarity of
static analysis tools and code reviews [31], and Nery et al. did an empirical study of the
relationship between CI and test code evolution [32].

Some of these approaches are to be considered complementary to each other, e.g., code
reviews and software tests find different issues [33]. Precisely because of the comple-
mentarity between the approaches, we set out to broadly investigate whether and how
software testing, modern code reviews, automated static analysis, and build automation are
being used in conjunction in the development of open source software on GitHub. Github
is one of the most important development platforms for open source software and has
around 28 million users and 79 million repositories [60]. In addition to it being a git-based
version control system, GitHub integrates several elements for quality assurance, e.g., pull
requests for code review, continuous integration for build automation and test execution,
and integrations for automated static analysis and code coverage.

We have performed our investigation into the state-of-the-practice in quality assurance
by analysing 1,454 GitHub projects. Our investigation is guided by the following research
questions:

RQ1 What is the current state-of-the-practice in quality assurance in open source software
development?

The main goal of our study is to see how quality assurance practices are being
followed in conjunction. Before we can study how they are used in conjunction,
we need to understand how they are being used in isolation. We fully acknowledge
that each of the quality assurance practices has previously been studied in isolation,
however, we find it essential to understand the current state-of-practice reflected in
our dataset that comes from GitHub. We see the study of quality assurance practices
in isolation as a cornerstone to build towards studying them in conjunction; we do
not claim the study in isolation as a contribution of our work.

RQ1.1 What is the prevalence of quality assurance approaches like software testing,
modern code review, automated static analysis, and buildability?

RQ1.2 Which quality assurance approaches are being used in conjunction?
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Our set of selected projects consist of popular and active projects on GitHub (1,454
in total). However, we hypothesize that projects that have been more active and are
relatively more popular than others follow quality assurance practices with higher
intensity. Thus, we aim to see how prevalence of quality assurance practices differs
in the top 50 most popular and active projects compared to all the projects in our
dataset.

RQ1.3 How do mature projects follow quality assurance practices?

While conducting our research, we have faced a number of challenges studying each
of the practices, e.g., it was not easy to build all projects out of the box. Further on in this
paper, we provide an overview of these challenges and hypothesize how they are important
not only for researchers, but also for practitioners.

Getting a broad understanding of how existing quality assurance approaches are be-
ing used in open source development is important for software practitioners, software
engineering educators, and software engineering researchers. Specifically, this understand-
ing will inform practitioners about the (combinations of) best practices and how they
are currently in use. Furthermore, it will apprise educators on what should be taught in
software engineering classes, both in terms of the current state-of-practice and how we can
improve on the state-of-practice. Finally, it can inspire researchers to improve both quality
assurance approaches in isolation, as well as how their combinations can be strengthened.

In summary, this paper makes the following contributions:

« A large-scale analysis of the usage of quality assurance practices in 1,454 open-
source Java-based projects, with particular focus on the local buildability, presence
of automated static analysis tools, GitHub continuous integration workflows, code
review intensity, and test suite availability and resulting test coverage.

+ A unique analysis of whether the aforementioned quality assurance practices are
used in conjunction in open source software projects hosted on GitHub.

« A list of challenges related to implementing and understanding quality assurance in
open-source projects from the double perspective of researchers and practitioners.

« An extensive replication package to reproduce the results of the study, but that can
equally be used by researchers to find projects for a specific investigation with regard
to quality assurance practices.

The structure of the remainder of this paper is as follows. Section 2.2 presents the
related literature. Section 2.3 details our data collection procedure. Section 2.4 reports
on our results for each of the quality assurance practices in isolation and in conjunction.
Section 2.5 discusses our findings. Section 2.6 surveys related work. Section 2.7 presents
implications and future work. Section 2.8 discusses threats to validity, and Section 2.9
concludes the paper.

There is also an associated package provided to replicate and reproduce the results of
our study [61].
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2.2 BACKGROUND

We present literature related to each of the practices in our study as the background
knowledge in this section.

2.2.1 (CI) BUILDING, COMPILABILITY

Tufano et al. have examined the compilability of ~220,000 snapshots of 100 Apache Software
Foundation projects [62]. They found that 30% (median) of those snapshots could not be
compiled. Maes-Bermejo et al. revisited Tufano et al’s work by replicating their study
and also reproducing a different set of 80 projects with ~300,000 snapshots [63]. They
found that the most influential error causing build failures are missing external artifacts,
contradicting Tufano et al’s finding that dependency-issues is the most common cause
of build failures. Hassan et al. have investigated Java projects on GitHub and report that
101 out of 187 projects could be successfully build using Ant, Maven, or Gradle [64]. Their
manual inspection provides indications on the main reasons for build failure: ‘backward-
incompatibility of JDK and building tools’, ‘non-default parameters in build commands’,
and ‘project defects in code / configuration files".

In another study Hassan et al. have proposed a model to predict CI build results [65].
More specifically, they have built a classifier using the random forest algorithm and applied
it to the TravisTorrent dataset [66] of 402 Java projects and 250,000 builds.

Jin and Servant have proposed an approached called SmartBuildSkip to reduce CI build
cost by predicting successful CI builds and skipping them [67]. They base their approach
on two hypotheses: most builds pass, and build failures usually happen consecutively (52%
of build failures are consecutive).

Lou et al. have studied 1,080 questions on Stack Overflow related to build issues of
Maven, Gradle and Ant build systems [68]. They have observed a high diversity in build
failure categories, however about 68% of them can be fixed by applying fix patterns in the
build script code related to plugins and dependencies (the most frequent ones being (1)
correcting the plugin setting, and (2) adding missing dependencies).

Rausch et al. have analyzed build failures in CI from 14 open-source Java projects
linking commits to their CI builds results [25]. As a result, they found 14 common error
categories and reported test failures as the most common one among projects.

Zampetti et al. empirically investigated how developers use CI builds outcome during
a code review in a PR discussion, analyzing 69 projects using Travis-CI on GitHub [30].
They found that passed builds increase the chances of merging a PR, and if a build fails,
process-factors (like the age of PR, changed lines and files, review comments, etc.) have
stronger correlation. Interestingly, sometimes a PR is merged despite a failing build status,
e.g., due to minor warnings from static analysis tools.

2.2.2 CopE REVIEW

MclIntosh et al. have provided empirical evidence that higher code review participation and
lower code review coverage, i.e., the proportion of changes that have been code reviewed,
will lead to less defect-prone, higher quality software. In their study they considered
post-release defects as a proxy for software quality. Since their study was conducted on
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Gerrit! (a web-based code review tool for git-based software projects) and not on GitHub,

we could not use their same metrics to measure code review participation in our projects.

Moreover, their study is focused on the impact of code review coverage and code review
participation on software quality, whereas we study the relation between code review
intensity and other quality assurance practices [69].

Cassee et al. have explored code reviews of 685 open source projects on GitHub that
used Travis-CI as their CI platform [28]. They found that using Continuous Integration (CI)
on average saves one review comment per pull request, indicating that adopting continuous
integration can save-up valuable time in code review.

Similarly, Rahman and Roy have investigated the impact of CI on code reviews to
understand the relation between CI builds and the participation or quality of the code
reviews [48]. They indicate that succeeding automated builds have a positive effect on code
review participation. Using code review comments count as a proxy for code review quality,
they came to the conclusion that automated build frequency has a significant positive
impact on the code review quality.

Rigby et al. have conducted a case study of the Apache Server peer review practices
as a popular open source project [27]. They observe the number of reviewers that are
involved in each review, the frequency of reviews, the size of the artifacts under review,
the time interval of reviews, and how many reviews find defects.

Beller et al. have investigated to see what problems are fixed when doing modern code
reviews in open source projects [26]. They report that 10 to 35% of review suggestions do
not lead to any code changes, and they observe a 3-to-1 ratio in maintainability versus
functional code review comments.

Bacchelli and Bird coined the term Modern Code Review (MCR) [15] as the lightweight
and less formal version of heavyweight formal code inspections [70]. They explored the
expectations, outcomes, and challenges of MCR by manually classifying comments, and
observing, interviewing, and surveying practitioners. Their study found that the main
motivation of code reviews is not to find defects/bugs, but to increase awareness and do
knowledge transfer.

Kononenko et al. have looked into developers’ perception of code review quality [46].

They found that review quality is primarily associated with thoroughness of the feedback,
familiarity with the code, and the quality of the code. Factors such as code quality, presence
and quality of tests, and personality of the developer would have impact on the review
decision.

2.2.3 TESTING

The purpose of software testing is to improve the quality of software by the detection
of faults [35, 37, 39, 71, 72], which makes testing a good candidate among the quality
assurance practices that we consider in our study.

Hilton et al. have performed a large scale study of test coverage evolution over 7,816
builds of 47 open source projects [40]. To gather coverage data of projects they ran test
suits themselves and also used the Coveralls service? for some of them. Their main findings
are that patch coverage is not correlated with overall coverage, and that patches might

Ihttps://www.gerritcodereview.com/, last visited Nov 23rd, 2022.
Zhttps://coveralls.io, last visited May 20th, 2022.
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have a significant effect on overall coverage. An observation that was previously also made
by Elbaum et al. [73].

Zaidman et al. have observed that testing activities do not always nicely co-evolve with
production code engineering activities [74, 75]. Instead, they observe that testing happens
in bursts. Importantly, this observation was made before the pull-based development
model became popular. Gousios et al. have deeply studied the pull-based development
contribution model and found that guidelines for pull request creation include feature
isolation, but also conformance to source code quality and test coverage guidelines [76].

Beller et al. have tracked how developers go about the test engineering process in their
Integrated Development Environment (IDE) [77-79]. From the software engineers that
they tracked, around 50% did not carry out any test-related activities (writing or executing
test) in the IDE during a 5-month period.

Kochhar et al. have found in their study that the relationship between test coverage
and post-release bugs is either non-existent or unclear [41]. However, in another study by
Athanasiou et al.,, on the relation between test code quality and issue handling performance,
they have proposed a test code quality model, and have used code coverage as a metric to
assess test code’s completeness. They have also showed that there is a positive correlation
between test code quality and throughput and productivity of issue handling [80].

2.2.4 CONTINUOUS INTEGRATION

Vasilescu et al. have investigated the effects of adopting continuous integration on quality
of the software and also on the productivity of the development team [20]. They report that
using CI leads to more pull requests getting accepted, and that CI improves the productivity
of project teams.

Vassallo et al. have investigated the concept of Continuous Code Quality (CCQ) that
they take from SonarQube [81]. CCQ is the idea that CI stands central in ensure code
quality by running automated tests and performing automated code inspections at every
build [23]. Their main finding after a large-scale analysis of 119 Java projects is that only
11% of CI builds continuously monitor code quality.

Hilton et al. have studied the usage, costs, and benefits of CI in open-source projects [24].
They observe that popular projects are more likely to use CI, projects using CI release more
often than the ones not using it, projects use CI because it helps them catch bugs early.

Nery et al. have looked into the relationship between continuous integration and test
code evolution [32]. They study test coverage and test ratio (the proportion of test code
in a project) and report that projects using CI have a rising trend in test ratio compared
to projects that do not use CI, and that test coverage of Cl-using projects grows more
compared to projects not using CL

Hilton et al. have studied the barriers of CI usage, the needs of developer using CI tools,
their motives, and the benefits they experienced when using CI tools [82]. In their study,
developers mentioned the need of user interfaces for modifying CI configurations, and
easier configuration of CI services. Developers also mentioned maintaining and setting up
CI services as barriers of CI usage. It is worth mentioning that this study was conducted
before the introduction of GitHub Actions as a CI platform on GitHub. Since GitHub
Actions claims to make the automation of software workflows easier, we are interested to
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see the prevalence of today’s continuous integration usage by studying Java projects on
GitHub more than 2 years after the introduction of GitHub Actions.

Vassallo et al. have characterized build failures in CI [83]. Firstly, they observe that 26%
of the builds that they have analyzed are failing builds, noting specifically that compilation
failures are rare when compared to the frequent testing failures.

Gautam et al. have used the TravisTorrent dataset [66] to empirically study continuous
integration in open source projects. To help attract and onboard new members [84], they
identified key actionable practices for maintainers, including explicitly prioritizing test
cases, establishing pull-request documentation standards, engaging lurkers (those who
watch but do not contribute), managing expectations around core team involvement, and
stating cultural values (e.g., “build fast, fail fast”).

2.2.5 OTHER ELEMENTS OF QUALITY ASSURANCE

Gousios et al. defined the pull-based software development model [45]. In their exploratory
analysis on Github projects at that time they discovered that the pull-based model is not
popular. Moreover, they found that most pull requests are small (affected a few dozen lines
of code), and only a few (13%) of them are rejected due to technical reasons. Furthermore,
they reported that providing guidelines for pull request processing, and having a high
coverage test suite will attract external contributors and speed up merging of contributions.

Gousios et al.’s study [45] resulted in creation of a dataset of 900 projects and 350,000
pull requests called pullreqs [85]. This dataset was initially created by Gousios and Zaidman,
then updated by Zhang et al. [86] by adding more projects, pull requests, and data features.
In both studies there are similar data features that overlap with features collected in our
study, using similar heuristics. Besides, the heuristics that Zhang et al. used for collecting
CI usage and CI build data are similar to our data collection methodology.

Kinsman et al. have examined how software developers use GitHub Actions [87].
GitHub Actions is a GitHub feature to automate tasks based on events like commits, PRs,
issues, etc. In their dataset only 0.7% of projects adopted GitHub Action spread across 20
categories (CI, CD, utilities, etc.).

2.3 StupY SETUP

In this section, we first explain how we selected projects for the study, and then describe the
data collection steps in detail. Futhermore, we show how we selected the mature projects
out of the main dataset. Figure 2.1 details our data collection procedure in 5 steps, each for
a specific quality assurance practice.

Step 1: Build projects locally.

Step 2: Determine usage of Automated Static Analysis Tools (ASATS).

Step 3: Investigate CI usage and build result.

Step 4: Collect code review data from last 20 pull requests.

Step 5: Collect test coverage results.

2.3.1 STUDIED PROJECTS
We used Dabic et al.’s GitHub Search (GHS) dataset [88] to select projects from GitHub
based on different criteria. As it is our aim to investigate projects that are likely to be in a
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Figure 2.1: An overview of data collection steps.

position to make optimal use of quality assurance practices, we filtered the projects using
the following criteria. We selected popular (>100 stars) Java projects that have recently
been active (last commit after August 2021). We have settled on one programming language
to keep our data analysis pipeline simple, more specifically, we have chosen Java. We have
also selected projects to minimally have 10 contributors, as our line of reasoning is that you
need to have a sufficient number of developers to make optimal use of quality assurance
practices like code reviews. In addition, we have chosen to only study non-forked projects
to avoid duplicate projects. Finally, we put a lower limit of 200 pull requests for a project
to be part of our data set; this threshold ensures that we study projects that use the pull
based development model, and are thus potentially also doing code reviews on the GitHub
platform.

We also saved the latest commit hash for each project, and in the next steps, we use
this commit hash to run git checkout. This enables (1) us to study each of the projects in a
specific state, and (2) to easily replicate our work in future [61].

2.3.2 DatA COLLECTION

In this section we go step by step and explain the path we took to collect data related to
each quality assurance practice.

STEP 1. LoCcAL BUILDS
In this step we describe how we have collected information on the buildability (compilabil-
ity) of projects. This information first shows us which projects can be built out of the box
(without any special configuration, reading project specific documents, and environment
setup), only using a minimal environment (a Docker container of Ubuntu 21.04) with the
Java Development Kit (Open JDK 11) and build tools such as Maven and Gradle. Secondly,
we will use this information to filter successfully built projects and generate test coverage
results for them in Step 4.

Starting from the collection of GitHub Java projects, first we filtered the projects using
Maven and Gradle as their build system. To do this we searched for gradle.build and pom.xml
configuration files inside (the root path of project) repositories by querying GitHub. Next,
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Build System Build Command
Gradle ./gradlew clean assemble --stacktrace
Maven mvn clean package -DskipTests --batch-mode -e

Table 2.1: Build commands for different build tools.

we specifically filtered out Android projects (by searching for the AndroidManifest.xml file
inside repositories) to avoid build failures related to Android SDK configurations.

After removing non-Gradle, non-Maven, and Android projects, we obtain the set of
projects to be built locally. In the next step, we automatically clone projects and after doing
git checkout on the latest commit hash, build projects locally using a docker container with
Ubuntu 21.04, OpenJDK v11, Gradle v7.1, Python v3.9, and Maven v3.8.1 installed. Similar
to Sulir et al. [89] we skip running tests when building projects in this step to avoid test
failures. We add relevant flags to our build commands to have full log information in build
output logs (see Table 2.1). Furthermore, we put one hour maximum build execution time
to avoid infinite builds (similar to Sulir et al. [89]).

STEP 2. AUTOMATIC STATIC ANALYSIS TOOLS

Similar to the previous step, we again use GitHub’s API to see if there is a configuration
file related to one of the more popular Java static analysis tools (SpotBugs, Checkstyle, and
FindBugs) in the repositories, similar to Beller et al. [18]. To do this, after running the git
checkout on the latest commit hash, we looped through the repository Git tree to check
whether it contains a file with a substring of ‘spotbugs’ in their name phrase. If that is
the case, then the project is marked as (likely) to use the SpotBugs tool. We performed a
similar step for Checkstyle and FindBugs.

STEP 3. CONTINUOUS INTEGRATION
In this step, we collected the required data to study both the prevalence of CI and the
results of the build steps that are part of CI. For the prevalence of CI, we need CI usage
data (whether a project is doing continuous integration). In terms of the result of CI, we
are interested in two distinct steps: (1) the overall CI build success, and (2) the result of
specifically the build phase of the CI workflow. We need the latter result, to be able to
compare the result of the CI build phase, to that of a local build result from Section 2.3.2.
Step 3.1. CI usage: To establish whether a project uses continuous integration, we
have decided to use a different approach to earlier studies on this topic. In particular, prior
studies have used the TravisTorrent dataset [66], or the Travis-CI API to check whether
a project is using CI [28]. Also, Vassallo et al.’s work only considered SonarCloud as a
CI platform to study projects’ code quality [23], and Gallaba et al.’s study was limited to
CircleClI builds [90]. These aforementioned approaches are limited to one particular CI
platform, namely Travis-CI, SonarCloud, or CircleCI. To consider different CI platforms
together, we followed a different route to establish CI usages, namely the usage of checks
on GitHub?.

3https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/collaborating-o
n-repositories-with-code-quality-features/about-status-checks, last visited May 20th, 2022.
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Figure 2.2: Status checks on a commit in the main page of a repository: 1. The combined result of all status checks
(in this case successful), 2. Related commit hash, 3. List of all status checks and a summary of their results, 4. Each
status check’s result, 5. A check by a GitHub App (TravisCI), 6. A status check marked by an external service
(Coveralls), these status checks are called “statuses”.

Using GitHub Actions* (GHA) projects can automate their workflows, including CI/CDs
on GitHub. Events like pushing a commit, creating a pull request, opening an issue, etc. can
trigger a workflow run (also referred to as a check). In this paper we collect information
related to checks that run after pushing a specific commit, namely the latest commit SHA
of projects in our dataset.

There are two types of checks that can run after pushing a commit®: (1) the ones
defined by workflows, which are only available for use with GitHub Apps, and (2) the
ones that are marked with external services through the GitHub API (these are called
Commit Statuses in GitHub’s documentation), shown in Figure 2.2. From now on, similar to
GitHub’s documentation, we will call the first type: “checks”, the second type: “(commit)
statuses”, and both together: “status checks”.

What is important to note is that not all status checks are related to CI, and as such
can not be unequivocally regarded as a sign of CI usage. To address this, we heuristically
filtered CI related status checks. Table 2.2 shows data attributes of status checks depending
on their type. This information is collected from the GitHub GraphQL API®.

To filter CI related status checks, depending on their type, we look for some keywords
in context, targetUrl, and description of statuses, and for checks we look for usage of specific
GitHub Apps related to CL For GitHub Actions App’ (GHAA) checks, the most used GitHub
App, we have also looked to see if they contain any “build” keyword in their name. This
is because using GHAA does not always mean a project is using CI, however if there is
the build keyword, there is a strong signal of the project doing CL Table 2.3 shows the
keywords used in filtering CI related status checks.

Step 3.2. Overall CI results: To see what is the final state of CI workflows run in a
specific state of the project (latest commit hash), we rely on the status checks information.
Status checks data collected from the GitHub API contains a status check attribute that

“https://docs.github.com/en/actions, last visited May 20th, 2022.

Shttps://docs.github.com/en/pull-requests/collaborating-with-pull-requests/collaborating-o
n-repositories-with-code-quality-features/about-status-checks, last visited May 20th, 2022.

Shttps://docs.github.com/en/graphql, last visited May 20th, 2022.

’GitHub Actions App is a GitHub App and differs from GitHub Actions which is GitHub’s CI/CD platform. In this
paper, with GHA we refer to the CI/CD platform on GitHub, and with GHAA we refer to the GitHub Actions
App on GitHub’s marketplace.
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Checks’ Attributes

Name Description Value(s)

conclusion The conclusion of the check run. ACTION_REQUIRED / CANCELLED / FAILURE /
NEUTRAL / SKIPPED / STALE / STARTUP_ FAIL-
URE / SUCCESS / TIMED_OUT

name The name of the check for this check run. String

status The current status of the check run. COMPLETED / IN_PROGRESS / PENDING /
QUEUED / REQUESTED / WAITING

summary Summary of the check run. String

text Text of check run. String

title Title of check run. String

app The GitHub App which created the check Name: String

suite containing this check run.

Slug: String

workflow run

The workflow run associated with the check
suite containing this check run.

Number: Int
URL: URI

workflow The workflow executed in the workflow run. Name: String
Statuses’ Attributes

Name Description Value(s)
context The name of this status. String
description The description for this status. String

. ERROR / EXPECTED / FAILURE /
state The state of this status. PENDING / SUCCESS
targetUrl The URL for this status context. URI

Table 2.2: Data attributes collected for status checks from GitHub GraphQL APL

Type | Attribute | Keywords
GitHub Actions, Azure Pipelines, ci.jenkins.io,
Check | app name ASF Cloudbees Jenkins ci-builds, Travis CI,
CircleCI Checks, Cirrus CI, Confluent-Jenkins-CI
context ci, continuous-integration, kokoro, bazel
Status | description | teamcity, kokoro
targetUrl ci., screwdriver, buildkite, teamcity

Table 2.3: Keywords used to filter CI related status checks based on their type.

represents the rollup for both checks and statuses for a commit® (also referred to as
combined status®, however only for statuses). We also refer to this rollup result as the CI
result of each project for the latest commit hash in our dataset. Of course this only applies
to the projects having at least one filtered CI related status check.

Step 3.3. Result of build phase in the complete CI workflow: Having local build
results in hand from the first step of our data collection (see Section 2.3.2), we want to see

8https://docs.github.com/en/graphql/reference/objects#statuscheckrollup, last visited May 20th,

2022.

“https://docs.github.com/en/rest/commits/statuses#get-the-combined-status-for-a-specific-r
eference, last visited May 20th, 2022.
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Type | Attribute | Keyword(s)

title built, build
Check | text build

name build

context build

Status

description | built, build

Table 2.4: Keywords used to filter CI builds status checks based on their type.

how a CI build outcome of a project matches its local build outcome. Therefore, we first
heuristically filter build related CI status checks by searching for “build”/“built” keywords
in their attributes (Table 2.4 shows the details). Second, based on the results of each of
the filtered CI builds, we determine the rollup result of CI builds. Meaning if all statuses’
state and all checks’ conclusion is “SUCCESS”, then the rollup status of CI build is success,
otherwise it is failure.

STEP 4. CODE REVIEW

To collect information about projects’ code review activity, we focus on the user’s code
review behavior during pull-based development in the GitHub environment. When a
contributor creates a pull request to merge their contribution to the main repository,
integrators or co-contributors can review the pull request [76]. The contributor who created
the pull request and the code reviewer(s) can have a conversation through comments. For
our dataset we count the number of reviews and the number of comments for the last
20 merged pull requests of projects (reference data August 1st, 2021). We set the specific
reference date to ensure future reproducibility. Reviews are defined as pull request review
comments with an optional body comment and a state!®. Approving changes are also
considered as a review action. With comments, we mean other comments in a pull request
discussion part that are not posted by GitHub bots [43], and are not made on a unified diff
and are usually meant for general communication. We analyze the combination of these
two data points to show how code review is taking place for a project on GitHub.

We only consider merged pull requests (based on the GitHub API'!). To avoid getting
into a loop of checking all pull requests to see if they are merged or not, we limit ourselves
to the last 100 pull requests. Important to note is that if a project is using Git instead of
GitHub to merge pull requests [4], it will not be considered for code reviewing in our
dataset, since our approach only monitors code reviews performed through the GitHub
web interface.

Furthermore, for our correlation analysis in Section 2.4.6 we collected two other data
points for each of the pull requests: total count of lines changed and count of files changed
in all commits. We have combined them to formulate our code review rate metric (Equa-
tion 2.1). We settled on this equation for two key reasons. The first one being that we want
to include both count of comments and count of reviews, as they are both important during
the review process. The second reason being that we want to normalize the combined

Ohttps://docs.github.com/en/rest/reference/pulls#reviews, last visited May 20th, 2022.
Unttps://docs.github.com/en/rest/reference/pulls#check-if-a-pull-request-has-been-merged,
last visited May 20th, 2022.
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count of comments and reviews over the number of changed lines of code divided by the
number of changed files. This normalization enables us to more easily compare the review
intensity of a changed piece of source code.

#Reviews+#Comments

#TotalChangedLines
#TotalChangedFiles

(2.1)

Equation 1: Code review intensity metric formula. Please note that the values of both numerator and denominator
are aggregated across the 20 last merged pull requests per project.

VALIDATION OF THE CODE REVIEW INTENSITY METRIC

We carried out a validation of the code review intensity metric by investigating pull requests
that show a wide variety in code review intensity scores. In particular, we look at code
review intensity scores that lie at the 20th, 40th, 60th, and 80th percentile; we also consider
the minimum and maximum code review intensity scores. We then investigate pull requests
of 6 projects for a deeper comparison, in which we also checked the discussions happening
during code review to better gauge the intensity of the code reviewing happening.
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Table 2.5: Summary of code review information in a number of selected projects based on their code review
intensity. The code review intensity was calculated over the 20 PRs that we have analyzed per project.

For the validation, we consider the following six observations with regard to code
reviews. The fifth column of Table 2.5, entitled Change Requested, indicates whether
any change is requested by the reviewer(s) during the discussion and whether there is
a commit after that request to apply the requested change. The sixth column indicates
the number of reviewers involved (# Reviewers), and Merged By Other User indicates
whether the pull request is merged by any user other than the creator/author of the pull
request. Then, in column 8 we list # Review Comments, specifically the comments on
a portion of the unified diff made during a pull request review. Column 9 shows the #
Comments (comments on discussions part, except the first one and the ones by bots), and
column 10 tabulates the # Lines Changed (in all the commits of a pull request).

E
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Table 2.5 depicts a number of projects and their associated code review metric values.
We focus on the minimum, maximum, and the code review intensity values at the 20th,
40th, 60th, 80th percentiles, to look at a good spread in terms of code review intensity
values. Accordingly, we investigate whether if the code review intensity value goes up, the
other indicators are typically also increasing. As an example, the project with the highest
code review intensity (kiegroup/kogito-runtimes) has the highest number of reviewers per
pull request on average. Moreover, regardless of the amount of changes, it has at least 2
reviewers for each pull request. Whereas, if we look at the project with the lowest code
review intensity (komamitsu/luency), we see that there is no sign of having any kind of
code review before merging the pull requests. A potential explanation can be that they use
another platform to do their code reviews (as mentioned in our threats to validity), but
for this specific project this seems unlikely, as there is only a single contributor. Also, by
looking at the project at the 20th percentile (uwetrottmann/seriesguide), we see for 4 pull
requests out of 5 that the user creating the pull requests is also merging them. In addition,
we see very small numbers of comments being made.

For projects at the 40th, 60th, and 80th percentile, we obtain very similar observations
in terms of number of reviewers, number of comments, etc. in the 5 randomly selected pull
requests for this analysis. That is why for these categories, we expanded our investigation
to 20 pull requests in total. Looking at the number of reviewers, or whether a pull request
was merged by another user, we can not make a definite judgement about the code review
intensity, since the difference in observations are not obvious. But, if we look at the change
requested column we see that for projects in 80th, 60th, and 40th percentile in total have
respectively 5, 3, and 1 changes requested, which follows our code review intensity metric
values. Moreover, the total number of review comments for projects in 80th, 60th, and 40th
percentile are respectively 32, 10, and 0. And the total number of their discussion comments
are 48, 11, and 17. Adding up both numbers gives us 80, 21 and 17 review comments and
discussion comments in their last 20 pull requests, showing that the intensity of code
review decreases as we go from the 80th percentile to the 40th percentile category.

STEP 5. TESTING

To establish whether software projects do testing and at what level of intensity, we measure
branch coverage. In order to do so, in this step we build the projects (that we have already
successfully built in Step 1) and run their tests. We did remove some buildable projects from
our dataset, in case those projects had no code or no tests. For all build configuration files
in a project (build.gradle for Gradle or pom.xml for Maven) we search for the src/main
path for source code and the src/test path for tests in the same directory. If we could not
find any code or test directory for that project then we marked them as projects with no
code or no test and removed them for this analysis step.

To establish code coverage, we add the JaCoCo plugin'? to the projects’ build configu-
ration file. We choose JaCoCo because of its popularity, slightly higher visibility, and easier
integration [91]. However, integrating JaCoCo with Gradle or Maven projects is not a
trivial task. To integrate JaCoCo with a project we need to insert specific configurations in
projects’ build file (pom.xml or build.gradle). Depending on the structure of the project
(having sub-projects or parent-projects), usage of other plugins, build system of the project

12JaCoCo https://www.jacoco.org, last visited May 20th 2022.


https://www.jacoco.org

2.3 STUDY SETUP 29

(Gradle or Maven), and other configurations (in some cases tests were disabled manually in
build configuration) we had to change specific lines of the build configuration. Moreover,
for Gradle projects there are two different domain specific language (DSL), i.e., Groovy
and Kotlin which makes it non-trivial to automatically apply the JaCoCo plugin to projects
without causing a build failure.

The process of automatically integrating the JaCoCo plugin for hundreds of projects
has proven extremely cumbersome. To the best of our knowledge, we are the first to have
created an automatic process for this task. To establish an automated process that works
for a majority of projects, we had to finetune our script to cater for different build script
structures. Moreover, for Maven projects we usually had to build projects in several steps,
since it is quite common for a project to have multiple pom.xml files, e.g., a pom.xml file
per module. On the other hand, for Gradle projects we found it easier to build a project,
since when building the parent directory all child modules would be built. In the case
of Maven projects, we have encountered projects were we could not produce complete
coverage results, because not all modules of a project could be built successfully. Also,
there are other reasons for not having complete coverage results for a project, for example,
when not all modules of a project have tests, when unconventional paths for source code
and test code folders are used, or when our general approach of automatically inserting
the JaCoCo commands into the build file conflicts with specific build file configurations
of a project. For these special configurations, we would need a manual action to insert
the JaCoCo command. This is one reason why we have partial coverage results for some
projects.

MATURE PROJECTS

In the results section, we will investigate how the maturity of projects possibly affects the
results of our analysis. For each of the analysis steps that we perform, we will compare
how a practice is either followed similarly or differently among mature projects compared
to the overall set of projects.

We first need to establish what we consider to be a mature project. We specifically focus
on two indicators of projects, namely popularity and activity. As a proxy for the activity of
a project, we consider the following project attributes: the count of commits, pull requests,
issues, and contributors. Projects that we earmark as being more active, have higher counts
of the aforementioned attributes. To approximate the popularity of a project, we take the
number of forks, stars, and watchers into consideration, again considering higher values
for these attributes as an indication that a project is more popular. We consider a mature
project as a project that has higher activity and higher popularity.

We have used the following procedure to select mature projects in our dataset. For
each of the aforementioned attributes, we first select the projects that have a score for
that attribute that is in the top 10%. Since the distribution of the attributes is right skewed,
projects that are at the 90th percentile and up have (very) high values for a particular
attribute, making it reasonable to consider them as active or popular. However, as an extra
condition for establishing that these projects are indeed active or popular, we require them
to be at the 90th percentile or above for at least two popularity attributes, and two activity
attributes.
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2.4 RESULTS

In this section we will discuss the results of each of the analysis steps that are depicted in
Figure 2.1, which represents our data processing workflow. After presenting the results
per analysis step, we elaborate on how the different quality assurance practices are used in
parallel in Section 2.4.6.

In order to investigate whether mature projects are implementing the quality assurance
practices in the same way as other projects, we follow the procedure of Section 2.3.2. In
doing so, we have established 50 out of 1,454 projects as being more mature than most
projects. Our subsequent analyses of mature projects is thus based on these 50 projects'®.

The results presented in each part of this section will be used in our discussion in
Section 2.5 to present a global answer to our research questions.

2.4.1 LocAL BuiLps

As explained in Section 2.3.2, starting from a set of 1,454 projects in our study, we filtered
out non-Gradle, non-Maven and Android projects. Moreover, we also removed Gradle
and Maven Projects that did not have any build configuration file in their root directory.
Furthermore, in cases where we recognized both Gradle and Maven configuration files
inside a project, we have labelled them as Gradle projects, our reasoning being that the
Maven configuration file might be a legacy element, as the Gradle (°2008) build system is
newer than Maven (°2004). The aforementioned steps left us with a total of 1047 projects
that we could build locally (~72% of the original dataset).

To filter successful and failed builds we searched for BUILD SUCCESSFUL / BUILD
SUCCESS and BUILD FAILED / BUILD FAILURE phrases in respectively Gradle and Maven
build logs. However, in some cases none of the aforementioned phrases were found in
build logs due to: (for Gradle projects) missing libraries that prevented running the build
process, encountering errors when processing Maven’s pom.xml (Project Object Model)
file, and encountering errors because of missing environment variables configuration. Even
though there was no explicit build failure phrase in the build log, we labeled these builds
as failed since no successful build was achieved. Moreover, we also consider the following
cases as failed builds: builds in which the build command could not be executed (e.g., due
to a missing commit in git tree), and builds that could not finish their execution (reaching
the one hour time limit). The summary of local build results is shown in Figure 2.3. From
this graph, we observe that ~63% of projects could be built successfully out of the box. We
do observe that that despite Gradle being a newer and more popular build system [92],
among our selection of projects, it exhibits a relatively lower successful build percentage
(56%) compared to Maven (66.6%).

We analysed a selection of failed builds to better understand why builds fail. To this
end, we first randomly selected 50 projects from the total of 388 projects with build failures,
then, we manually labeled them according to their build log outputs. In Table 2.6 we list
the most frequently found build failure categories from our sample. A key observation
that we can make is that build failures related to issues with dependencies and compilation
errors account for around half of build failures. For 11 projects the cause of failure was
unclear due to limited build logs, which were excluded.

3List of these projects and the details on the analysis are available in our replication package.
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Category | # | %

Compilation 13 | 26%
Dependency 10 | 20%

Configuration | 6 12%
Parsing 5 10%
Assembling 3 6%
Other 2 4%
Table 2.6: Top categories of local build failure errors
Build Result
B Failed (388, ~37%)
400 B Successful (659, ~63%)
_ 300
g
3
S
% 229
£ 200 202
159
100 .
0
Gradle Maven
Build System

Figure 2.3: Summary of local build results based on build systems.

Observation 1 }

~63% of projects build successfully and Maven projects show a higher percentage
of successful builds (~67%) compared to Gradle projects (56%).

LocaL BuiLps IN MATURE PROJECTS

Looking at the local build results among the 50 mature projects, we see that 21 projects
build successfully out of the box, from the total number of 33 eligible projects to build
locally. Meaning, 64% of mature projects build locally, which is nearly the same ratio when
comparing to other projects in our dataset.
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All Use Use Use Use Use Use
Projects | CheckStyle FindBugs SpotBugs | no ASAT 1 ASAT 2 ASATs

1454 | 519 (~36%) 3(~0%) 104 (~7%)

906 (~62%) 470 (~32%) 78 (~5%)

Table 2.7: ASATs usage results.

Observation 1* }

Mature projects have roughly the same percentage of local build success (64%)
comparing to all the projects in our dataset (~63%).

2.4.2 AUTOMATIC STATIC ANALYSIS TOOLS

Overall, we observe that in 38% (548) of all 1,454 projects in our study we found evidence
of Checkstyle, Findbugs, or SpotBugs Automatic Static Analysis Tools (ASATs). Table 2.7
shows the frequency of ASAT usage, and also indicates that no project uses more than 2
ASATs in parallel. Among our set of studied projects, Checkstyle is the most popular ASAT
with ~36% projects using it.

]
J

Observation 2

38% of projects use at least one ASAT. ]

ASATs UsAGE AMONG MATURE PROJECTS

Unlike local builds, we observe a great difference in the ratio of mature projects using
ASATs. We see evidence of ASATs usage in 70% of mature projects (35 out of all 50). This
shows mature projects tend to invest more in ASATs.

Observation 2* }

70% of mature projects use at least one ASAT.

2.4.3 CONTINUOUS INTEGRATION

We set out to study two aspects of Continuous Integration: firstly, the prevalence of the
use of CI in our study set, and secondly, a comparison between CI build results and local
build results. As stated in Section 2.3.2, data about CI related activities are derived from
GitHub status checks. We will study the usage of status checks separately.

PREVALENCE oOF CI

As explained in Section 2.3.2, we study the use of CI for a project at a specific point in time,
namely the latest commit hash in our dataset. At that point, we have results stemming
from 1131 projects using external services that mark their Commit Status or are using
GitHub Actions to run Checks in the form of workflows. Overall, we found that checks
(6,906 checks) are more frequently used by projects compared to statuses (1,224 statuses).
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# All Projects | # Projects # Projects
Not Using CI | Using CI
Use Checks 613
Use Statuses 200
1,454 542 (37%) 912 (63%) Use Both 99
Successful State 695 (76.2%)

Unsuccessful State 219 (23.8%)

Table 2.8: Counts of projects using CI and the rollup result of CI status checks. Projects might be using checks or
commit statuses (or both), either way they are considered as projects using/following CI practice.

However, not all checks and statuses can be considered as a use of CI. So, we came up
with a heuristic to filter CI related ones (explained in Section 2.3.2). After this filtering we
established that 912 (62.7%) projects use status checks in their CI pipelines: 613 projects
only used CI checks, 200 projects only used CI commiit statuses, and 99 projects used both
(more details in Table 2.8).

Looking at the rollup state of status checks of projects using CI, we obtained an overview
of CI results of our projects. In doing so, we observe that 695 (76.2%) of the 912 projects
using CI have a successful state. The other 219 (23.8%) projects had an unsuccessful state
(2 pending and 217 failure).

Moreover, when we look at counts of status checks on the latest commit of projects, we
observe that projects do not have the same approach when following CI practice: there are
projects with more than 100 CI checks and also projects with only one CI check. Figure 2.4
depicts the frequency of the number of status checks in projects using CI (median = 3, and
average = 7.35).

To have an idea of why some of the projects have a high number of status checks
and what is the purpose of it, we selected one project with more than 50 status checks,
namely the Checkstyle project which has 60 status checks'?. The project runs many GitHub
Apps (such as GitHub Actions App, Cirrus CI, Travis CI, Azure Pipelines, and CloudBees).
Additionally, Checkstyle uses many external services to mark a commit’s status (such as
Drone CI, Semaphore CI, AppVeyor, Circle CI, and Wercker). When analysing these status
checks, we observed some of the motives for running them, including: checking broken
links / closed issue references, code analysis to discover vulnerabilities across the codebase
using CodeQL, running mutation analysis for different modules using PIT, and building the
project with different versions of the JDK and OS (so-called multi-environment builds, see
Beller et al. [21]). Outside the scope of our current investigation, it would be interesting
to study the various checks that software projects use in more detail in future work to
(1) better understand what quality aspects developers care about, and (2) why several CI
services and GitHub apps are used in conjunction.

With the CI usage results at hand in Table 2.8, and with our results from local builds
available in Section 2.4.1, we set out to investigate the relation between using CI and
buildability. Specifically, we aim to understand whether projects that use CI in their
development process are more likely to build locally without failure. Figure 2.5 shows the

“nttps://github.com/checkstyle/checkstyle/search?q=4ce315d27d387b48befd667c7ed8426albad6d
bb&type=commits
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Figure 2.4: Counts of status checks among projects following CI practice.

summary of CI usage based on our local build results. Using the Chi-square test (y? = 6.5,
p-value = 0.01 < 0.05, and Cramer’s V = 0.08), there is evidence that a weak, yet statistically
significant correlation between CI usage and building locally exists®.

Observation 3 }

~63% of projects use CI with ~76% of them having a successful state. There is
a weak, yet statistically significant positive correlation between CI usage and
building successfully locally, meaning that using CI does increase the likelihood of
a successful local build.

CI BuiLps vs. LocaL BuiLps

In Section 2.4.1 we have reported on the local build results of projects. Now with the
CI results available, we select CI-related checks from the entire collection of checks to
compare them with our local builds. The goal of this comparison is to see whether having a
successful/failed build on CI is correlated with a successful/failed build on a local machine.
Furthermore, we will dive in to see if there is any relation between having more CI builds
and a successful build on a local machine. Our reasoning here is to see if building several
times on CI, which we assume to be multi-environment builds, can increase projects’
buildability on a local machine with common settings.

After filtering build-related CI status checks (explained in Section 2.3.2) we obtain 2846
build status checks for a total of 843 projects. It is obvious that there exists more than
one CI build for some projects, thus we looked into the data to see what are the reasons:
building with different versions of JDK / operating systems (e.g., multiple integration
environments [21]), building different modules separately, building and running tests in
different blocks, and building with/without cleaning cache.

Next, we have combined CI build results for each of the projects to then compare the
overall CI build result to the build results of the local machine (explained in Section 2.3.2).

5The effect size interpretation for Cramer’s V is: 0 < V < 0.2 is weak, 0.2 < V < 0.6 is moderate, V > 0.6 is strong
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Figure 2.5: Summary of CI usage in projects based on their local build results.

Overall, we observe 83.5% successful CI build results among 843 projects using CI build
status checks. Next, we have compared CI build results with local build results using the
Chi-square test. We have obtained values y? = 6, p-value = 0.014 < 0.05, and Cramer’s V =
0.10. This indicates a weak, yet statistically significant correlation. This test and the one
reported above form a family of two tests over the same set of projects; after applying the
Holm-Bonferroni correction within this family, both remain significant (adjusted p-value
= 0.022 for both), so Observations 3 and 4 are unaffected [93]. To put things into context,
in 64% of projects (from a total of 644 that we had both CI/local build results) we found the
same CI and local build results (shown in Figure 2.6).

Observation 4 }

For ~64% of projects we found matching CI build related status checks and local
build outcomes. Using the Chi-square test, we observe a statistically significant
weak correlation between successful local builds and CI builds.

PREVALENCE OF CI IN MATURE PROJECTS

The CI usage ratio among mature projects is almost the same as what we observe in all
the projects in our dataset. 62% of mature projects are using CI (using the same heuristic
method to filter CI usage). Also, among those using CI, 16 (out of 31) projects had a
successful rollup state. This is ~52%, which is less than the ~76% successful CI state among
all the projects. One question worth raising here is why mature projects have less successful
CI states? A preliminary investigation shows that mature projects have more status checks
in their CI workflows. Specifically, on average they have 10 (median = 4) status checks,
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Figure 2.6: Summary of CI build results based on local builds.

compared to other projects that have on average 7 (median = 3) checks. However, the
number of projects in our mature set is not big enough to show statistical significance.

Observation 4* ]

We observe that 62% of mature projects use CI with ~52% of them having a suc-
cessful state. When we compare mature projects against the general set of projects,
we see that a similar ratio of projects use CI, however mature projects have a lower
percentage of successful CI states, ~52% compared to ~76%.

2.4.4 CopE REVIEW

As a quality assurance practice code review has been shown to be able to improve the
quality of software, quality of changes, and quality of system design [44]. To study how
code reviewing is done in our set of GitHub projects, we investigate the users’ activities
that are related to code reviewing during the merging of pull requests (PRs) (also see
Section 2.3.2). More specifically, we collect the count of comments, reviews, total changed
lines, and total changed files for the last 20 merged PRs of 1398 projects. Another 56
projects did not meet our data collection condition of having at least 20 merged PRs while
checking the last 100 PRs.

To study the state of code review as a quality assurance practice, we start without
making any assumptions with regard to what can be expected in terms of the intensity of
code review activities. To keep our assumptions in check, we use a benchmarking approach
that is taken from Alves et al. [94]. Specifically, the benchmarking enables us to categorise
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Figure 2.7: Distribution of count of comments in projects’ last 20 merged PRs.

projects into four different groups: projects with very high, high, moderate, and low code
reviewing. To determine the thresholds for the 4 categories we use the 70th, 80th, and
90th percentiles of the sum of count of reviews and comments in each of projects as the
boundaries. These specific boundaries have previously been empirically established and
used in the SIG quality model from Alves et al. [94] and the test code quality model of
Athanasiou et al. [80]. An important prerequisite to being able to use this benchmarking
approach is that the distribution of values follows a power-law distribution. In order to
determine whether the distribution of count of reviews and comments indeed follows a
power-law, we plot the values for our metrics for the last 20 merged PRs in the projects
that we consider in Figure 2.7 and 2.8. Both metrics seemingly follow a power-law-like
distribution: count of reviews and comments are mostly low, but there are a few cases with
higher values. As such, we can apply Alves et al.’s calibration method to derive different
categories of code reviewing intensity [94].

Considering the last 20 merged PRs, projects with less than 38 reviews fall in the low
level of code reviewing, projects with review counts between 38 and 50 are classified as
doing a moderate level of code reviewing, the ones with review counts between 50 and 73
are considered as projects with high levels of code reviewing, and a review count higher
than 73 makes us consider the project doing a very high level of code reviewing. Similar,
for comments less than 29, between 29 and 38, between 38 and 56.3, and greater than
56.3 we have low, moderate, high, and very high level of code reviewing. The mentioned
thresholds corresponding to percentiles are shown in Table 2.9.
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Figure 2.8: Distribution of count of reviews in projects’ last 20 merged PRs.

Metric Low Moderate High Very High

Level Level Level Level
Reviews Count 38 50 73 >73
Comments Count | 29 38 56.3 >56.3

Table 2.9: Thresholds for code review metrics.

Observation 5 }

Projects having more than 50 reviews or 38 comments in their last 20 merged pull
requests are among the projects doing more intense code reviewing. Similarly,
projects having less than 38 reviews or 29 comments can be considered as projects
doing relatively less code reviews.

CobpE REVIEW IN MATURE PROJECTS

We observe that 48% of mature projects have either a high or very high level of code review
intensity based on the thresholds measured in Table 2.9. Around 26% of them fall in the
category of low code review for both reviews and comments count. If we do a comparison
with the code reviewing intensity in all the projects, we see that 30% of projects having
high or very high level of code reviews and 54.5% of them falling below the low level. This
shows mature projects tend to invest more in their code reviews as a quality assurance

practice.
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]

Observation 5* )

Around 48% of mature projects have either a high or very high level of code review
intensity. Circa 26% of the projects have a low level of code review intensity.

2.4.5 TESTING
Software testing is a practice to improve the quality of software by detecting faults in
the source code [39]. The goal of this section is to see how well projects are doing in
terms of software testing. In contrast to code reviewing, we have established metrics
for measuring the quality of tests, namely code coverage metrics [95]. In addition, to
gauge how well software projects are tested in terms of code coverage, we can rely on the
existing classification scheme for unit test coverage proposed by Heitlager et al. [42]. This
classification ranks projects in 5 different levels according to their unit test coverage and
makes it easier to reason about testing (see Table 2.11). In our investigation, we rely on
branch coverage as calculated by the JaCoCo tool.'®

As mentioned in Section 2.3.2 to see the state of testing in our projects, we selected
599 projects that (1) could be built successfully in the first step of our study and (2) had
conventional paths for their source code and test code (at least in one of their subprojects /
modules). Having conventional paths for source code and tests means that we could detect
their path in a project. We also repeated this for all subprojects / modules inside a project
before applying JaCoCo. If source code and tests paths were detected, then we would apply
JaCoCo plugin and build them to generate coverage results. The strict interpretation of the
necessity to have conventional paths for the tests does imply that there might be projects
that do have high quality tests, but that are not part of our analysis.

For the 599 projects that we applied JaCoCo to, we obtain JaCoCo test coverage results
for 310 of them (51.75%). From these 310 projects, we observe complete coverage results

for 172 (28.7%) projects, i.e., we did manage to get coverage results for all of their modules.

For another 138 (23%) projects, we could only collect partial coverage results, i.e., we have
coverage results for some of the modules. We did not manage to obtain coverage results
for the remaining 289 (48.3%) projects. An overview of the aforementioned process can be
witnessed in the bottom part of Figure 2.9.

Projects with no coverage results. To investigate the reasons of 289 projects having

no JaCoCo output, we randomly selected 50 of them and manually checked their log files.

These projects had at least one module with code and tests detected, but we could not see
any coverage results after applying the JaCoCo plugin. The most common reasons for this
were: (1) JaCoCo failing or skipping its execution due to some (mis)configuration in the

project’s build setting, or conflicting with other settings of project, and (2) build failure.

See Table 2.10 for a global overview of reasons. Moreover, for 12 projects the build logs

were very sparse, and we could thus not establish the reason of having no coverage result.

Projects with partial coverage results. For 138 projects we have obtained partial
coverage results: 113 of them had at least one module with no test. In terms of why not all
modules have JaCoCo output, we observe similar reasons as to our prior case of projects

https://www. jacoco.org, last visited May 20th, 2022.
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Reason ‘ # ‘ %

JaCoCo skipped/failed | 17 | 34%

Build failure 16 | 32%
Parsing error 3 6%
Test failure 2 4%

Table 2.10: Reasons of having no JaCoCo coverage result.

Rank ‘ Code Coverage ‘ # of Projects | % of Projects
Very High (++) 95-100% 9 2.9%
High (+) 80-95% 31 10%
Moderate (o) 60-80% 58 18.7%
Low () 20-60% 129 41.6%
Very Low (——) 0-20% 83 26.8%

Table 2.11: Ranking projects based on their code coverage using the classification scheme for unit test coverage
proposed by Heitlager et al. [42]

without any coverage result. If we compare the coverage levels of projects with partial and
complete coverage results in Figure 2.10, we observe a similar distribution.

We also observe that from the total of 599 projects 389 (65%) have at least one module
with no tests (this is minus the projects without any tests since we removed them in the
beginning).

Table 2.11 provides an overview of how well projects are tested. Relying on the
classification scheme from Heitlager et al. [42], we observe that 2.9% of projects fall in
the category “very high” coverage, while a majority of projects are placed in the category
“low”. In fact, combinig the categories “low” and “very low”, we see that 68.4% of projects
fall into these two categories, giving an indication that not all projects are maximising
their testing.

Observation 6 }

68.4% of projects among the ones we could calculate code coverage for, are doing
very low or low testing. Also, only ~13% of them are doing very high or high
testing. Moreover, 65% of projects doing testing, do not do it for all modules of
their project.

TESTING IN MATURE PROJECTS

We seek to understand whether and how following testing as a quality assurance practice
differs in mature projects compared to other projects in our dataset. Six projects out of the
total 50 mature ones have code coverage results (6 out of 310 projects with JaCoCo results
in Figure 2.9 are mature). Since this is a very low number to be representative of all mature
projects, we manually looked all of 50 repositories to find their code coverage information.
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Selected projects from GHS for our study: 1454

Maven: 737 (50.7%) Gradle: 668 (46%)

Gthers: 49 (0.3%)

Filter Maven and Gradle projects and remove ineligible projects

Selected projects to build locally: 1047 |

Maven: 686 (65.5%) Gradle: 361 (34.5%)

Filter projects built successfuly

Successfully built projects: 659

Maven: 457 (69%) Gradle: 202 (31%)

Remove projects with no code (37) or no test (23) found

Apply JaCoCo to projects
Build again with running tests

Projects built with JaCoCo applied: 599
JaCoCo results generated: No JaCoCo result:
310 (51.75%) 289 (48.25%)
Maven: 237 Maven: 195
Gradle: 73 Gradle: 94

J

g

|
Filter projects with code coverage results

Projects with JaCoCo results: 310
Complete JaCoCo Results: 172 | Partial JaCoCo Results: 138

(55.5%) (44.5%)
Maven: 117 Maven: 120
Gradle: 55 Gradle: 18

Figure 2.9: Overview of studied projects in building and testing.

To this end, the first author checked repositories’ README files for a coverage badge!’,
scanned through pull request comments, and looked for CI status checks on a project’s
GitHub page for coverage information. Overall, we found code coverage information for
12 projects using this approach 2. If we combine the information of these 12 projects with
the JaCoCo results, we now have coverage information for 14 projects, i.e., for 4 projects

7For more information on badges on GitHub, see: https://github.com/dwyl/repo-badges

8Except one project using Jenkins service to measure branch coverage, other projects use Codecov service to
measure their code coverage based on Codecov coverage metric: https://docs.codecov.com/docs/about-code-
coverage, last visited September 7th, 2022.
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Figure 2.10: Branch coverage of projects with complete and partial coverage result.

we have both results of JaCoCo, and code coverage information from the GitHub page. We
picked the latter one for further analysis. Also, we checked to see if they have test suites in
their repositories, and for all the mature projects we found test files indicating they have
developed a test suite for their project.

We observe a mean of 65.6% code coverage among mature projects, with a median value
of 63.2%. This falls into the moderate level of testing, which is higher when we compare it
to the mean of all other projects in our dataset, as they reach a low level of testing.

Observation 6* }

All mature projects have test suites in their repositories. Also, on average they
have 65.6% code coverage (with median of 63.2%) among the 14 projects that we
could establish code coverage for.

2.4.6 QUALITY ASSURANCE PRACTICES PuT TOGETHER
In this section we set out to answer RQ1.2: Which quality assurance approaches are
being used in conjunction? In order to answer this question, we use statistical tests to
determine which quality assurance approaches that we previously discussed in isolation
in Sections 2.4.1 through 2.4.5 are used in conjunction in open source projects. More
specifically, we conduct a statistical analysis to calculate the correlation between each of
the practices using the results from previous sections: code coverage of 310 projects, code
reviewing information of 1398 projects, ASAT usage and CI usage of all 1,454 projects.
This analysis does raise the issue of data imbalance, as we have less projects for which we
have code coverage data (310) than we have projects for which we have code reviewing
information (1398). To address this issue, we have performed the statistical test on projects
that are in the intersection for two quality assurance practices, i.e., those projects for which
we have data of both.

The correlation analysis enables us to better understand whether projects that use a
quality assurance practice (intensively), are also more inclined to employ another quality
assurance approach (intensively). Of importance to note here is that for two quality
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Figure 2.11: Code review rates before and after removing outliers.

assurance practices, namely ASAT usage and CI usage, our data is categorical, i.e., a project
is or is not using them. The other two practices, namely Testing and Code Reviews, are
presented as continuous variables based on respectively the level of code coverage reached
and the counts of comments/reviews that we observe. However, while for software testing
we can make use of an established code coverage metric (branch coverage), for code
reviewing we had to define a new metric to express the intensity of the code reviewing
process (Equation 2.1 explained in Section 2.3.2).

In terms of the statistical tests, we use Cramer’s V to measure correlation among
categorical variables. Before applying Cramer’s test, we first tested the independence
of the variables using the Chi-square test. For the continuous variables vs. continuous
variables and vs. categorical variables, we use respectively the Pearson and the Point
Biserial correlation coefficient. Because we conduct several tests over the same population
of projects, we further apply a family-wise error correction to limit the inflation of false
positives that multiple testing induces. We treat each research question as a separate family:
the two tests relating CI to buildability in Section 2.4.3 form one family, and the nine tests
in Table 2.12 another. Within each family we apply the Holm-Bonferroni correction [93].
Table 2.12 reports the results of the correlation analysis, including both the raw and adjusted
p-values.

Table 2.12 shows the results of the statistical tests. The results that are statistically
significant are highlighted in light-grey. For our code review metric, since there were quite
a lot of outliers (Figure 2.11 shows the distribution of code review metric values before and
after removing outliers), we used the IQR method to identify and then remove outliers [96],
which resulted in removing 106 projects (from a total of 1398 projects with code review
rates). Therefore, there are two values for code review correlation analysis. Moreover, the
same method was then used to remove the outliers of the code review metric in Figure 2.12.
In contrast, the range of values for testing are fixed (0 to 100), and they are binary for
ASAT/CI usage, so no outlier exists for other variables.
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Code Code Review Testin ASAT
Review Without Outliers & Usage
Corr = 0.29 Corr = 0.15

Testing | p-value <0.0001 p-value = 0.011
Padj <0.0001  pag; = 0.056

Corr = 0.019 ‘Corr = 0.12 Corr = 0.0157
ASAT
Usage p-value = 0.48  p-value <0.0001 p-value = 0.79
Padj =10 Padj = 0.00014 Padj = 1.0
CI Corr = 0.0317 Corr = 0.10 Corr = 0.0231  Cramer’s V = 0.10
Usage p-value = 0.24  p-value = 0.00024  p-value = 0.69 p-value <0.0001
B | paaj = 0.94 Padj = 0.0014 Padj = 1.0 Padj = 0.00070

Table 2.12: Correlation analysis of quality assurance practices. p,q; denotes the p-value after Holm-Bonferroni
correction across the nine tests in this table. Cells highlighted in light-gray are correlations that remain significant
at a = 0.05 after correction.

Code reviewing and testing show a positive correlation with small effect size r = 0.29'?
(also r = 0.15 when we remove outliers from code review rate, although this sensitivity
check no longer reaches significance once corrected for multiple comparisons, adjusted
p-value = 0.056). To better understand the small effect size, consider Figure 2.12. For both
the projects that use ASATs and that do not use ASATSs, we observe a concentration of
projects that have a code review rate between 0 and 0.5 (the X-axis). Yet, that group of
projects in that specific (relatively low) code review rate range show a widely dispersed
code coverage level, going from 0% all the way to 100% branch coverage. This wide dispersal
on the testing axis and clustering on the code reviewing axis (Y-axis) explains the small
effect size. It also gives us the insight that projects that heavily invest in high levels of code
coverage do not necessarily invest as strongly in code reviewing.

Code reviewing and CI usage. We observe a small positive correlation between code
reviewing (without outliers) and CI usage r = 0.10. When we look at Figure 2.12, we need
to consider both the left and right graphs and look at the X-axis for the code review rate
and the spread of blue dots and orange crosses, signalling respectively the use and non-use
of CI. For both the left and right graphs, we see an overall scattering of projects that use CI
over the entire range of the code review rate. For the more dense code review rate interval
[0,1.5], we visually observe a mix of projects that use or do not use CL This scattering helps
explain the small correlation that we obtained.

Code reviewing and ASAT usage. We observe a small positive correlation between code
reviewing (without outliers) and ASAT usage r = 0.12. When we look at Figure 2.12, we
need to consider both the left (projects not using any ASATs) and right graphs (projects
using ASATs) and look at the X-axis for the code review rate. We see an overall scattering
of projects in the entire range of the code review rate. However, the density of projects
with a code review rate between 0 and 2 is relatively higher in the left graph, On the other

BFor interpreting the strength of Pearson’s correlation, we use 0 < r < 0.3 for small, 0.3 < r < 0.5 for medium,
and 0.5 < r < 1.0 for large effect size [97].
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Figure 2.12: Relation between Testing and Code Reviewing with respect to usage of CI and ASAT. The outliers of
code reviewing metric are excluded.

hand, we see more projects having a code review rate higher than 3 in the right graph. This
density of projects in different ranges explains the small correlation that we have observed.

CI usage and ASAT usage exhibit a weak, yet significant correlation V = 0.102°. When we
turn our attention to Figure 2.12, we need to compare the distribution of blue and orange
(respectively CI usage and no CI usage) dots/crosses in the left (not using an ASAT) and
right (using an ASAT) graphs. Both left and right, we observe a multitude of projects that
do and that do not use CI, with visually more orange crosses (for non CI usage) in the left
most graph, signalling that no ASAT usage is more common amongst projects that do not
use CL To also see this numerically we divide the count of dots in the right graph by the
total number of projects using an ASAT, and also divide the count of dots in the left graph
by the total number of projects not using an ASAT. The results are respectively 0.79 and
0.67, confirming our earlier intuition that we have a higher percentage of projects that use
CI among projects using ASATs, compared to projects not using any ASAT.

Summarising the other relations from Table 2.12, we observe no other statistically
significant correlations between the other quality assurance practices.

Observation 7 }

Having high code coverage weakly correlates with doing more code reviewing in
projects. We also observe weak correlations between (1) the usage of ASATs and
CI usage, (2) the code review rate and CI usage, and (3) the code review rate and
ASAT usage.

20The effect size interpretation for Cramer’s V is: 0 < V < 0.2 is weak, 0.2 < V < 0.6 is moderate, V > 0.6 is strong
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2.5 DISCUSSION

2.5.1 REVISITING THE RESEARCH QUESTIONS
In this section, we revisit the research questions from Section 2.1. In order to answer the
over-arching research question

RQ1 What is current state-of-the-practice in quality assurance in open source
software development?

We first concentrate on providing a global overview of some of the most popular quality
assurance practices in use, thereby answering RQ1.1

RQ1.1 What is the prevalence of quality assurance approaches like software
testing, modern code review, automated static analysis, and buildability?

As we mentioned before, RQ1.1 is aimed squarely at understanding the current state-of-
the-practice with regard to the quality assurance practices of which we want to understand
whether they are used in conjunction. We will now discuss our findings for each of the
quality assurance practices in isolation.

Testing. From the original set of 1,454 GitHub projects, we have been able to establish
code coverage for 310 projects (21.3%). Our results show that the median of their
branch coverage is ~43%. Moreover, using Heitlager’s classification scheme [42] of
test coverage for projects, we establish that ~68% of them do very low, or low levels
of testing. On the other hand, ~13% of projects reach high, or very high levels of
code coverage.

The reason why we could only establish code coverage for 21.3% of the projects in
our original dataset can be seen in Figure 2.9 and can be summarized as a race of
attrition because of projects’ inherent attributes that make them ineligible for our
study (28%), issues of buildability (26.7%), non-presence of tests and/or source code
(4.1%), and our inability to successfully establish code coverage results (19.8%).

Code Review. For 1398 projects in our dataset we looked at the count of comments, and
the count of reviews in their last 20 merged PRs. We have created a code review
intensity metric, that expresses the amount of code reviewing normalised by lines of
code changed in the PR. Subsequently, using Alves et al.’s calibration method [94]
we derived different categories of code reviewing intensity. We observe that projects
having more than 50 reviews or 38 comments over their last 20 merged pull requests
are among the projects doing more intense code reviewing. In contrast, projects
having less than 38 reviews or 29 comments can be considered as projects doing
relatively less code reviewing.

ASAT Usage. To study the usage of ASATs in GitHub projects, we make the assumption
that the presence of an ASAT configuration file is an indication of actual ASAT usage.
Under this assumption, we have observed that 38% of the projects under observation
use at least one ASAT. However, the presence of a configuration file does not causally
imply the actual usage of these ASATSs.
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Local Buildability. We set out to investigate whether the GitHub projects under study
can be built locally out of the box. Our results indicate that ~63% of projects build
successfully locally.

Continuous Integration. We have used a new approach of studying usage of CI on
GitHub, namely using GitHub’s checks and statuses. This approach enables us to
have a wide range of CI platforms in our study compared to previous studies that
mainly focused on a single CI provider, e.g., [21]. We find evidence that ~63% of
overall 1,454 projects use CI with ~76% of them having a successful state. This
also indicates that for 24% of the projects, the final commit that is part of our study
led to a failing CI build. Moreover, we observe different strategies in making use
of GitHub features (GitHub Actions, and Statuses) to implement CI status checks
among projects (e.g., having a few vs. many CI status checks with many different
CI platforms or services). In future work, we intend to study the reasons for using
multiple CI status checks and platforms.

,_[ RQ1.1 Summary ] \

We found that the majority of projects exhibited low testing levels. The intensity of
code reviews varied, with some projects engaging in more intensive reviews. About
38% of the projects had configured automated static analysis tools. Approximately
63% of the projects had the capability to be built locally, and 63% of them used
Continuous Integration, with 76% having a successful state. Additionally, we
observed various strategies and the use of different CI platforms for implementing
CI status checks in the projects.

J

Now that we have an understanding of how these quality assurance practices are used
in isolation, we turn our attention to:

RQ1.2 Which quality assurance approaches are being used in conjunction?

Code Review and Testing. We found statistically significant evidence that higher levels
of branch coverage correlate with higher levels of the code review intensity metric with
small effect size. This indicates that projects that show a higher level of branch coverage
tend to have more code reviewing performed.

Code Review and ASAT/CI usage. Using our defined categories of code reviewing
intensity, if we look at projects with a very high level of code reviewing, e.g., more than 73
reviews or 56 comments in their last 20 merged PRs (239 projects), for 49% of them we find
evidence of ASAT usage, and for 65% we see evidence of CI usage. On the other hand if we
look at projects with a low level of code reviewing, e.g., less than 38 reviews and less than
29 reviews in their last 20 merged PRs (781 projects), for 32% of them we find evidence of
ASAT usage, while for 61% we see evidence of CI usage.

This observation shows that projects with a higher code review intensity tend to use
ASAT and CI more when comparing to the ones with lower code review intensity. We also
saw statistically significant correlation between our code reviewing intensity metric and
ASAT/CI usage when outliers are removed, which strengthens this observation.
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ASAT usage and CI Usage. Finding evidence of ASAT usage in projects does not imply
that these ASATs are actually used and integrated in the CI workflow. However, we
did observe a statistically significant, yet weak correlation between their usage, which
potentially indicate that projects use both at the same time.

RQ1.2 Summary ]

We found statistically significant correlations with small effect size among Code
Review and Testing, Code Review and ASAT/CI usage, and ASAT usage and CI
usage, which demonstrate their usage in conjunction.

RQ1.3: How do mature projects follow quality assurance practices?

To summarize our findings with regard to the quality assurance practices in more
mature projects, compared to our overall dataset, we can state that:

local buildability is almost the same, which also indicates that keeping the latest
version buildable is also a challenge for mature Java projects,

ASAT usage is 22% higher in the more mature projects,

the CI usage ratio is similar over both sets, but CI states are less successful in the
more mature projects,

the code review intensity is either high or very high for around half of the more
mature projects, while over the entire dataset the projects with the 20% highest code
review intensity are in these categories (see Table 2.9 for thresholds). This is an
indication that more mature projects typically do code reviews at a higher intensity,

finally, test suites of more mature projects seemingly have higher code coverage.
Moreover, based on the existence of unit tests in all mature project repositories, we
assume they all do testing.

RQ1.3 Summary }

We observed that mature projects demonstrate a higher level of adherence to quality
assurance practices, or at least comparable to other projects in our dataset. However,
they exhibit less successful CI states.

2.5.2 DIFFICULTIES ENCOUNTERED DURING OUR INVESTIGATION

We now give an overview of the challenges and obstacles that we have encountered during
our study. We hypothesize that understanding and potentially alleviating these challenges
in the future can be useful for researchers, and perhaps also practitioners.

Difficulty of creating an environment for local build success. We could not build
~ 47% of projects out of the box. Compilation, dependency, and configuration errors are the
top three reasons of the build failures. Also, other studies have reported that building Java
projects is not always straightforward. Hassan et al. could not build 46% of the projects
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in their study [64]. Sulir et al. have respectively observed a 38% and 59% build failure
percentage in their local build results dataset in their 2017 and 2020 studies [89, 98].

This number of build failures shows that it is non-trivial to create an easy-to-build
environment for Java projects. This has far-reaching consequences for both practitioners
and researchers. For practitioners, this means that developers that want to contribute
to an open source project might find it difficult to build the project on their development
machine. On the other hand, researchers might be hindered to conduct their studies
on a large variety of projects, or on multiple versions of a project. Several studies have
investigated the causes of build failures [25, 68], while other studies have tried to devise
approaches to tackle the underlying issues [68, 99-101]. In an ideal world, creating an
environment (e.g., a Docker container) for building a large number of projects would benefit
researchers to conduct studies that need to build projects as a prerequisite (e.g., dynamic
analysis, measuring code coverage, etc.).

Interestingly, our results indicate that if project maintainers want more confidence
about their projects’ buildability on local machines, they should consider doing continuous
integration, because CI increases the likelihood of a successful local build (Cramer’s V =
0.08). And also consider having a successful CI build for the latest release of the project.
Because, CI builds match with local build outcomes in 64% of projects, and there is a
statistically significant correlation between them (Cramer’s V = 0.10).

Measuring code coverage. Measuring code coverage of many projects automatically
is a challenge for researchers. One prerequisite of measuring code coverage of a Java
project is building it, and we already discussed that creating an environment for building a
large number of projects successfully is a challenge. The next step in the measurement
of code coverage is to use a code coverage measurement tool. Our observations are that,
first, most projects do not have their code coverage details available in their repository. So,
in most cases researchers need to measure projects’ code coverage themselves. Second,
automatically generating code coverage information for a large number of projects is a
cumbersome task. This is because of the difficulty of integrating a code coverage tool like
JaCoCo to generate code coverage results, and also successfully building the project with
running all tests. Particularly, this is why we were unable to collect coverage measurements
for ~48% of projects when trying to measure their code coverage. Third, many projects
have several modules (subprojects), and they do not have unit tests for all of them. This
issue makes it difficult to have an idea of overall code coverage since some parts of the
software project miss tests. This third issue in particular, is also an issue for practitioners,
as it leaves them blind with regard to the level of test coverage of specific submodules.

Measuring the quality of code review. In this paper we suggested a code review metric
to have an idea of the intensity of reviews taking place during pull requests’ discussions.
Then we looked at the correlation between testing, ASAT usage, and CI usage with code
review intensity. However, the intensity of code review is different from the quality of the
code review. Despite the fact that code review quality has been studied in many studies,
there is no obvious way to quantitatively measure it [46, 101, 102]. Having a measurement
of the quality of the code review would help researchers when comparing projects’ code
review and when studying its correlation with other quality assurance practices. Also,
with a code quality measurement practitioners have a concrete idea of the state of the
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quality of the code reviews taking place in their project, and it enables them to improve
their code review practices.

ASATs actual usage As we pointed out before (see Section 2.5.1), the presence of a
configuration file does not causally imply the actual usage of these ASATs. Vassallo et
al. found that developers use ASATs in different contexts: local programming, code review,
and CI [103]. So, to have a notion of ASATs actual usage we need to look at them in all
three different contexts, which is a challenge for researchers, keeping in mind that different
projects use different CI platforms. We have looked at how other studies approach the
study of actual usage of ASATs: Beller et al. investigated the use of ASATs in 122 projects by
manual analysis of configuration files and then surveying the contributors of those projects,
asking about the actual usage of ASATs [18]. In another work Zampetti et al. studied the
actual use of ASATs (Automated Static Analysis Tools) in the CI environment [104]. In their
study, they analyzed Travis CI builds and jobs of 20 projects. Amankwah et al. investigated
the precision by which ASATs can find bugs in Java source code and found precision values
between 83% to 90.7% based on the studied datasets and using 8 different ASATs [105].

For researchers, observing and understanding the actual usage of ASATs at scale
remains a challenge. A key challenge is that ASATs can be used in multiple contexts
(per the observation of Vassallo et al. [103]), thus requiring multiple observation points.
Another challenge is that in order to obtain meaningful insights, the dataset would need to
be sufficiently large, implying that we need an automated observation tool to perform a
longitudinal analysis on multiple projects.

GitHub Actions best practices To study the use of CI, we put our focus on the status
checks of a project’s latest commit. We found that projects have different approach when
configuring their CI using GitHub features: GitHub Actions (checks run using GitHub’s
apps) & Commit Statuses (statuses marked by external services). There are projects with
more than 100 status checks, and many others with only 1 check / status. Also, in some cases,
many GitHub apps are used in parallel to run checks. Here we highlight the challenge for
practitioners: configuring their CI using checks (GHA) and statuses. Including choosing
the right (combination of) GitHub app(s) for these checks.

Kinsman et al. have shown that developers have a positive perception of GHA [87],
and in a related work about CI services on GitHub, Golzadeh et al. found that GHA has
become the dominant CI service 18 months after its introduction [106], which strengthens
the need to address the mentioned challenges by offering best practices to use GHA.

In another work, Chen et al. took a different path to study the usage of GHA focusing
on the projects’ GHA YAML file (under the workflow path of projects adopting GHA). They
similarly found a median of 3 for steps (median of 3 for status checks in our study) used in
jobs (with average of 4.7 vs. average of 7.35 status checks in our study), and highlighted
the challenge for less experienced developers to configure a GHA workflow when facing
with workflows, jobs, and steps with many alternatives.

2.5.3 THE BIGGER CONTEXT OF QUALITY ASSURANCE PRACTICES

In Section 2.5.1 we have revisited research questions RQ1.1, RQ1.2 and RQ1.3 and gave
concrete answer to them. However, we have not answered the over-arching RQ1 yet. In
order to do so, we need to look at the bigger context.
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RQ1 What is current state-of-the-practice in quality assurance in open source
software development?

First of all, we have observed a very diverse level of adoption, or intensity of adoption,
of the individual quality assurance practices among our set of 1,454 open source software
projects on GitHub. We have observed projects that do not invest in any of the practices,
but we have also seen projects investing in all, or at least most practices with relatively
high intensity. Also, when we look at mature projects we see that they generally tend to
invest more in their quality assurance practices.

When it comes to using quality assurance practices in conjunction, we have observed
weak correlation among some quality assurance practices in projects. But generally speak-
ing, projects do not follow all quality assurance practices together with high intensity.
This raises interesting questions for follow-up research that is more qualitative in nature,
because some of the studied quality assurance practices are said to be complementary,
using them in conjunction would strengthen the overall quality perspective, and might
also reduce quality assurance efforts (e.g., an ASAT might pick up code review comments,
which would ease the burden of the reviewer [31]).

,_[ RQ1 Summary } \

We observed diverse adoption levels of individual quality assurance practices,
ranging from no investment to high-intensity adoption. Mature projects tend to
invest more in their quality assurance practices. While some weak correlations
among these practices exist, most projects do not simultaneously employ all quality
assurance practices with high intensity.

2.6 RELATED WORK

In this section we compare the results of our study with other related studies.

2.6.1 QUALITY ASSURANCE PRACTICES IN ISOLATION

Most of the related work has studied each of the quality assurance practices in isolation.
Here we look how our results for the usage of each of these quality assurance practices in
isolation compare to other related studies.

Buildability. Hassan et al. could build 54% of the projects in their dataset using the default
build commands of build tools. This ratio is 9% lower than our 63% of projects that build
successfully out of the box [64]. While their methodology for establishing buildability is
very similar to ours, their dataset comprises fewer projects (200 vs. 1456). Of importance to
note is that their dataset also comprises projects that use the Ant build system. Moreover,
they have discussed that 52 of the build failures can be resolved automatically. Following
this work, Hassan and Wang created HireBuild as an automatic approach to fix reproducible
build failures (which is a history-driven approach, thus could not be used in our study to
address build failure issues) [65]. Both of the aforementioned studies highlight the challenge
of facing build failures. Sulir et al. have respectively observed a 38% and 59% build failure
percentage in their local build results dataset in their 2017 and 2020 studies [89, 98]. Similar
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to our observations, both of their studies report ‘dependencies’ and ‘Java compilation’ as
two of the top categories of errors leading to build failure of the projects.

Testing. Our goal of measuring code coverage of projects was to see how testing is being
done in conjunction with other quality assurance practices. To the best of our knowledge
no other studies have done such large-scale study of code coverage of open-source projects’
unit tests for this particular goal. Other studies have looked at code coverage of projects to
study its evolution [39], or its relation to software quality [41]. Hilton et al. have taken a
similar approach collecting code coverage information for 29 projects using JaCoCo [40].
However, their study was aimed at studying the coverage evolution, and thus they focused
on obtaining 250 successful builds per project for a limited set of projects, instead of single
successful builds of many projects in our study. Overall, for the 29 Java projects that they
have considered, six of them had <60% coverage and only one had <20%. The average code
coverage percentage for all projects in their study was 76% [39]. Kochhar et al. have used
Sonar to measure code coverage of 100 open-source Java projects. 8% of the projects in
their dataset had higher than 75% coverage. Also, 69% of them had a coverage of less than
50%. The results of the coverage of their projects are similar to ours, however they used a
different coverage metric which is a combination of branch and statement coverage. One
of the main reasons of the difference in results of our study comparing to others is that we
have used a relatively larger set of projects. Addressing the difficulty of obtaining code
coverage measures for researchers, would open up the way to more studies of the state of
the practice in testing.

Continuous Integration. One of the main differences between our CI usage study and
other related works lies in our approach to detect CI usage. Many other studies have
used either the TravisTorrent dataset [66], or the Travis-CI API for this matter [20, 24,
28, 29, 32, 107, 108]. Other studies have looked at Jenkins [20, 108], CircleCI [24, 90, 108],
SonarCloud [90], AppVeyor [24], or Werker [24] as the CI services configured with GitHub
projects in their studies. However, the introduction of GHA aligns with a decreasing growth
rate of CI usage for Travis and CircleClI, two of the most popular CI platforms before the
introduction of GHA [106]. Considering this fact, we have used a new approach to detect
CI usage in GitHub projects regardless of the CI platform that they use. This approach
gave us the ability to study more projects.

Hilton et al. have observed a 40% CI usage in their corpus of ~34K projects. When they
only considered the most popular projects in their corpus, they observe a 70% usage ratio
[24]. In order to make a fair comparison, we only considered the Java projects in Hilton et
al.’s dataset when comparing to our results: they had a 35% CI usage among their 3371
Java projects, while we have observed a 63% usage rate some five years later. This point
also underlines the need for more research on GHA adoption among projects as the most
popular CI platform among open-source projects to highlight best practices as mentioned
in Section 2.5.1.

Code Review. McIntosh et al. have found that reviews without discussion are associated
with higher post-release defect counts [69]. Accordingly, we use count of comments and
reviews in our study as a proxy for code review intensity. They have also studied the
effect of code review coverage metrics on software quality, however this contributes less
than code review participation metrics to software quality defect models. Bosu et al. have
identified a set of factors affecting the usefulness of code reviews [109]. They recommend
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submitting smaller and incremental changes. Therefore, using this insight, we normalized
count of comments and reviews in code review discussions by the number of lines of code
changed in each pull request. To the best of our knowledge no other study has suggested
any quantitative code review intensity / quality metric for projects on GitHub.

ASAT Usage. Beller et al. did an analysis of the state of ASAT usage in open source
software. They have found that 60% of the popular OSS projects have automated static
analysis configured, however they usually only use one ASAT and do not integrate it into
their workflows [18]. Comparing to their results, our study shows 38% of ASAT usage
among projects which increases to 70% by considering only the mature ones. Checking
whether ASATs are integrated into the workflows of projects is out of the scope of our
study. But since we also see an increase in CI usage among mature projects, integrating
ASATs in CI workflows can be a factor in this observation. Other related studies have
looked at the reasons why developers use ASATs [110], how they engage with them in
different contexts [19], and how developers employ them in their CI pipelines [104]. We
will discuss more about their results in the next part when discussing related work of
different quality assurance practices being used in conjunction.

2.6.2 QUALITY ASSURANCE PRACTICES IN CONJUNCTION

To the best of our knowledge our work is the first study into how a set of quality assurance
practices are being used in conjunction. Other related work has looked at the influence of
one practice on another by focusing on studying the relation between them. Here we look
at the results of these studies and compare them to ours.

Literature on ASATs suggests to configure ASATs in development workflows, e.g., CI
pipelines [18]. In particular, Zampetti et al. have studied how 20 popular Java open source
projects use ASATs in their CI. Specifically, they have investigated which ASAT tools are
being used and how they are configured for CI, and what types of issues make the build
fail or raise warnings. They have observed that CI builds typically break due to ASATs
detecting non-adherence to coding standards [104]. In our analysis, we have observed a
statistically significant, yet weak correlation between CI usage and ASAT usage, indicating
that ASATs are indeed potentially configured in CI pipelines. Also, the ratios of CI and
ASAT usage both increase when we filter for mature projects.

In another related work, Zampetti et al. studied the interplay between pull request
reviews and CI builds. They found that pull request discussions mainly focus on testing,
static analysis problems, and also about CI configurations [30]. This seemingly confirms that
some quality assurance approaches are used in conjunction, in particular code reviewing
and CI builds.

Cassee et al. found CI to be a silent helper of code reviews by saving time. They
specifically found that the number of comments in code reviews decreases after adopting
CL, without any change in the number of changes per code review [28]. Our study has
indicated a statistically significant, yet weak correlation between CI usage and intensity
of code reviews, which means that projects with high code review intensity tend to use
CI more when comparing to the ones with lower code review intensity. So from Cassee
et al. we learn that using CI can be a time saver, while our observations point to projects
with high code review intensity already to be using CL

In another similar study, Rahman et al. found that automated builds very likely affect
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code review participation. They stated that automated builds along with their outcomes
might trigger further code reviews [48]. This can also be a reason why we see a statistically
significant correlation between code review intensity and CI usage. We encourage future
research to qualitatively study the relation between CI usage and code review intensity.

Wang et al. studied the combined use of testing and CI in open source projects by
focusing on how test automation maturity can improve product quality. They found
product quality improvement and release cycle acceleration as the potential benefits of
test automation maturity [111]. In support of our own investigation, the study by Wang et
al. confirms the importance of using specific quality assurance practices in conjunction.

In a survey study %!, Khatami and Zaidman evaluated the awareness of open-source
software maintainers and contributors regarding quality assurance practices within their
projects [112]. Through a qualitative study they observed a prevalent high-level awareness
among the study participants concerning various quality assurance approaches. However,
their research also unveiled areas of notably low awareness, including aspects such as
knowledge gaps related to test coverage information, the advantages of code review in
projects, the usage of bots, and the when and how of checking CI results in projects.
This study complements our quantitative approach by shedding light on the qualitative
dimension, specifically highlighting the awareness gaps surrounding quality assurance in
open-source projects.

2.7 IMPLICATIONS AND FUTURE WORK

We envision that within the software engineering community there are three groups that
can benefit from the results of our study, namely researchers, educators, and practitioners.

Researchers. Our investigation has shown that among most quality assurance practices
no or only a weak correlation can be observed. This calls for a deeper understanding of
the complementarity of the approaches. Simultaneously, we need to better comprehend
why practitioners choose between practices, and not do multiple of them at a similar level
of intensity. We hypothesize that practitioners need a better grasp of how effective each of
the quality assurance practices is to reach a certain level of quality. In this area, we also
refer to the work of Cassee et al. which shows that CI can reduce the effort required from
code reviews [28]. We make an explicit call to arms, to further investigate the effectiveness
and efficiency of using quality assurance practices in conjunction.

Another important and timely step for researchers to make is to establish and measure
the quality and intensity of code reviewing. Additionally, with the growth in popularity of
GitHub Actions, a deeper investigation into how this platform is used and should be used is
also an urgent concern for future research. Furthermore, we propose to replicate our study
for other programming languages, e.g., Python, JavaScript, to get a better understanding of
the state-of-practice in other communities. We also envision that it can be interesting to
investigate how practitioners’ behaviour in applying quality assurance practices changes,
when they are better informed in terms of the effectiveness of the quality assurance
approaches, both when used in isolation and in conjunction. Finally, we consider that
another interesting path for future research is to investigate the challenges that open-source
developers encounter when trying to contribute to open-source software projects.

HChapter 3 of this dissertation.
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Educators. Based on our observations, we would like to emphasize the importance of
teaching about all of these quality assurance practices, thereby also highlighting their
complementarity so that these future practitioners can make well thought through trade-
offs in terms of quality assurance. Of importance to underline towards students is our
observation that mature projects tend to combine quality assurance practices more intensely.
Another important element to highlight here is that students should be made aware of the
importance of leaving the project in a buildable state, as to enable newcomers to easily
contribute to the project.

Practitioners. Our study underscores the importance of raising awareness among software
practitioners about the benefits of different quality assurance practices and emphasizes
the potential for these practices to complement each other. Although we acknowledge
the challenges associated with obtaining information on the adoption of different quality
assurance practices (e.g., measuring code coverage), practitioners, being intimately familiar
with their projects, may find it more feasible to overcome these challenges. By assessing
the extent to which different quality assurance practices are implemented in their projects,
practitioners can address quality issues (e.g., maintaining a buildable state) and gain valuable
insights into the overall quality assurance status. Additionally, comparing this assessment
with the quality assurance state of more mature projects, which tend to exhibit higher
adoption intensity of various quality assurance practices, can serve as motivation for
practitioners to strive for similar levels of adoption in their own projects. Furthermore, we
encourage future research to explore practitioners’ level of awareness regarding quality
assurance in their projects and investigate ways to enhance their awareness.

2.8 THREATS TO VALIDITY

External validity. We have used the GHS dataset [88] to select 1,454 projects from GitHub
that are written in the Java programming language, had a sufficiently large number of pull
requests (200), minimally 10 contributors, and are popular (>100 stars). For some of our
investigations, we could not use the entire dataset (e.g., because there was no test code, or
we could not measure test coverage). While we have taken great care not to introduce any
bias in the projects that we study, the filtering conditions that we use might impact the
external validity of our results. We urge the research community to replicate our studies,
e.g., with more software projects, also in the context of different programming languages.

Another threat is that we only consider 3 different ASATs. While these are the more
popular ASATSs for the Java programming language [18], we cannot claim that our findings
generalize to other ASATs or ASATs in other programming languages.

While we have looked at multiple CI platforms, and went beyond the TravisTorrent
dataset in terms of scope [66], we have only considered CI tools that are configured in
GitHub. We cannot generalize our findings to CI systems that are used outside of GitHub.

Construct validity. In Section 2.4.5 we study test quality through the branch test coverage
metric. While test coverage metrics provide a good image of which parts of a code base
are not covered by tests, it does not provide insight into how good the tests actually are at
detecting faults. Running a full mutation analysis would give us more insight here, but is
also a computationally very costly operation.
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In Section 2.3.2 we create a code review intensity metric, that normalises the number
of code review comments per line of code. While we have validated this metric, we do
work under the assumption that more code review comments per line of code are better,
but we should also take into consideration that a team of experienced contributors might
produce higher quality code in the first place, thus requiring less suggestions on how to
improve. Future research should look into the relationship between developer experience
and code review intensity.

Another threat to consider in our code review intensity analysis is the possibility of
finding comments made by bots in pull requests. We did not filter out these bot-generated
comments. Therefore, such comments might be present in our dataset, and should be
considered when interpreting our research results.

Our approach for detecting ASAT usage, by relying on file name substrings has limita-
tions. Since there might be cases in which the configuration files exist in repositories, but
the ASATSs are not used in practice. Also, developers may use ASATs within their IDEs or
have CI workflows for ASATs without explicit configuration files in the repository of their
project.

In order to determine local buildability, we relied on a “minimal environment” for
building the projects out of the box (without any special configuration, reading project
specific documents, and environment setup). More specifically, we used a Docker container
of Ubuntu 21.04 with the Java Development Kit (Open JDK 11) and build tools such as
Maven and Gradle. We do realise that some projects have special needs in order to be
built, but in our aim of investigating a large number of projects automatically, this was a
conscientious trade-off.

2.9 CONCLUSION

In this study, we set out to understand the state-of-the-practice in quality assurance in
open source software development. In particular, we have focused on software testing,
modern code review, automated static analysis, and build automation. We acknowledge
that each of these practices have been studied in-depth in isolation, and as such, the major
contribution of this study is that we shed light on how the quality assurance practices are
used in conjunction. We have collected quality assurance related information from 1,454
open source Java projects from GitHub. This information includes their local buildability
outcomes, code coverage results, discussion & review details at the pull request level, usage
of automated static analysis tools, and continuous integration related status checks.

In our main research question RQ1 (What is current state-of-the-practice in quality
assurance in open source software development?) we first looked into each of the quality
assurance practices in isolation, observing a wide variety of their intensity of usage. Moving
the goalpost to understand how these quality assurance practices are used together, we
observe weak correlation in our set of projects when it comes to (1) code coverage and
code review intensity, (2) usage of ASATs and usage of CI, (3) code review intensity and CI
usage, and (4) code review intensity and ASAT usage. We also specifically zoomed in on
the more mature projects in our dataset, and in general we observe that these are more
intense in their application of the aforementioned quality assurance practices, with more
focus on their ASAT usage, and code reviewing, but no strong change in their CI usage.

In our investigation of the combined usage of quality assurance practices, we have
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overall observed weak correlations. This calls for a future investigation that deeply tries
to understand the complementarity of the quality assurance approaches that we consider,
and the trade-offs that developers face when choosing between them.
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QUALITY ASSURANCE
AWARENESS IN OPEN SOURCE
SOFTWARE PROJECTS ON GITHUB

Software engineers employ a variety of approaches to ensure the quality of software systems,
including software testing, modern code review, automated static analysis, build automation,
and continuous integration. To make effective decisions regarding quality assurance (QA),
software engineers need to have an awareness of (1) the QA approaches that are in use in
a project, and (2) how they are used. Through an exploratory, mixed-methods investigation
we set out to better understand the awareness of software engineers in open-source software
(OSS) development with regard to QA practices. This involved a large-scale survey of 471
maintainers and contributors on GitHub. Our findings indicate that a high-level awareness
among the respondents is common, but also that the respondents are less certain about how
the practices are adopted; we further consider the perspective of both the contributor and the
maintainer.

3.1 INTRODUCTION

As we have grown accustomed to living in a software-filled world, the quality assurance of
that software is indispensable [6], because of the potential catastrophic consequences [7].
To ensure the quality of these software systems, software engineers can use a range of
quality assurance approaches, e.g., software testing [8, 9, 16, 72, 74, 75, 77, 78, 113, 114],
modern code review [15, 16, 26, 115], automated static analysis [18, 19, 103, 116-118], and
build automation [21, 22, 24, 83, 119, 120].

In order to make effective decisions with regard to quality assurance, we postulate that
software engineers need to have an awareness of the quality assurance (QA) approaches
that are in use in a project. This corresponds with the situational awareness (SA) theory
from psychology, that describes that an understanding of an environment, its composing

This chapter is based on [2) A. Khatami and A. Zaidman. In IEEE 23rd International Working Conference on Source
Code Analysis and Manipulation (SCAM), pp. 174-185. IEEE, 2023. [112].
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elements, and its evolution over time, is important for effective decision making in many
environments [51]. This study projects situational awareness onto the domain of QA in
software engineering [58]. Our motivation to study the awareness that software engineers
working in the Open Source Software (OSS) domain have, is driven by the fact that while
many QA tools and principles are available, and many OSS projects adopt them, it is as yet
unclear how aware software engineers are about the use of QA in the project. Building
up our understanding of their awareness, can be a stepping stone towards understanding
the decision making process surrounding QA, and potentially improving existing tools to
stimulate awareness.

While there have been investigations into the information needs in such contexts
as agile software development [121], software development analytics [122], collocated
software development teams [123], contemporary code review [124], and CI & CD [125],
there is a notable research gap concerning the overall awareness of quality assurance
practices among software engineers in the context of OSS development. An additional
dimension of interest is that GitHub as a social coding platform offers several features to
enable or stimulate quality assurance, e.g., the pull-based development model [85], modern
code review [15], code coverage reporters [126], and the utilization of GitHub Actions [87],
Apps, and Bots [127],

We carry out an exploratory investigation to find out more about OSS developers’
awareness about quality assurance in their projects on GitHub. For our investigation, we
conduct an online survey with 471 maintainers [76] and contributors [128]. As a means of
measuring awareness, we include questions regarding their adoption of various QA tools
and practices, but we equally gauge for their knowledge regarding what actually happens
during these QA practices, e.g., how many code review comments did they get, or what
type and level of code coverage is reported for their project? Our investigation is steered
by the following five research questions.

RQ1 How aware are developers of testing in their projects?

Our first research question investigates how aware OSS maintainers and contributors
are when it comes to automated testing, a QA practice that was earlier identified to be
important in the pull-based development model [128].

RQ2 How aware are developers of code reviews in their projects?

In our second RQ we gauge how aware the software engineers that we survey are with
regard to code reviewing, a QA practice that has been shown to decrease functional and
maintainability defects in code [15, 26, 44].

RQ3 How aware are developers of automation workflows in their project, and what are
the purposes for which they employ these workflows?

Third, our investigation delves into the awareness of maintainers and contributors
regarding automation workflows [129, 130]. These encompass various tools such as GitHub

Actions (GHA)?, GitHub Checks?, GitHub Apps®, and bots, and can help ensure the quality
of software during development.

'https://docs.github.com/en/actions, last visit on July 2023.

https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/collaborating-o
n-repositories-with-code-quality-features/about-status-checks, last visit on July 2023.

Shttps://github.com/marketplace?type=apps, last visit on July 2023.
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RQ4 How aware are developers of continuous integration in their projects?

Next, we zoom in on the awareness of maintainers and contributors in OSS of CI, as an
established QA practice that checks builds, tests, static analysis, etc. [19, 21, 131].

RQ5 How aware are developers of guidelines in their project?

Lastly, we ask OSS maintainers and contributors to find about whether they are aware
of their projects’ contributing guidelines (e.g., a CONTRIBUTING.md file). We mainly aim
to investigate whether projects have contribution guidelines for newcomers, and if projects
have any guidelines to keep their software buildable after making changes [58, 64, 132].

Our research findings indicate that respondents are generally aware of the quality
assurance practices in use in their OSS projects, however, when it comes to more detailed
questions like when a specific QA should be used, or to what level a QA practice is (or should
be) done, e.g., levels of code coverage, there is generally a lack of awareness. Similarly,
we also noted a lack of awareness surrounding the use of automated workflows, and the
benefits of code reviews. Overall, maintainers of projects are more aware of QA practices
than contributors, with the notable exception of the presence and use of contribution
guidelines.

3.1.1 INFORMATION NEEDS IN SOFTWARE ENGINEERING

Several studies have explored the information needs of software engineers. Baysal et al. have
investigated the information needs of software engineers when working with bugs, and
have made suggestions for improving issue tracking systems [133]. Buse and Zimmermann
have studied the information needs of software development managers and have distilled a
set of guidelines for software analytics tools [122]. Pascarella et al. highlighted seven high-
level information needs in modern code review [124], while Ahmad et al. have categorized
information needs in the context of Continuous Integration [134].

3.1.2 QUALITY ASSURANCE PRACTICES

Key QA practices include testing, code reviews, continuous integration (CI), and automated
static analysis. These practices have been extensively studied both individually and in
combination [58].

Kochhar et al. found that open-source projects with more lines of code, and a higher
number of developers tend to have a greater number of test cases [135]. Vassallo et
al. investigated automated testing and source code quality inspection in OSS and found
that only 11% of builds do quality control in CI [23]. Hilton et al. zoomed in on usage,
costs, and benefits of CI in OSS. They found popular projects are more likely to use CI, and
projects using CI, release more often, accept pull requests faster, and have developers who
are less concerned about build breakage compared to projects not using CI [24]. Cassee et
al. investigated the impact of CI on code reviews. They found adopting CI leads to an
average reduction of one review comment per pull request, highlighting the time-saving
benefits of adopting CI in code review [28]. McIntosh et al. studied the impact of modern
code review on software quality. Their results indicate the negative impact of poorly
reviewed code on software quality [69]. Beller et al. found that 60% of the most popular
open-source projects seem to use automated static analysis tools (ASATs) [18]. Zampetti et
al. found that open-source software (OSS) build breakages resulting from automated static
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analysis tools (ASATs) failures mostly result from failure to adhere to code standards and
missing licenses; vulnerabilities contributed less frequently to build failures [104]. In the
context of automated workflows, studies looked at expectations of code review bots [136],
usage of GHA [87, 137, 138] and its influence on the adoption of other CI services on
GitHub [106]. However, there remains a knowledge gap regarding the awareness of all
these tools within the QA context. Khatami and Zaidman investigated the state of QA
practices in OSS quantitatively, revealing that QA techniques are mostly not being used
in conjunction [58]*. Complementing their study, our study will provide insights into the
awareness of software engineering professionals regarding QA practices.

3.2 STuDY METHODOLOGY

With approval from our university’s ethics committee, we conducted a mixed-methods
exploratory study, utilizing multiple-choice and open-ended questions in our survey. We
used both qualitative and quantitative approaches to analyze the collected data to assess
the level of awareness among 471 contributors and maintainers of open-source software
projects on GitHub regarding quality assurance in their projects.

3.2.1 SURVEY DESIGN

Our survey follows a specific structure, encompassing the following components: informed
consent, 7 demographic questions, and 24 questions regarding quality assurance practices
within GitHub (see Table 3.2).

Prior to the main survey, we conducted a pilot run with six colleagues to gather feedback
on the survey. Their feedback contributed to refining the phrasing of questions and answer
options, and adding a back button to our survey.

We run our survey on the Qualtrics® platform.

3.2.2 SAMPLING

In our study, we focused on engaging with active and popular open-source software projects
on GitHub. To ensure a representative sample, we utilized GitHub Search [88] to select
projects. We selected projects with more than 100 stars, over 50 contributors, and more
than 100 pull requests, while excluding forks. We also only considered recent projects with
a last commit made after January 1, 2023. This yielded a total of 5,273 projects. We used
this set of projects to invite participants for the subsequent phase of our study.

3.2.3 ATTRACTING PARTICIPANTS

In addition to promoting the online survey through our Twitter accounts to invite open-
source developers to participate, we proactively reached out to the developers of our
selected projects on GitHub (Section 3.2.2) to encourage their involvement in our survey.
We specifically targeted three groups of developers in the selected projects: assignable
users® of projects, authors, and assignees of their most recent pull requests. In doing so,
we aimed to ensure a balanced representation of both contributors and maintainers.

4Chapter 2 of this dissertation.
https://www.qualtrics.com/, visited on July 2023.
Shttps://docs.github.com/en/graphql/reference/objects
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We collected 18,287 data records containing developers’ contact information. We
removed any redundant records, resulting in a final dataset of 12,337 unique records.

To invite these developers to voluntarily participate in our survey, we sent personalized
emails to 12,337 email addresses. In each email, we included relevant information such as
their GitHub user account, the repository they have contributed to, a clear explanation
of our research objectives, and estimation of the time needed to complete the survey (15
minutes). Besides, we emphasized the anonymity of their participation by providing an
anonymous link to the survey.

Because of the anonymous link to the survey, we are not able to provide an exact
response rate for each source of recruitment (targeted recruitment versus Twitter).

We conducted our survey from February 19 to March 10, 2023, and we received 644
non-empty submissions. After filtering out incomplete submissions, we obtained a final
total of 471 complete responses. However, this does not mean that all questions were
answered since the survey questions were optional. Precise information regarding how
many participants answered each question is presented in the results section.

3.2.4 DATA ANALYSIS

Out of the 24 non-demographic and non-consent questions in the survey, 11 were open-
ended. To analyze these open-ended questions, we employed an open card sorting ap-
proach [139]. Initially, the first author independently performed coding and categorization,
manually sorting the responses into meaningful groups [140]. To establish consensus, a
discussion meeting was conducted between both authors to finalize the code names and
categories for each question. We opted for open card sorting to allow codes and categories
to emerge naturally, without imposing pre-defined groups.

For questions primarily focused on naming tools or indicating the presence or absence
of specific practices, we categorized the responses into a limited number of emerging
categories. Conversely, for questions allowing more open-ended responses, we employed a
combination of open coding and card sorting techniques to identify themes.

Additionally, we included 10 text-entry fields for certain answer options in multi-option
questions. We did this to clarify the “Other” option and to collect specific information such
as comment counts based on selected options, or relevant links. We also used open card
sorting.

Table 3.1 shows an overview of the participants to our survey. Regarding participant
roles, the majority (60.2%) identified themselves as maintainers, integrators, project (co-
Jowners, or other similar positions. We refer to this group as maintainers. The remaining
participants self-identified as contributors, and only one respondent left this question open.

Of all respondents, 451 provided the handle (username/repository) of the most recent
GitHub project they had contributed to. There were 415 distinct OSS repositories mentioned
in total.
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Table 3.1: Participant responses to demographic questions.

\ <1 1-3 3—6 7—10 >10
Experience in 2 38 101 76 252
Software
Development (in (0.4%) (8.1%) (21.9%) (16.1%) (53.5%)
years)
OSS Experience 25 82 122 83 157
(in years) (5.3%) (17.6%) (26.1%) (17.6%) (33.3%)
Occupation(s) Academia Industry 0SS Other
(multiple choice) 15.4% 65.2% 34% 12.8%
Role in Project Contributor Maintainer

187 (39.8%) 283 (60.2%)

Contributing to Yes No
an
0SS project i 174 (36.9%) 297 (63.1%)
the main profes-
sional activity?

3.3 REsuULTS

In this section, we present an analysis of the survey data, structured along the quality
assurance practices and our research questions, see Table 3.2.

In our investigation, we aimed to gather insights into the current landscape of QA
awareness among OSS developers by examining both their awareness and adoption of
consolidated QA resources on GitHub. We evaluated respondents’ awareness level based on
five types of answers to our survey questions: (1) “I don’t know’* answers, these responses
explicitly indicate a lack of awareness. (2) “No or Zero’* answers: these answers indicate
that the practice is not followed in the project or no information is available in that area,
which we use as a proxy for lack of awareness. (3) “No Answers’*: when respondents leave
a question blank, we also consider it as a proxy for lack of awareness, although it is a
limitation of our work as some respondents might be aware but chose not to answer. (4)
“Invalid Answers’*: these are answers that are not related to the question or are too general or
vague, implicitly indicating a lack of awareness about the topic. (5) “Other Answers”: these
are informative and valid responses that explicitly indicate the respondent’s awareness of
the topic. A summary of all answers is shown in Figure 3.1; we will use this information to
answer each of the research questions.

3.3.1 RQ1) How AWARE ARE DEVELOPERS OF TESTING IN THEIR PROJ-
ECTS?
T-Q1) DOES THE PROJECT HAVE AUTOMATED (SCRIPTED) TESTS?

The majority of respondents (87.5%) reported having automated tests in their project,
while 10% said they do not have tests, and 2.5% did not know the answer to this question.



3.3 RESULTS

65

Table 3.2: Survey Questions Details

Code ‘ QA-related Category ‘

Question

Type

T-Q1 Testing Does the project have automated (scripted) tests? | multiple-choice
T-Q2 Testing What kind of (functional) tests do you have in the | multiple-choice
project? (leave open if you don’t know)
T-Q3 Testing What kind of test coverage information is available | multiple-choice
for the project? (leave open if you don’t know)
T-Q4 Testing Considering your answer to the previous question, | multiple-choice
do you know how much is the code coverage of
the project?
T-Q5 Testing What kind of tooling do you use for testing the text entry
project? (frameworks, libraries, etc.)
CR-Q1 Code Review How many comments did you receive (as the au- text entry
thor of the pull request), or give (as the main-
tainer)?
CR-Q2 Code Review The comments that you received/gave were about: | multiple-choice
CR-Q3 Code Review How many code reviewers were involved in the | multiple-choice
pull request? (Not considering code review bots)
CR-Q4 Code Review Does the project use GitHub’s Checks in pull re- | multiple-choice
quests?
CR-Q5 Code Review What kind of reports do you get from GitHub’s | multiple-choice
Checks’ comments on your pull requests?
CR-Q6 Code Review How does code reviewing help you? text entry
AW-Q1 | Automation Workflows | Do you use GitHub Actions and/or GitHub Apps | multiple-choice
in the project?
AW-Q2 | Automation Workflows | Which type of GitHub Actions do you use in the text entry
project? (Please name them)
AW-Q3 | Automation Workflows | Which GitHub Apps do you use in the project? text entry
(Please name them)
AW-Q4 | Automation Workflows | Do you use bots in the project? multiple-choice
AW-Q5 | Automation Workflows | Which bots do you use in the project? (Please name text-entry
them)
AW-Q6 | Automation Workflows | Do you use ASATs in the project? multiple-choice
CI-Q1 Continuous Integration | Does the project have CI workflows configured on | multiple-choice
GitHub?
CI-Q2 Continuous Integration | How do you (or other people in the project) con- text entry
figure CI workflows on GitHub?
CI-Q3 Continuous Integration | When and how do you check the project’s CI re- text entry
sults on GitHub?
CI-Q4 Continuous Integration | Describe a situation in which CI workflows helped text entry
you in your contribution to the project.
G-Q1 Guidelines Does the project have a checklist/guideline to check | multiple-choice
before contributors submit or maintainers review
a pull request?
G-Q2 Guidelines Does a newcomer get any guidelines about how to text entry
contribute to the project? If yes, can you provide a
link to it?
G-Q3 Guidelines Does the project have specific guidelines (e.g., CON- text entry
TRIBUTING.md) to make the latest version of the
project buildable/compilable?
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Respondents who did not select “Yes” as their answer to this question were excluded from
getting any subsequent questions about testing in the survey.

T-Q2) WHAT KIND OF (FUNCTIONAL) TESTS DO YOU HAVE IN THE PROJECT?

Out of all respondents, 84.7% reported knowing the specific type(s) of testing used in
their project (e.g., unit testing, integration testing, etc.). A large subset of the population
indicated to have unit tests in their project (92%), while 72% mentioned having integration
tests (72%). A smaller group of respondents reported using validation (29%) and system
testing (24%). Another 30 respondents (7.5%) selected the “Other” option and specified
additional testing methods not included in the answer options. Among those end-to-end
testing (7), fuzzing, performance, and UI testing (3) were the most frequent ones.

T-Q3) WHAT KIND OF TEST COVERAGE INFORMATION IS AVAILABLE FOR THE PROJ-
ECT?

Of the respondents who answered this question, 80.8% reported that statement/line coverage
information was available in their project. Branch coverage was indicated to be available
by 41.4% of respondents, while 8.8% reported using mutation score to assess their tests.
Additionally, 43 respondents (17.3%) selected the “Other” option and specified additional
types of code coverage; out of those responses, 32 were valid, with 25 indicating that no
code coverage information was available to them, while 2 were unsure. Other responses
included using Coveralls.io’ (1), class coverage (1), line coverage (2), and branch coverage

(1).

T-Q4) CONSIDERING YOUR ANSWER TO THE PREVIOUS QUESTION, DO YOU KNOW HOW
MUCH IS THE CODE COVERAGE OF THE PROJECT?

Around half of the participants (53.7%) reported that code coverage information was not
available on the project’s GitHub page. In contrast, 32.6% of respondents indicated that
they knew their project’s code coverage, and 13.7% reported that the information could be
found on the project’s GitHub page.

We asked the participants who indicated that they knew the value of code coverage to
provide this value through a text input field. Out of 124 entries received, 106 contained
valid code coverage information. For participants that reported that the code coverage
information was available on their project’s GitHub page, we requested the specific location
of the information through a separate text input field; of the 52 entries received, 11 provided
a valid location for the code coverage information, while 21 provided the actual code
coverage. The participants identified various locations to access code coverage information,
including the README on Github, GitHub Actions, external tool reports (e.g., Codecov®,
pull requests, CI status/pipeline, and build artifacts.

Further analysis based on the classification scheme proposed by Heitlager et al. [42]
showed that most (61.3%) respondents’ projects have either high (39) or very high code
coverage (26), while 24.5% had a moderate level of code coverage (26), and the remaining
14.2% of projects had either a low (12) or very low (3) code coverage levels.

"https://coveralls.io/, last visit on July 2023.
8https://about.codecov.io/), visited on July 2023.
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Participants were more responsive when asked about the type of code coverage in their
project (T-Q3 with 249 responses) compared to when asked about its value (T-Q4 with
176 responses saying either they know the value or they can find it on project’s GitHub
repository).

T-Q5) WHAT KIND OF TOOLING DO YOU USE FOR TESTING THE PROJECT?

Of all responses, 343 provided valid inputs. Upon analysis (explained in Section 3.2.4 — Data
Analysis) of responses, we found that all respondents mentioned the name of at least one
tool, framework, library, or approach for testing in their project, with some mentioning up
to 15 such tools. The mean number of tools mentioned was 2.16, and the median was 2.
From these responses, we selected the most commonly mentioned tools, which are shown
in Table 3.3.

Table 3.3: Top 50% tooling, frameworks, libraries, or approaches used for testing (T-Q5). All websites

visited July 2023.
Categories URL # of %
mentions
PyTest https://pytest.org/ 50 6.8%
PHPUnit https://phpunit.de/ 35 4.8%
GitHub Actions  https://docs.github.com/en/actions 35 4.8%
Go test https://pkg.go.dev/testing 30 4.1%
JUnit https://junit.org/ 26 3.5%
Cargo (Rust) https://doc.rust-lang.org/cargo/ 24 3.3%
Custom 22 3%
Rust test https://doc.rust-lang.org/cargo/ 20 2.7%
Jest https://jestijs.io/ 19 2.6%
CodeCov https://about.codecov.io 15 2%
Rspec (Ruby) https://rspec.info/ 12 1.6%
Scripts (bash, etc.) 12 1.6%
Unittest (Python) https://docs.python.org/3/library/unittest.html 11 1.5%
Google test https://github.com/google/googletest 10 1.4%
Coveralls https://coveralls.io 9 1.2%
Xunit (.Net) https://xunit.net/ 8 1.1%
Coverage.py https://coverage.readthedocs.io/en/7.2.7/ 8 1.1%
Playwright https://playwright.dev/ 8 1.1%
Jenkins https://www. jenkins.io/ 7 1%
Cypress https://www.cypress.io/ 7 1%
Others (246 different categories) 366 50%

Total 734 100%



https://pytest.org/
https://phpunit.de/
https://docs.github.com/en/actions
https://pkg.go.dev/testing
https://junit.org/
https://doc.rust-lang.org/cargo/
https://doc.rust-lang.org/cargo/
https://jestjs.io/
https://about.codecov.io
https://rspec.info/
https://docs.python.org/3/library/unittest.html
https://github.com/google/googletest
https://coveralls.io
https://xunit.net/
https://coverage.readthedocs.io/en/7.2.7/
https://playwright.dev/
https://www.jenkins.io/
https://www.cypress.io/
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Figure 3.2: Comments received/given in a pull request.

,_[ RQ1 Summary ]

Figure 3.1 shows that ~87% of the participants to our survey indicate to know
whether the project they most recently contributed to has test scripts (T-Q1).
Similarly, ~85% of the respondents know the type(s) of tests a project employs
(T-Q2), and ~74% know the testing tools in use (T-Q5). However, the awareness
surrounding the type of test coverage (T-Q3; ~53%) and the actual level of test
coverage (T-Q4; ~37%) is considerably lower.

J

3.3.2 RQ2) HOw AWARE ARE DEVELOPERS OF CODE REVIEWS IN THEIR

PROJECTS?
For the following questions, we asked the survey participants to reflect on their most recent
involvement in a pull request (PR) when responding.

CR-Q1) How MANY COMMENTS DID YOU RECEIVE (AS THE AUTHOR OF THE PULL
REQUEST), OR GIVE (AS THE MAINTAINER)?

Figure 3.2 displays a box plot based on the number of comments provided by 373 respon-
dents. Also, 57 responses were excluded due to imprecise or vague numerical ranges (e.g.,
thousands, hundreds, or less/more than 10, etc.). Only exact values or specific ranges were
included, and in cases of ranges, the average was calculated. Accordingly, the median
number of comments per PR is 3. Furthermore, 50% of the respondents’ PRs had between 1
and 3 comments, while the remaining 50% ranged from 3 to 11 comments.

CR-Q2) THE COMMENTS THAT YOU RECEIVED/GAVE WERE ABOUT?

We received 387 responses for this question. The majority of respondents (63%) reported
that their comments were related to Code Quality or Maintainability Defects [26], while
35.7% of respondents indicated that their comments were about “Functional Defects”. A
slightly lower percentage indicated the “Tests” option (32%). Moreover, 39.5% selected the
“Other” option to specify additional topics for their comments in a PR.

For this question, we asked participants to indicate the number of comments they had
per specific topic they selected from the answer options. The comment count distribution
for each topic is depicted in Figure 3.3. The median number of comments for the “Tests”
and “Functional Defects” categories was 1, which was lower compared to the other two
categories with a median of 2. The number of responses provided for each topic were as
follows: “Tests” (52), “Code Quality or Maintainability Defects” (100), “Functional Defects”
(62), and “Others” (49).
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We present the qualitative analysis (see Section 3.2.4) of the “Other” responses in
Table 3.4. The “functional aspects” of change encompass comments related to business
logic, code behavior, design decisions, architecture, features, functionality, implementa-
tion, solution/approach, compatibility, dependencies, CI, build, testing, bugs, defects, and
API The “maintainability aspects” involve comments related to code quality of the con-
tribution, textual content, formatting, code style, documentation, change log, and typos.
The “non-functional aspects” of change include mentions of performance, accessibility,
and appearance. In the category of “social and communication”, respondents highlighted
comments that involve pinging someone to review the PR, expressing gratitude towards
contributors, and providing encouragement. Lastly, the “suggestions” category includes
comments that offer improvements, suggestions, clarification, verification of changes, and
discussions about unnecessary changes.

Of interest to note here is that respondents used the “Other” category to list defects
that we would classify as either functional or maintainability aspects (also see the work
of Beller et al. [26]). However, the respondents were perhaps not aware of the exact
terminology. We explicitly chose to not reclassify these answers.

CR-Q3) How MANY CODE REVIEWERS WERE INVOLVED IN THE PULL REQUEST? (NoT
CONSIDERING CODE REVIEW BOTS)

Among the respondents that provided an answer, 11% reported that no reviewers were
involved in their PR, 46.6% reported one reviewer, while 28.4% had two reviewers, and

Tests l—| ¢ ¢

Code Quality [I]_| L N R B

or Maintainability Defects

Functional Defects l—| (X ¢
Other .—|“ ¢ ¢ ¢
0 10 20 30 40

Number of Comments

Figure 3.3: Count of comments per topic in a pull request.

Table 3.4: Categories of other topics of comments in a PR (CR-Q2)

Categories # of mentions %

Functional, logical, behavioral aspects of change 51 38%
Maintainability aspects of change 29 22%
Social and communication 21 16%
Suggestions, improvements, and verification of change 18 13%
Non-functional aspects of change 3 2%
Other 12 9%

Total 134 100%
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12.5% selected the “more than 2 reviewers” option. With 1.5% of the respondents indicating
to be unsure of how many reviewers were involved, we observe a high level of awareness.

CR-Q4) DoOEs THE PROJECT USE GITHUB CHECKS IN PULL REQUESTS?
GitHub Checks provide information on build outputs, static code analysis results for the
changes made in a PR. This information is provided on GitHub’s PR page, and contributes
to the general QA awareness. We asked respondents whether they use this feature in their
projects.

Half of the respondents (50.3%) indicated to use Checks, while 35.9% said they do not,
and 13.8% are not aware of it; four did not provide an answer.

CR-Q5) WHAT KIND OF REPORTS DO YOU GET FROM GITHUB’s CHECKS’ COMMENTS
ON YOUR PULL REQUESTS?

Participants who answered Yes to CR-Q4 were asked about the types of reports they receive
from the Checks feature. The most commonly selected ones were “Test results" (57.8%)
and “Build checks" (55%); these two options were frequently selected together because
tests are run during the build. Other options selected were “Code quality warning" (39.4%)
and “Code coverage reports" (23.3%). Only a small percentage (4%) selected the “Other”
option. Of those, 22 respondents provided additional information about the types of checks
they use, including DCO (Developer Certificate of Origin)/commit format checks, licensing
checks, compatibility checks, and security checks.

CR-Q6) How DOES CODE REVIEWING HELP YOU?

A total of 297 responses were collected for the question. However, 30 of these responses
were excluded as they were considered too general (e.g., “yes,’ “no," “it doesn’t”) or unrelated
to the question. We conducted a qualitative analysis (see Section 3.2.4) of the remaining
responses and identified several high-level categories. The frequency of these categories is
summarized in Table 3.5. It should be noted that some respondents mentioned multiple
reasons why code reviewing was helpful to them. The most frequently mentioned category
was “improving code quality” (173 mentions), followed by “error/bug prevention” (124
mentions), and “knowledge sharing” (65 mentions).

,_[ RQ2 Summary } n

Figure 3.1 shows that ~69% (CR-Q1) and ~68% (CR-Q4) of respondents are aware of
the number of code review comments and the usage of Checks during PRs. Similarly,
~68% of survey respondents indicate to be familiar with GitHub Check reports
(CR-Q5). Most respondents are aware of the number of reviewers involved (~86%;
CR-Q3) and the type(s) of comments they give (~82%; CR-Q2). We observe a lack
of awareness regarding the benefits of code reviewing (~57%; CR-Q6).

3.3.3 RQ3) How AWARE ARE DEVELOPERS OF AUTOMATION WORK-
FLOWS IN THEIR PROJECT, AND WHAT ARE THE PURPOSES FOR
WHICH THEY EMPLOY THESE WORKFLOWS?
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Table 3.5: Categories of How Does Code Reviewing Help You (CR-Q6)

Categories # of mentions

Non-Functional (173)

Code Quality 161
Code Performance 8
Security 4
Functional (124)
Error/Bug Prevention 120
Verification 14
Knowledge Sharing (65)
Learning and Knowledge Sharing 65
Other (29)
Design (code, architecture, and software) 12
Testing 6
Speed-up Workflow 3
Community 3
Collective Decision-making 1
Static Analysis 1
Team Confidence 1
Think More 1
Project Policy 1

AW-Q1) Do You USE GITHUB AcTIONS AND/OR GITHUB APPS IN THE PROJECT?
GitHub Marketplace offers two distinct types of tools for automating development work-
flows: GitHub Apps (Apps) and GitHub Actions (GHA). Both offer similar functionality,
including the ability to automate tasks, customize and extend GitHub’s features, and inte-
grate with third-party services. However, there are also differences between these two tools.
GHA is built into GitHub’s platform, whereas Apps are integrated through the GitHub
API. As a result, GHA is primarily focused on automating workflows within a repository,
while Apps are more versatile and can be used to interact with multiple repositories and
third-party services.

We included this survey question to determine participants’ awareness and usage of
these two tools. Out of 470 responses, 56.6% reported using only GHA, while 17.2% used
both GHA and Apps, and 15.7% used only Apps. Also, 15% reported not using either tool,
and 8.5% were unaware of the answer.

AW-Q2) WHICH TYPE OF GITHUB ACTIONS DO YOU USE IN THE PROJECT? (PLEASE
NAME THEM)
From the 347 respondents that indicate to use GHAs in AW-Q1, 276 provided input for this
question. After excluding 24 invalid inputs, we qualitatively analyzed the responses (see
Section 3.2.4), resulting in the categories presented in Table 3.6. CI/CD, environment setup,
and code quality analysis are among the top Actions types used by the respondents of our
survey.

These findings offer insights into the awareness of our survey participants about types
of GHAs used in their projects.
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Table 3.6: Categories of GHA Types According to Responses (AW-Q2)

Categories # of mentions

Continuous Integration and Deployment

Testing 45
CI 37
Build 36
Build/Test 31
Release/Publish 26
Deployment 18
Versioning 3
Dependency Management/Review 3
Compile 2
Close Milestones 1

Code Quality and Analysis

Code Quality/Code Style 32
CodeQL 22
Codecove/Code Coverage 15
Static Code Analysis 5
Security 2
Documentation and Management
Upload/Generate Artifacts 20
Issue/PR Management 12
Wiki/Documentation 5
Notifications 3
Update Changelog 2
UI Translation 1
License Analysis 1
Other

Environment Setup 77
Link to GHA Configurations 12
Custom

Check File Structure 1

AW-Q3) WHicH GITHUB APPS DO YOU USE IN THE PROJECT? (PLEASE NAME THEM)
Similar to AW-Q2 we surveyed the 90 respondents who reported to use Apps in AW-Q1,
and 67 of them (74.4%) provided input to this question. The respondents mentioned a
wide variety of Apps, with Codecov (19) , Renovate (9), CodeQL (5), Slack (4), Travis CI (4),
Dependabot (3), DCO’ (3), Azure Pipelines (3), AppVeyor (3), Vercel (3), and SonarCloud (3)
being the most commonly mentioned ones.

AW-0Q4) Do YOU USE BOTS IN THE PROJECT?
Before gauging the awareness surrounding bots, we made it clear to respondents that we
were referring to bots such as Dependabot. We received 46.8% positive answers, while 40.6%

This App enforces the Developer Certificate of Origin (DCO) on pull requests. From https://github.com/apps/dco,
visited on July 2023.
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responded that they do not use bots in their projects; 12.6% selected “I don’t know”.

AW-Q5) WHICH BOTS DO YOU USE IN THE PROJECT?

From the 219 respondents who indicated to use bots in their projects, 188 participants
provided at least one bot. In total, we identified 54 distinct bots. Some notable bots
are: Dependabot, which was mentioned 111 times, something that could potentially be
attributed to the fact that we cited Dependabot as an example in the question, Stale (14
mentions), Renovate (9 mentions), Bors'® (9 mentions), and Codecov (8 mentions). Moreover,
8 respondents specified to use custom bots.

AW-Q6) Do You USE ASATS IN THE PROJECT?

After providing an explanation of automated static analysis tools (ASATs) to the participants
of our survey, we inquired whether they utilize them in their projects. Out of the 470
respondents who answered this question, the results were as follows: 52.8% responded
with “Yes”, 34.9% replied with “No”, and 12.3% selected the “I don’t know” option.

,_[ RQ3 Summary }

Figure 3.1 shows that ~76% of the survey respondents indicate that they use GHA
or GitHub Apps in their project (AW-Q1). However, there is lack of awareness about
the specific type of Apps they use (~14%; AW-Q3) compared to Actions (~52%;
AW-Q2). Additionally, we observe relatively low awareness of ASATs among
respondents, with ~53% indicating to know about ASAT usage in their projects
(AW-Q6). Also, less than half of survey participants are aware of bot usage (~46%;
AW-Q4) and which ones they use (~40%; AW-Q5) in their projects.

3.3.4 RQ4) How AWARE ARE DEVELOPERS OF CONTINUOUS INTEGRA-
TION IN THEIR PROJECTS?

CI-Q1) DoES THE PROJECT HAVE CI WORKFLOWS CONFIGURED ON GITHUB?
In response to AW-Q2, the respondents mentioned Testing, CI, and Build as the most
commonly used categories for GHA types in their projects. This finding is consistent with
the purpose of GitHub’s automated workflow tools, which aim to integrate continuous
integration (CI) into the software development process. These tools automate tasks such
as building and testing code changes!!. In this question, we asked participants whether
they had configured CI workflows for their projects using GitHub’s automated workflows.
Of the 469 responses received, 78.9% stated they had CI workflows, while 9.2% reported
configuring CI workflows on platforms other than GitHub, 6.8% said they did not know
about it, and 5.1% indicated they did not have CI workflows for their projects.

Ohttps://github.com/apps/bors, visited on July 2023.
UFrom https://docs.github.com/en/actions/automating-builds-and-tests/about-continuous-integration, visited on
July 2023.


https://github.com/apps/bors

3.3 RESULTS 75

CI-Q2) How DO YOU (OR OTHER PEOPLE IN THE PROJECT) CONFIGURE CI WORKFLOWS
oN GiTHuB?

We posed an open-ended question to the 370 participants who reported using CI workflows
on GitHub, asking them to share how they or other people in their project configure these
workflows.

We received 278 responses, with 93 respondents reported using GHA (GitHub Actions)
for configuration, while 108 mentioned editing YAML configuration files. It is important
to note that some responses were either invalid or vague (42 in total), and 17 participants
indicated that they were unsure about the answer. Additionally, 20 respondents mentioned
services or tools outside of GitHub.

We received further insights from some of the respondents regarding their approach to
configuring CI workflows:

1. 14 respondents said they manually edit the (.yml) configuration files,

2. 6 respondents mentioned “copying” configurations from other projects or Stack
Overflow,

3. 3 respondents mentioned using GHA examples and shared workflows (of GitHub)
when configuring their CI.

CI-Q3) WHEN AND HOW DO YOU CHECK THE PROJECT’S CI RESULTS oN GiTHUB?
We posed an open-ended question to participants, asking them about when and how they
check CI results on GitHub. We received a total of 295 responses, out of which 23 were
deemed invalid or vague, and 2 indicated not knowing the answer to this question. After
qualitatively analyzing the remaining 270 responses (described in Section 3.2.4), categories
presented in Table 3.7 were emerged.

We observe that Pull Requests (PRs) play a crucial role in the evaluation of CI work-
flows. They emphasized the importance of reviewing CI results for each commit and push,
particularly in cases of failures. Moreover, respondents mentioned receiving notifications
on GitHub or via emails to stay informed about these failures.

CI-Q4) DESCRIBE A SITUATION IN WHICH CI WORKFLOWS HELPED YOU IN YOUR
CONTRIBUTION TO THE PROJECT.

In total, we received 269 responses (excluding 30 invalid and vague ones) and qualitatively
analyzed them (as described in Section 3.2.4).

We summarized the responses in Table 3.8. The majority emphasized the benefits
of CI in terms of testing and bug prevention. Additionally, participants highlighted the
importance of building the project in different environments, to mitigate the “works-on-
my-machine” mentality. They also mentioned the impact of CI on code quality, which was
mentioned almost as frequently as building in different environments.
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Table 3.7: When/how developers check CI results on GitHub (CI-Q3)

Categories # of mentions
Per/during/after/before each PR/merge/change 154
Per each commit 42
o In case of failure/error 28
E Getting email/notification 26
2 Pereach push 25
Per/during/before (code) reviewing 19
On a regular basis, daily or monthly 8
Others: per/during deploy, after manual test, part of branch workflow, 5
after workflows run
On PR page and PR Checks tab 73
3 By checking emails/notification 17
é On Actions tab 11
On commit Checks 9
On (badges in) README file 7

,_[ RQ4 Summary ]

Based on the summary of answers presented in Figure 3.1, the majority of respon-
dents indicate to have knowledge about CI workflows configured on GitHub (~79%;
CI-Q1). Also, ~57% of them show awareness of how CI helps in contributing to
a project (CI-Q4). Similarly, ~57% know how and when to check GitHub’s CI
workflows results (CI-Q3), however, there is less awareness on how to configure
them (46.5%; CI-Q2).

Table 3.8: Categories of how CI helps developers (CI-Q4)

Categories # of mentions

Testing 106
. Bug/failure/mistake/breakage prevention 98
§ Build with different versions/configurations/environments & avoid works- 47
&  on-my-machine mentality
E Static code analysis/code style/formatting/code quality 46
B Build/compile 29
i PR/contribution verification 18
5 Automation of manual tasks: reduce workload, local environment limita- 12
& tion, commits’ sign-off message, and maintaining repo files

Prevention of regressions 11

Deployment/release/publishing 11

(Code) Reviews 11

Improve contribution confidence 6




3.3 RESULTS 77

3.3.5 RQ5) HOw AWARE ARE DEVELOPERS OF GUIDELINES IN THEIR
PROJECT?

G-Ql) DOES THE PROJECT HAVE A CHECKLIST/GUIDELINE TO CHECK BEFORE CON-
TRIBUTORS SUBMIT OR MAINTAINERS REVIEW A PULL REQIJEST?

Of the total number of respondents, 234 (50.3%) answered yes to this question, while 167
(35.9%) answered no. Another 64 (13.8%) answered that they do not know, and 6 did not
answer.

Out of 234 respondents who answered positively, 173 (74%) provided input on the
location of the contribution checklist/guideline. The CONTRIBUTING.md file was the
most popular location (81 respondents), or the similar DEVELOPER.md file (3 respondents).
Another 42 respondents pointed to an issue or pull request template, while 29 respondents
pointed to a separate document, and 5 persons indicated the README.md file. Lastly, two
respondents said the information is provided privately to contributors, and five did not
provide valid responses.

G-Q2) DOES A NEWCOMER GET ANY GUIDELINES ABOUT HOW TO CONTRIBUTE TO
THE PROJECT? IF YES, CAN YOU PROVIDE A LINK TO IT?

We manually reviewed a total of 366 responses to this question. Out of the respondents,
270 (74.8%) confirmed the presence of a contribution guideline in their project. While 216
participants provided a link to the guideline, 87 respondents indicated that their project
did not possess such a guideline, and 8 participants were uncertain about its existence.
Interestingly, respondents shared various additional practices they employ to support
newcomers in their projects. Six participants mentioned leveraging communication plat-
forms like Discord or Matrix to keep in touch with and guide newcomers. They also
highlighted the significance of directing newcomers to good first issues [141, 142] and
encouraging them to initiate discussions regarding their motivations for contributing.

G-Q3) DOES THE PROJECT HAVE SPECIFIC GUIDELINES (E.G., CONTRIBUTING.mD)
TO MAKE THE LATEST VERSION OF THE PROJECT BUILDABLE/COMPILABLE?

Similar to the previous question, we inquired about the existence of guidelines regarding
making the latest version of participants’ projects buildable or compilable. We manually
reviewed a total of 366 text-entry responses to gather insights on this topic.

Around 70% of them indicated that guidelines are in place to ensure buildability or
compilability, pointing to the CONTRIBUTING.md, or the README.md file for these
guidelines. Another 90 respondents (24.5%) indicate to not have these guidelines for their
projects, while 8 respondents were unsure whether these guidelines exist for their project.
Moreover, 5 respondents claim that building is not applicable to their project, and 6 answers
were considered invalid.

Additionally, (4) respondents pointed out the importance of their CI build and test
workflows in ensuring that the latest version of their software builds successfully.
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,_[ RQ5 Summary }

Figure 3.1 shows a summary of survey respondents awareness about three types
of guidelines in projects: for newcomer contributions to project (G-Q2; ~58%),
keeping the latest version of software buildable/compilable (G-Q3; ~55%), and as
a checklist when reviewing or submitting pull requests (G-Q1; ~50%. In all, we
observe an average level of awareness about project guidelines in OSS.

3.3.6 MAINTAINERS & CONTRIBUTORS LEVEL OF AWARENESS
As we compare the awareness of maintainers and contributors, we turn our attention to
Figure 3.1.

In general, we observe that maintainers are more aware of QA activities in their projects
compared to contributors. This is in line with earlier findings from Gousios et al. who
established that maintainers are more involved in ensuring a project’s quality [76]. This is
especially true for questions related to testing, the automation workflows in use, and CL

However, we see a mixed picture for code reviewing, where we see indications of higher
awareness among contributors compared to maintainers, in particular when it comes to
the number of reviewers active in a pull request (CR-Q3) and the benefits of code review
(CR-Q0).

Also, contributors are (slightly) more aware of newcomer guidelines and pull requests’
checklist/guidelines than maintainers (~60% vs. ~56%; G-Q2, and ~57% vs. ~47%; G-Q1).

3.4 LIMITATIONS

We conducted a survey to investigate the level of awareness among OSS developers re-
garding the quality assurance (QA) practices in their GitHub projects. To ensure unbiased
responses, we carefully formulated the survey questions, avoiding leading or ambiguous
language. However, it is important to acknowledge that our study has certain limitations
that could potentially impact the validity of our findings.

Generalizability. Our findings may not apply to other populations of OSS developers,
or OSS projects. While we tried to avoid constraints in our sampling, e.g., limiting the
programming language, we acknowledge the need for replication.

Researcher bias may introduce categorization bias when using qualitative research meth-
ods to categorize answers of open-ended questions in our survey. Additionally, this bias
could potentially influence the wording of the questions. To address this limitation, we
took measures to mitigate it by conducting a pilot round of the survey (see Section 3.2.1).

Survey responses validity. The order of questions, the presence of open-ended questions,
and respondents’ inclination to present themselves in a positive light (e.g., by claiming
awareness of all QA activities in their project) may have influenced the accuracy of the
provided answers. Similarly, some answers might be estimations, e.g., T-Q4 about test
coverage, instead of very precise numbers.

Measuring awareness. While our approach described in Section 3.3, serves as an ap-
proximation to measure respondents’ awareness, it has limitations. Specifically, using
“No Answers”,'No/Zero”, and “Invalid Answers” as proxies of lack of awareness may not
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always be accurate, e.g., respondents may leave a question unanswered despite having the

knowledge.

3.5 CONCLUSION, IMPLICATIONS, AND FUTURE WORK
We set out to better understand the situational awareness of software engineers when it
comes to quality assurance practices in their open source software projects on GitHub.

We found that while there is awareness surrounding test scripts (~87%; T-Q1), types of
tests (~85%; T-Q2), and testing tooling (~74%; T-Q4), awareness is lacking when it comes to
test coverage (~53%; T-Q3), either because coverage reports are unavailable or contributors
are not familiar with them [RQ1].

In the context of code review, our findings indicate that respondents demonstrated
a higher level of awareness compared to other practices (~69%; CR-Q1, ~68%; CR-Q4 &
CR-Q5, ~82%; CR-Q2, and ~86%; CR-Q3). However, there is lack of awareness surrounding
the benefits of code review (~57%; CR-Q6) [RQ2].

We have observed that while 76% of the respondents indicate that a workflow automa-
tion is in use in their project, they generally lack awareness on the precise type of GitHub
Action (~52%), or App (~14%). When it comes to bots, ~46% indicates to know that a bot is
in use, with less respondents indicating to know which bots are in use (~40%) [RQ3].

We see that ~79% of the respondents are aware that there is a CI configured for their
project, yet only around 57% knows how and when to check the CI results [RQ4].

When we turn our attention to the awareness of guidelines in GitHub projects, we
observe that only ~50% to ~58% of the respondents are aware of such a set of guidelines
existing. Either creating such guidelines, or increasing the awareness surrounding them,
can likely improve the onboarding and developer experience [RQ5].

When we compare participants’ roles, we observe that in general maintainers are
more aware of QA practices in their projects. However, when it comes to code reviewing
or guidelines, like the number of reviewers in a pull request (CR-Q3), the benefits of
code review (CR-Q6), newcomer guidelines (G-Q2), and PRs’ checklist/guidelines (G-Q1)
contributors show a higher level of awareness.

Implications. The identification of awareness gaps through this analysis can pave the
way for educators to emphasize the importance of situational awareness among the next
generation of software engineers. Tool makers can improve their tooling to stimulate
awareness among software engineers, similar to what TestAxis does for testing [143].
Researchers should study more deeply how and why software engineers either gain or
lack knowledge of specific QA practices.

Future work. A publicly available data set [144] with 456 anonymized survey answers of
our study makes it possible to replicate our study (15 respondents did not give consent
to archive their answers). Also, the dataset can support other potential future research
directions like: (1) using respondents’ repository handles in our data set to see how reported
answer compare to the reality of QA in OSS projects, (2) expand the work on private
repositories or industrial projects, (3) using GitHub projects with different characteristics
to see if and how QA awareness changes among those, (4) building tools to help increase
0SS developers knowledge of QA in their projects, particularly in areas that we observed
lack of awareness.
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SOFTWARE QUALITY ASSURANCE
ANALYTICS: ENABLING
SOFTWARE ENGINEERS TO
REFLECT ON QA PRACTICES

Software engineers employ a variety of approaches to ensure the quality of software systems, in-
cluding software testing, modern code review, automated static analysis, build automation, and
continuous integration. Previous research has shown that software engineers lack situational
awareness about the quality assurance (QA) practices in their projects. We propose software
quality assurance analytics to help software engineers become aware of their QA usage, and
reflect upon it. We have developed a prototype quality assurance analytics dashboard coined
REPOINSIGHTS that provides both a global overview and a comparative aspect of the different
QA practices. Through a qualitative study involving 14 participants who have completed an
assignment using our REPOINSIGHTS dashboard, we elicit their perspective on quality assurance
analytics. We observe that the dashboard has enabled the software engineers to reflect on the
QA practices of software projects. Additionally, we distill a set of recommendations for future
quality assurance analytics.

4.1 INTRODUCTION

Because of the growing importance of software in our society, the quality assurance (QA) of
that software is indispensable [6]. This view is supported by countless reports of software
failures that have caused severe harm to businesses, people, or society as a whole [7,
8]. Software engineers can use a range of QA mechanisms to ensure the quality of the
software systems they produce, including software testing [8, 16, 77-79, 113], modern code
review [15, 16, 26] automated static analysis [18, 19, 103, 116, 117], and build automation [21,

This chapter is based on [} A. Khatami, C. Brandt, and A. Zaidman. In IEEE 24th International Working Conference
on Source Code Analysis and Manipulation (SCAM), pp. 189-200. IEEE, 2024. [52].
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22, 24, 52]. However, a recent study has indicated that software engineers lack situational
awareness [133] when it comes to the QA efforts of the projects they are maintaining or
contributing to [112].

An established approach to raise awareness is software analytics (SA), which makes
software data available to engineers and managers, empowering them to gain and share
insights leading to better decisions [145]. The combination of insights that: quality as-
surance is generally considered important, the existence (and use) of a plethora of QA
mechanisms, and the lack of situational awareness of whether, how, and to what degree
these QA mechanisms are used, leads to our idea to explore software analytics focused
on QA data. We conjecture that providing so-called quality assurance analytics (QAA) to
software engineers will increase their awareness about the quality assurance situation in
their projects. This in turn can be useful to maximize the use of (a combination of) QA
mechanisms, and hopefully lead to less quality incidents.

In this paper we investigate how to design a quality assurance analytics dashboard
in order to empower software engineers to reflect on the QA practices of their
projects. To this end, we design a QAA dashboard that provides a global overview of quality
assurance-related activities in open-source software repositories and allows for comparisons
with other projects. We develop a prototype of a QAA dashboard, REPOINSIGHTS, and
evaluate it through a pretest-posttest study including semi-structured interviews with 14
software engineers from open-source, industry and academia. Our study is guided by the
following research questions:

~

RQ1: How do software engineers apply QA practices and how do they reflect on
them?

RQ2: What are software engineers’ perspectives on a quality assurance analytics
dashboard like REPOINSIGHTS?

RQ2.1: In what ways did the QAA dashboard help software engineers reflect on
QA practices?

RQ2.2: In what ways could the QAA dashboard be improved to help software
engineers reflect on QA practices?

During our study, we first explore how the participants of our study currently follow
and reflect on QA practices (RQ1). We let them judge the QA of two software projects
with REPOINSIGHTS to observe their use of a QAA dashboard. Based on their satisfaction
with the dashboard, their verbalized thoughts and the plethora of feedback they provided,
we elicit software engineers’ perspective on our QAA dashboard (RQ2) and characterize
the ways in which REPOINSIGHTS succeeds in letting engineers reflect on QA (RQ2.1), and
the ways in which the QAA dashboard can be improved (RQ2.2).

In summary, this study contributes:

« A novel, conceptual design of a quality assurance analytics dashboard, and our
prototype REPOINSIGHTS
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« Insights from software engineers on how they currently adopt and manage QA
practices in their projects.

« Insights on the successful aspects of our design and recommendations on how to
improve the dashboard, based on the feedback from software engineers.

4.2 REPOINSIGHTS: A QUALITY ASSURANCE ANALYTICS
(QAA) DASHBOARD

In this paper, we introduce the concept of a software quality analytics dashboard, designed
to enhance software engineers’ situational awareness surrounding QA practices [146]. It
gives a global overview of quality assurance practices by collecting information and giving
metrics and details related to the state of testing, automated workflows [147], code reviews,
and guidelines, in one place. It also provides detailed views showing specific information
on, e.g., pull requests. Additionally, it incorporates a comparative aspect, enabling users
to view similar information and statistics across a larger set of repositories. The dashboard
is intended for software engineers that contribute to or maintain a software project. It
serves as a vehicle to reflect on how adequate their project currently applies QA practices.

4.2.1 THE GLOBAL OVERVIEW & COMPARATIVE ASPECT

The global overview is designed around two main concepts: (1) situational awareness and
(2) the complementarity of quality assurance practices. Situational awareness theory, rooted
in psychology, refers to “the continuous extraction and integration of information to form
a coherent mental picture, and then use this information to direct future actions” [148]
and is important for effective decision-making in many environments (e.g., health care,
air traffic control, etc.) [51]. A prior study explored open-source developers’ situational
awareness [133] of quality assurance aspects within their projects. The study identified
areas of deficiency and compared awareness across various quality assurance practices [112].
The complementarity of quality assurance practices highlights the fact that using them in
conjunction can enhance the overall quality perspective while at the same time might also
reduce quality assurance efforts [31, 58].

The comparative aspect of the dashboard lets software engineers evaluate the infor-
mation provided for their project in comparison to other projects. It thus enables them
to independently judge their project’s QA by comparing metrics to the average of other
popular and active software projects.

4.2.2 REPOSITORY DASHBOARD PAGE
The repository dashboard page on REPOINSIGHTs has four primary sections: Testing,
Automated Workflows (AWs), Pull Requests (PRs), and Guidelines (see Figure 4.1). These
four sections comprise the global overview of the project’s quality assurance. Beneath
each section, there is a collapsible segment that presents similar information averaged
across a set of projects, providing the comparative aspect (® and (® in Figure 4.1).

The provided information, including metrics, statistics, and graphs for each section
of the dashboard are as follows: Testing: displays available test coverage information O
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(Codecov! and Coveralls?) and provides a link to a detailed page with trend of test coverage
over time . Automated Workflows: presents details regarding checks on commits of
the latest 100 PRs (3, including: top failed checks (number of failures and their associated
GitHub App handle), top-used GitHub Apps, success rate of checks, average checks runtime,
and average number of checks per commit. Pull Requests: displays information on the last
100 PRs, including the average number of line additions and deletions, average number of
files changed, average number of participants in PRs, and average review time. Additionally,
it provides a link to a details page (® with the following: top active authors, distribution of
pull requests’ authors and mergers, pull requests with the highest number of comments,
and trend graphs for review time, line/file changes, and comments per pull request, along
with a detailed table with pull request information. Guidelines: indicates the presence of
contributing guidelines, code of conduct, and templates for issues and pull requests. If any
of these guidelines exist, the dashboard page provides a link to them.

4.2.3 PROTOTYPE ARCHITECTURE DESIGN
We adopt an engineering research approach, in which we develop a tangible prototype of a
QAA dashboard. This prototype facilitates our study, enabling us to gather feedback on
the concept of REPOINSIGHTS from software engineers.

The RePOINSIGHTS prototype follows a hybrid software architecture including a MERN®
stack [149] for the app itself and a set of Python scripts that work as crawlers to collect the
data through APIs of GitHub* (PR details, repository information, automated workflows,
and guidelines), Coveralls®, and Codecov® (test coverage information). The collected data
is saved to MongoDB, retrieved by the MERN app to calculate statistics, and then display
on the dashboard.

'https://about.codecov.io/, last visit: April 11, 2024
https://coveralls.io/, last visit: April 11, 2024

3MongoDB, Express.js, React.js, and Node.js.
“https://docs.github.com/en/graphql, last visit: April 11, 2024.
Shttps://docs.coveralls.io/api-introduction, last visit: April 11, 2024.
Chttps://docs.codecov.com/reference/overview, last visit: April 11, 2024.
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Figure 4.1: An illustration showcasing various parts of the REPOINSIGHTs dashboard.
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Questionnaire Questionnaire + Questionnaire Conversation +
Conversation + Think Aloud Questionnaire
1 2, .. 3 . 4 . . .
Attitudes QA + SA Expectation Satisfaction with
Demographics Current QA Assignment Repolnsights
+ Reflection Perception + Feedback
L T
v v 3
Participant Info Answering RQ1 Answering RQ2, RQ2.1, RQ2.2
(Section 111.C) (Section V) (Section V)

Figure 4.2: Structure of our interview sessions.

4.3 STUDY SETUP

To evaluate our concept of a QAA dashboard, we follow a one-group pretest-posttest
design with semi-structured interviews involving software engineers. We discuss how
they currently reflect on quality assurance in their projects to get more insights on how
a QAA dashboard can facilitate this current state (RQ1). To elicit concrete feedback on
and suggestions for improvement for our design of a QAA dashboard, we developed the
prototype REPOINSIGHTS. During the interviews, we ask the participants to judge two
projects with REPOINSIGHTS, while thinking aloud. Then we ask them to evaluate different
aspects of the tool, provide feedback, and sketch their potential usage. Through analyzing
the participants’ ratings and comments, we elicit software engineers’ perspectives on a
QAA dashboard like REpoINSIGHTS (RQ2). We are interested in the ways REPOINSIGHTS
and our general concept of a QAA dashboard help participants in reflecting on QA practices
(RQ2.1), as well as identifying the ways it can be improved (RQ2.2).

4.3.1 StupY DESIGN

We developed a questionnaire to guide our interview sessions. The steps of the interview
align with the sections of the questionnaire and are shown in Figure 4.2. The questionnaire
starts with informed consent and the participants’ demographics, including questions about
their experience in software development and whether they primarily work in open source,
industry or academia (Step 1, Figure 4.2).

In the next step, we ask our participants to rate statements regarding their attitudes
towards quality assurance and software analytics. To ensure clarity, we also provide a
definition along with examples for each concept. Understanding our participants’ attitudes
is important, as these could influence their evaluation of the tool they are about to interact
with. Then, the interviewer asks about the concrete quality assurance practices they use in
terms of testing, code reviews, automated workflows, and other guidelines. Additionally,
the interviewer asks how they judge whether quality assurance practices are sufficiently
used (Step 2, Figure 4.2).

The following step consists of a one-group pretest-posttest study design [150] with
the participant interacting with the dashboard in between. This type of study is called
quasi-experimental to indicate that it does not meet the scientific standards of experimental
design [151], yet it allows reporting on facts of real user-behavior, even those observed
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in under-controlled, limited-sample experiences. First, we provide an explanation of our
design of a QAA dashboard and ask the participants to rate statements regarding their
expectations of such a tool (Step 3, Figure 4.2). After they complete the assignment with
REPOINSIGHTS, we present the same set of statements and ask the participants to rate
them based on their concrete experience with the dashboard. With this we gauge the
participants’ perception of the dashboard.

To encourage participants to engage with the dashboard, we devised a concrete task
to solve during the assignment: “assess two real-world open-source projects from GitHub
across four quality assurance aspects: testing, automated workflows, pull requests, and guide-
lines.” Additionally, the participants were asked to judge the projects overall. The two
projects, fluentlenium/fluentlenium and pmd/pmd, were carefully selected from our
initial dataset of selected OSS projects on GitHub. This dataset included active and popular
projects with ample data on pull requests (sampled using GitHub Search [88]), automated
workflows, and available test coverage information. The two projects were chosen to have
varied code review activity and contributor counts, enabling comparisons and observations
of participants’ reactions to different quality assurance levels. During the assessment,
participants were encouraged to narrate their thoughts and provide reasons behind their
judgments, with the interviewer actively prompting them for further explanations.

In the last section of the interview, we ask the participants to rate their satisfaction
with the dashboard, provide feedback on how it can be improved and whether they would
use such a QAA dashboard in their work (Step 4, Figure 4.2).

We obtained approval from our local ethics board and asked for informed consent to
use and share the collected data for research purposes from the participants. For access to
our full questionnaire, please refer to our provided artifact [152].

We conducted a pilot round of two interviews to estimate the interview duration and
to identify any unclear questions. As a result, we increased the Likert scale range with 2
points for two questions and resolved an issue regarding the questionnaire’s user interface.
Subsequently, we requested the pilot participants to review and update their responses to
the modified questions, allowing us to incorporate their revised answers into the final data
set.

4.3.2 STuDY EXECUTION

We recruited 12 study participants through e-mails to software engineers who expressed
interest in follow-up research after participating in a previous study [144]. In addition,
we recruited two more participants through convenience sampling in our professional
networks to ensure a balanced representation of expertise in open-source software (OSS),
industry, and academia.

We conducted the interviews via Zoom sessions, granting participants remote access to
the interviewer’s computer to interact with both the questionnaire and the dashboard. We
recorded the interviews to be able to transcribe them for the qualitative analysis. The first
author, who conducted all 14 interviews, took notes during the interview, especially during
the open conversation regarding the participants’ current quality assurance practices (Step
3, Figure 4.2). We also surveyed participants to assess their satisfaction with the interview,
including questions, assignments, and the overall experience. Responses indicated either a
high or medium level of satisfaction.
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P3 3to7y. 3to7y.ago - x x Maint. BSc 18-24
P4 3to7y. 3to7y.ago x - x Maint. BSc 18-24
P5 3to7y. 3to7y.ago - x x Maint. MSc 25-34
P6  10+y. 7to10y.ago - - x Contrib. - 35-44
P7  10+y. 7to10y.ago x - - Maint. PhD 55-64
P8  10+y. 7to10y.ago - x x Maint. - 45-54
P9  10+y. 10+ y. - x - Maint. BSc 35-44
P10 10+y. 3to7y.ago x - - Contrib. PhD 55-64
P11 10+y. 3to7y.ago - x x Maint. BSc 35-44
P12 10+y. 3to7y.ago x - x Maint. PhD 35-44
P13 10+y. 10+ y. ago X - x Maint. PhD 25-34
P14 3to7y. 7tol0y.ago - x - Maint. PhD 25-34

Table 4.1: Participants demographics.

4.3.3 PARTICIPANTS

A summary of the participant demographics is in Table 4.1. The majority of participants
(85%) considered themselves to be in a maintainer role in the software projects they are
involved in. Our participants represented a wide age range (~20 to ~60 years old) and mostly
had education in computer science or related fields. They are often actively involved in OSS
projects (64%), alongside working in academia or industry. One participant is exclusively
working in OSS.

4.3.4 DATA ANALYSIS

The data analysis from the interviews was two-fold. We collected data from the ques-
tionnaire that the participants filled out during the interview, and applied open and axial
coding [153] to analyze the recordings and transcriptions of the interviews. The first two
authors started by analyzing one interview separately, and then discussed their experiences
to set guidelines for how to assign open codes to any interesting observations from the
interview transcripts. Then each of the two analyzed half of the interviews separately
before merging the codes together and grouping them into higher level codes. The authors
discussed the emergent groups, employing constant comparison [154] with the original
transcripts, until they reached a negotiated agreement [155]. These higher level codes,
together with the data collected through the questionnaire, are the basis for our answers
to the research questions. In the following section, each statement based on our codes is
followed by parentheses clarifying which participants made statements that led to this
observation. We publish the full codebook as part of our replication package [152].
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Figure 4.3: Attitudes towards quality assurance practices.
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Figure 4.4: Attitudes towards software analytics.

4.4 RQ1: How Do SOFTWARE ENGINEERS APPLY QA PrAC-

TICES AND How Do THEY REFLECT ON THEM?
In this section, we summarize our insights from the first part of the interviews, executed as
part of the pre-test. We asked about the participants’ attitudes on QA practices, software
analytics, and their current approaches for QA. We delved into how they assess the adequacy
of their approaches and explored their motivations for extending QA efforts. Based on the
high-level codes that arose during the open and axial coding of the interviews, we answer
our first research question (RQ1).

4.4.1 ATTITUDE TOWARDS QUALITY ASSURANCE AND SOFTWARE ANA-

LYTICS
Overall, our participants are aware of and positive towards the value of quality assurance.
They are aware of software analytics but the majority does not make use of it in their
projects, and they are neutral to positive about whether it is necessary for a successful
project.
The answers to the questionnaire on QA are shown in Figure 4.3. All participants were
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familiar with the term “quality assurance” prior to the interview. There was unanimous
agreement on the importance of testing. However, opinions differed regarding the necessity
of code reviews, with half of the participants expressing either a moderate or high level
of agreement that code reviews may not always be required. Concerning the impact of
quality assurance, most participants held positive views about its ability to reduce defects
and maintenance costs.

The participants had a mostly positive view of software analytics. They were neutral
and leaning towards positive regarding its importance and necessity (Figure 4.4). When
asked if they used software analytics in their projects, five participants (36%) said yes.
These participants gave examples of using custom scripts and internal tools for software
analytics. Four participants reported checking these analytics daily, while one participant
reported checking them every two weeks.

4.4.2 WELL JUSTIFIED VARIETY IN APPLIED QA PRACTICES

The most prominent insight from our interviews is the variety in adopted QA practices.
This variety is so large that reporting the single practices goes beyond the scope of this
paper. Nevertheless, we want to give a few examples.

With regards to adding tests, P2 explained that in their projects the responsibilities for
testing lies with the individual developers and there is no particular enforcement of adding
tests. In P11’s project only the single maintainer adds tests to the project, while in P4’s
project the pull request reviewers are responsible to add tests. P13 shared that the level of
testing in their projects strongly depends on how easy it is to test the application they are
developing. While a library has defined inputs and outputs and can easily be unit tested,
for applications that depend on a lot of other interfaces not under P13’s control they often
opt for “production debugging”, i.e., seeing in production if something goes wrong and
fixing it.

With regards to automated workflows, several participants mentioned using GitHub
Actions (P3, P8, P9, P11, P12, P13, P14). Some combine this with other continuous integra-
tion services (P3, P11) or set up their own build infrastructure (P14). P3 mentioned that
they have a custom solution for continuous integration, as “It’s nothing we can find on the
market. So the framework is customized to our own need.”

When talking about code reviews, four participants (P1, P3, P5, P12) stressed the
importance of following strict code review guidelines, insisting on never skipping them,
even in urgent situations. On the other hand, P2 mentioned that they sometimes skip code
reviews “for very small PRs or for very small changes or fixes.”

Discussing contribution guidelines, we learned that while some projects have guidelines
in the “contributing.md” file in the repository (P2, P3, P7, P9), others have them on the
website of the project (P4), or keep the detailed guidelines only with their internal QA team
(P3). There are also ways of communicating guidelines beyond documents, e.g., in meetings
(P1, P2, P10), through encouraged discussions on GitHub pull requests or issues (P4, P6,
P9), in emails (P2), or in the online chat groups of the development team (P6). Several
participants reported to not have publicly documented contribution guidelines (P1, P8, P10,
P11, P13), e.g., because a project is closed source (P10), or has only very few contributions
(P8). P9 explains that they intentionally avoid being overly strict during code review to
maintain a more welcoming experience for first-time contributors [76].
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4.4.3 REFLECTION ON APPLIED QA PRACTICES
When we asked the participants how they evaluated their state of quality assurance practices
in their projects, we only got concrete answers to the testing aspect. Six participants use
coverage metrics to judge the adequacy of their test suites (P1, P2, P5, P8, P10, P13). Other
ways to judge tests were intuition and exploratory manual testing (P13), the reviewer’s
opinion (P4, P5, P10), or whether users report bugs (P9).

For automated workflows, code reviews, and contribution guidelines we could not draw
out any comments from our participants judging the adequacy of these practices. Possibly,
this is connected to the lack of available developer resources.

4.4.4 MoTIVES TO EXTEND QA PRACTICES

While it was difficult to elicit how the engineers reflect on the adequacy of their quality
assurance approaches, they more easily shared their motives to extend these practices.
This could be seen as an early, pragmatic way of reflection, focused directly on concrete
improvements.

The software engineers shared various motives to add new or more tests namely: based
on new issues, failures, bugs, or user/customer reports (P3, P4, P5, P6, P7, P8, P11, P13,
P14); new features, functionalities, or changes (P2, P3, P4, P7, P10); criticality or complexity
of a component (P1, P2, P5, P12); missing coverage (P5, P10); and when higher-level tests
failed to identify the root cause of a failure (P3, P5).

Three participants mentioned rarely updating or adding new automatic continuous
integration workflows in their projects (P4, P5, P9). Instead, they extend the components
executed by the workflows, e.g., by adding new tests to the test suite. When updates to
automated workflows occur, they typically stem from new needs, driven by changes in
the project’s technology (P3, P4, P6, P9, P13). Having new issues or failures may prompt
changes in workflows to help in pinpointing the root cause of problems (P3, P6).

Updates to the automated workflows are motivated by a need for specific information
(P3) or personal inspiration from other open source projects (P1).

Three participants gave motives for updating their contribution guidelines such as user
reports about problems (P6) or outdated information (P1), or when the project changes
(P3).

,_[ RQ1 Summary } \

In general participants are positive about QA and know about SA but only a few
actively use SA. There is a well-justified variety in the concrete QA practices that
projects follow. The concrete usage of QA practices is motivated by the project’s
goal, context and available resources. A reflected judgment on the adequacy of
current QA practices is not common, except testing. Extending QA practices is
mainly based on concrete needs.
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Figure 4.5: Participants’ satisfaction levels with REPOINSIGHTS.
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Figure 4.6: Participants’ expectation of a quality analytics dashboard.
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Figure 4.7: Participants’ perception of REPOINSIGHTS.
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4.5 RQ2: WHAT ARE SOFTWARE ENGINEERS’ PERSPEC-
TIVES ON A QUALITY ASSURANCE ANALYTICS DASH-
BOARD LIKE REPOINSIGHTS?

To gauge our participants’ perspectives on a quality analytics dashboard, we report their
expectations and actual perceptions of REPOINSIGHTS recorded in the pretest-posttest
design. We also characterize the situations in which participants said they would use a
QAA dashboard. In Sections 4.5.2 and 4.5.3 we delve into the qualitative analysis of the
interviews to provide a deeper understanding into how REPOINSIGHTS enabled software
engineers reflect on QA and how it could be improved.

Looking at Figure 4.5, we see that the participants were generally satisfied with the
different aspects of REpoINsiGHTS. The comparative aspect, received the worst ratings,
which aligns with our observation that it was also used the least during the assignment.

Regarding the participants’ expectations of a QAA dashboard based on our provided
description, we see in Figure 4.6 that they are quite positive about the core intentions of
the tool. These encompass helping to decide which QA activities need more focus, judging
the level of QA, and improving (the awareness about) QA in a project. The participants see
added value in the tool, but are divided on whether they would extensively use it. When we
compare this to the perception of the tool after the assignment, we see in Figure 4.7 that the
participants’ summarized attitudes did not change much. They lean slightly more critical
than before the assignment. This matches with our observations that the participants
started to reflect very concretely on the dashboard and its value, opening up many concrete
wishes for extensions of the originally described idea of a QAA dashboard.

4.5.1 USAGE

Overall, all participants were positive about using a dashboard like REPOINSIGHTS in the
future. In terms of frequency of using a QAA dashboard, three participants indicated that
they would use it periodically when they are already reflecting on the health of their project
(P4, P9, P11). Others mentioned one-off use cases, such as checking the QA status of their
project once (P13, P1). As P2 indicates: “[the tool] helps as a starting point to look into [QA
practices].” P13 points out that the frequency in which new information is available on the
dashboard influences how often they would use it.

The role of the software engineer and their habits also play a role here. P14 indicates
they are not a person who “usually looks at dashboards” but would use it if they were a QA
engineer. P6 indicates that it would need to become a habit first, and P14 expect that the
main maintainer of a project would use REPOINSIGHTS more. Two participants feel already
quite aware of the state of QA in their projects (P7, P9), which limits additional value.

The participants mentioned further purposes they would use the dashboard for, beyond
assessing the QA of their project. P13 suggests to use the QAA dashboard to judge the pro-
cesses of open source projects they consider as dependencies, P4 proposes troubleshooting
release issues such as adapting to a major platform change. P2 mentions inspecting other
projects to evaluate their responsiveness to contributions, or to get inspired by their QA
tools and workflows to use in their own projects.
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4.5.2 RQ2.1.) IN WHAT Ways DiD THE QAA DASHBOARD HELP SOFT-

WARE ENGINEERS REFLECT ON QA PRACTICES?
We address this research question by observing how participants interact with the dash-
board while completing the assignment. We identify the specific aspects of the dashboard
that supported them in reflecting on QA practices.

DISPLAYED METRICS
The participants mainly used the dashboard’s global overview provided metrics to reflect
on QA practices and make judgments about them.

For rating the level of code reviews, seven participants pointed to the average number
of discussion comments in pull requests (PRs) (P1, P2, P4, P5, P9, P10, P12). Getting more
comments was referred to as positive sign for code reviews. On the other hand, not receiving
comments or having few comments was a sign of not having reviews or just a quick code
review “P02: ...no comments in the PR that I would assume the code review was not done or it
was not it was just a quick code review...”. Also, seven participants used the provided review
time of PRs, which is the average time it takes to review and merge PRs after their creation
(P2, P5, P6, P10, P11, P12, P14). Similarly, six participants referred to the reported average
number of participants in PRs (P2, P3, P9, P10, P12, P13), for instance: “P13: my reasoning
is that there are a lot of contributors per single pull request. There’s the quality of reviews.”
Six participants took the displayed average change size of PRs into account while making
their judgments (P1, P3, P5, P7, P10, P13). This change size includes number of added and
deleted lines per PR, and number of changed files. Participants expressed judgments such
as the difficulty of reviewing PRs with big changes and how the size of changes provides
insight into the stage of development in a project, “P03: we are seeing a lot of additions and
deletions at the same time. That means the project is very much in an exploratory stage or it
is in active development". Moreover, having a high number of additions and deletions was
suspected to be fake and misleading, based on previous experience with GitHub’s diff, or
also suspected to be from automatic changes, e.g., auto-fixing the code style.

Regarding reflection on the automated workflows (AWs), five participants referred to
the number of checks (P1, P2, P3, P4, P11). When the average number of checks is high,
participants anticipated thorough testing (P11), overloading and confusing contributors
(P3), and increasing difficulty in identifying failing checks (P3). Moreover, P3 viewed an
excess of checks as a sign of an exploratory project and pointed out that projects should
not have multiple checks for the same purpose. Other metrics used in reflecting on AWs
were the reported AWs success rate and the number of failures (P8, P9, P12). The software
engineers were generally optimistic regarding an average failure rate of 30% in both projects
of the assignment.

When reflecting on testing, five participants based their evaluation merely on the
provided code coverage percentage (P2, P3, P7, P10, P13). They considered 85% to be a high
percentage for the test suites.

MEANINGFUL DETAILS

Additional details shown in the dashboard allowed participants to gain a deeper under-

standing of the context of the projects, enabling them to make more informed judgments.
Regarding judging code reviews, four participants referred to the detailed information

on the PR details page (P7, P9, P10, P13). P13 specifically noted the presence of Dependabot-
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created PRs in one project, which could skew the data. P7 found the outlier PRs appearing
on the PR trend graphs to be another point of interest, which have touched thousands of
lines while other PRs have mostly changed a few lines.

When judging automated workflows, five participants noted the names of the top failed
checks in AWs overview of the dashboard (P4, P7, P8, P9, P13). This detail helped them
in gaining a better understanding of the purpose of AWs in projects, which they could
then relate to other information such as average number of checks and their runtime. “P09:
[while judging AWs, based on check names] ... they’re clearly testing on three platforms.”.
Another example of judging details of AW failures was when P1 compared test failures
and build failures, expressing skepticism regarding build failures, while test failures were
deemed more acceptable, as contributors might not run all tests locally.

Regarding assessing tests, three participants made specific judgments using the code
coverage trend graph (P9, P10, P13). They noted that a decreasing trend in code coverage
in an active project could indicate concerns about code quality.

PROVIDING THE GLOBAL OVERVIEW

When reflecting on various QA practices, participants primarily took into account mul-
tiple metrics and details related to the projects’ QAs. While this might seem straightfor-
ward when focusing on individual practices and metrics, our emphasis lies in considering
information about multiple QA practices’ metrics. The global overview highlights the
complementary nature of various QA practices: “P05: ... So I think a tool that integrated
so many statistics and it really helps.”; “P02: Having everything in one page, like the code
review guidelines, I think that’s nice”; “P01: I really like the fact that you have an overview of
possibly all the different things, I like that it’s combined.”

PROVIDING VISIBLE LINKS

When reflecting on the guidelines of projects, five participants relied solely on the indication
of their existence (P2, P3, P7, P8, P12). However, P7 and P8 expressed interest in seeing the
content of the guidelines to make more accurate assessments.

We had included links to projects’ available issue and PR templates, as well as their
code of conduct and contribution guidelines. Initially, at the start of the assignment,
we encouraged participants to base their judgments about projects’ QA solely on the
information provided on the dashboard. However, despite this guidance, P7, P10, and P13
clicked on the links to inspect the content of these files and evaluate their quality.

For a global overview of the project, consolidating all information in one place, par-
ticularly raw, unprocessed data, may not be necessary. Instead, incorporating visible
links allows access to relevant information, facilitating a thorough understanding of proj-
ect details and context without overwhelming users with excessive data (e.g., content of
guidelines, configurations details, build logs, etc.).
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RQ2.1 Summary }

Participants reflected on projects’ QA practices using: the displayed metrics re-
garding projects’ QA practices, the provided meaningful details to get a deeper
understanding of projects’ context, the global overview aspect, and the visible links
to plain data.

4.5.3 RQ2.2.) IN WHAT WaYs CouLD THE QAA DasHBOARD BE Im-

PROVED TO HELP ENGINEERS REFLECT ON QA PRACTICES?
We collected and qualitatively analyzed comments, suggestions, and feedback about Re-
POINSIGHTS provided by participants during the interviews. In this section we present the
result of this analysis as a set of improvement points.

PROVIDING HIGH GRANULARITY OF INFORMATION

Eight participants suggested increasing the granularity of information for various QA
metrics and statistics (P1, P3, P4, P7, P10, P12, P13, P14). Specifically, they highlighted
the necessity of higher granularity to identify areas for improvement and make informed
decisions about where to focus efforts. “P01: ... you need this granularity to really see where
you’re lacking.”; “P03: information is very aggregated. I would expect it to be somewhat
detailed.”

Regarding tests, five participants highlighted the need for detailed information to
properly reflect on testing (P1, P7, P10, P12, P13). They expressed that the provided
code coverage and its trend alone were insufficient. They recommended incorporating
higher granularity for the provided information, including detailed granular coverage of
different submodules or subsystems, highlighting parts with missing coverage, and the
tests contributing to the coverage of each module.

When reflecting on code reviews, five participants suggested more details, including:
acceptance rate of PRs, fine-tuned change information rather than merely additions and
deletions per PR, distinguishing different types of comments in PRs and providing a
distribution of where PRs touch the code (P3, P4, P7, P13, P14).

In discussions about automated workflows, P1 suggested providing insights into the
use of automated workflows to indicate if checks are mandated during the development
process. Moreover, P14 suggested adding the date of the last update of automated checks
and providing recommendations for updating them in response to major changes in a
project. Additionally, P13 and P14 recommended higher granularity in AWs by providing
detailed breakdowns of their purpose.

Regarding guidelines, two participants suggested providing more details: P7 suggested
analyzing the quality of guidelines through keyword matching or using Al-based analysis
to assess their completeness. Additionally, P13 proposed analyzing the differences between
issue or PR templates and what users submit, particularly for open-source projects that
receive numerous issues and PRs.

PROVIDING ADDITIONAL DATA INSIGHTS
To have a deeper understanding of what is happening in the projects, participants suggested
incorporating new data insights and statistics. While these suggestions may not directly
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relate to project QA, they are vital for contextualizing projects and facilitating more
insightful reflection: Additional data regarding tests: providing more data insights
such as adding new metrics for test coverage such as mutation score, number of tests,
proportion of commits changing project’s tests, lines of added code versus tests, and number
of executed/failed tests (P4, P8, P10, P13). Trends analysis: incorporating trend analysis
to visually depict the evolution of metrics over time. While this feature was provided for
certain metrics, such as PR activities and code coverage, participants suggested extending
it to include other relevant metrics (P7, P10, P13, P14). Projects’ age and goals: are
related to the availability of guidelines (P1, P3, P7, P9, P11). More charts and metrics:
offering statistical charts and median values for presented metrics to mitigate the skewness
caused by outliers (P1, P3, P13). Number of contributors: the intensity of QA practices in
projects can depend on the number of contributors (P3, P4, P13). Development processes:
a long review time can be acceptable if multiple sets of time-consuming checks need to be
completed, and that having multiple workflows does not necessarily mean that they are
used and enforced in the PRs; so depending on the development process reflection on the
QA can vary (P1, P3). Metrics definition: adding extra information about the definition
of all provided metrics to avoid confusion and enable a more accurate reflection (P4, P9).
Project Releases: incorporating information about project releases, including the usage
of automatic releases, to assess project activity levels and indicate robust QA practices
(P13). Project Activity Overview: offering an overview of recent project activities to
show its current level of engagement (P13). Issues Statistics: introducing statistics for
issues similar to PRs, such as their waiting duration and topic, to provide a comprehensive
view of project maintenance (P4).

PROVIDING MEANINGFUL COMPARISON

Participants recommended enhancing the comparative aspect by: Custom comparison:
three participants suggested adding the feature to select specific projects or groups of
projects for comparison (P1, P5, P10). Comparison against similar projects: two
participants (P1, P9) suggested having clusters of similar projects based on their attributes,
such as programming language. Another participant suggested the ability to compare
against projects within the same GitHub organization.

PROVIDING THE CONTEXT OF PROJECTS
Six participants expressed concern about their lack of familiarity with the context of
projects while working on the assignment (P1, P3, P9, P11, P13, P14). “P13: But probably
the developers of those projects will have a different perspective because they know what’s
happening in their projects.” This context encompasses various factors such as the type
of software project, its requirements and goals. Additionally, it involves considerations
like available developer resources. Furthermore, more details about the configuration of
automated workflows, and the acceptance of outside contributions are (e.g., OSS) or are
not (e.g., companies) important. Understanding the context is also crucial when making
comparisons with other projects. It is more logical to compare similar projects to gather
insights about improving QA practices.

One explanation for this emphasis of our participants on providing the project context
is that they were not familiar with the projects we asked them to judge. Even if users
are working on projects they know well, providing sufficient context can enhance their
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understanding. Beyond that, users may have varying levels of familiarity with different
aspects of their projects—precisely what REPOINSIGHTS tries to address regarding QA—and
providing contextual information can help bridge gaps in their knowledge.

Regarding reflection on guidelines, four participants provided specific judgments when
no guidelines were available (P3, P4, P5, P15). For instance, they deemed it acceptable if it
was a single-developer project, interpreting the absence of guidelines as an indication of
only one developer. They also inferred that potential contributors would not know how to
contribute to the project without guidelines.

PROVIDING ACTIONABLE INSIGHTS

Nine participants gave feedback regarding the need to make insights of the dashboard more
actionable (P1, P2, P4, P5, P9, P10, P12, P14). More specifically, four participants (P1, P3, P5,
P12) pointed to the need of more detailed concrete suggestions to improve actionability of
dashboards insights: “P12: That’s what I'm doing is like, you know, looking at these statistics,
it might tell you that you need to take some action, but it’s not clear what action is required.”.
Moreover, they mentioned that insights regarding some QA practices are more actionable,
“P12: I can see the code coverage and that’s something that I may need to implement some
action on. I can see whether or not there are actual contributor guidelines. That’s something
that can be actioned on.”, there are other areas that need to be more actionable by suggesting
how to improve QAs, for example P12 who mentions that a low number of reviewers during
code review is useful to know, but does not provide a solution.

PROVIDING THE ABILITY TO FILTER (OUT) INFORMATION

Four participants recommended adding filtering capabilities to include relevant information
and exclude irrelevant data. (P7, P8, P9, P14). The dashboard includes various QA-related
data to provide a global overview, however, depending on the project’s context, and on the
user’s preferences, it would be useful to filter out unwanted information. Examples are:
Dependabot or any other bot-created PRs that might skew the data, or unimportant build
failures that makes it difficult to see what really matters.

Not all projects are interested in all information equally. While the default dashboard
view intentionally shows a variety of QA practices to inspire adopting them, users should
be able to hide information they do not find necessary for the future times they consult the
dashboard. There exists a wide range of approaches to QA practices across projects. Certain
projects prioritize extensive testing of complex software components during development
(P1), while others solely rely on end-user tests and reported issues for post-production test-
ing (P14). Additionally, code coverage metrics hold high importance for some projects (P1,
P3, P8), while in others, developers lack awareness of this concept (P6). These differences
underscore the need for a customizable QAA dashboard to accommodate diverse project
goals and perspectives.

RQ2.1 Summary ]

Based on participants suggestions and feedback, providing the followings can help
them in better reflection: high granularity of information, meaningful comparison,
context of projects, actionable insights, and ability to filter (out) information.
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Concrete feedback and suggestions: We also received a plethora of feedback and
suggestions related to concrete enhancements of the dashboard’s user interface and user
experience, such as explanatory texts on how the metrics are calculated and what data they
precisely include. We documented these points to refine our prototype in future iterations.
As this information is mainly specific to the implementation of our prototype, it falls outside
the scope of this chapter. However, toolmakers and researchers keen on developing similar
software analytics tools can access this information through our provided replication
package [152].

4.5.4 RQ2. SUMMARY SUMMARIZING SOFTWARE ENGINEERS’ PERSPEC-

TIVES ON REPOINSIGHTS
The participants were generally satisfied with REPOINSIGHTS, particularly its global overview,
provided information, and statistics. Their perception of REPOINSIGHTS closely alined with
their positive expectations of a QAA dashboard. Most participants expressed interest in
future use. From their comments, we formulated four insights on what was successful in
the design of REPOINSIGHTS as well as six suggestions to improve it.

4.6 RELATED WORK

Quality assurance practices in software engineering have been studied both individually
and in combination [58]. Studies on complementarity of quality assurance practices, such
as software testing [8, 16, 77, 113], modern code reviews [15], automated workflows [147],
build automation [21, 22, 24], and automated static analysis [18], have shown that QA
techniques are mostly not used in conjunction [58] and software engineers’ situational
awareness regarding them is lacking [112]. In this study, we aimed to overcome this
awareness gap [146] with a tailored software analytics dashboard [145].

For more than a decade [156], software analytics has played a significant role in
enabling software engineering individuals to make informed, data-driven decisions across
various facets of software development. Applications include quality assessment tools such
as SonarCube’, Kiuwan®, and Bitergiag, as well as those tailored for DevOps environments
like New Relic!?, and Datadog“. Moreover, research endeavors have contributed to this
domain, yielding open-source tools such as GrimoireLab [157], a comprehensive toolset
for software development analytics, SQuAVisiT [158], which offers flexible visual software
analytics capabilities, Q-Rapids [159], facilitating continuous quality assessment throughout
the software development lifecycle, QaSD [160], a quality-aware dashboard designed to
enhance software quality and development processes, and QConnect [161], a quality-aware
dashboard focused on developers’ activity and productivity.

The highlighted tools above, underscore the multifaceted impact of software analytics
on software engineering. However, none of them target QA practices. Our goal is to fill this
gap to potentially enhance the situational awareness [133] surrounding QA practices and
empower software engineers to make informed decisions regarding QA of their projects.

"https://www.sonarqube.com/, last visit: April 11, 2024
8https://uwww.kiuwan.com/, last visit: April 11, 2024
‘https://bitergia.com/, last visit: April 11, 2024
lOhttps://newrelic .com/, last visit: April 11, 2024
Uhttps://www.datadoghg.com/, last visit: April 11, 2024
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4.7 THREATS TO VALIDITY

Reliability: to ensure consistency in our qualitative analysis, two authors coded half of
the interviews independently and met repeatedly to discuss emerging codes until reaching
a negotiated agreement [155]. However, other researchers’ interpretations of the data may
differ. We publish our full codebook to enable validation of our findings [152].
Respondent Bias: participants may have provided socially desirable answers when evalu-
ating a tool developed by the interviewer. To mitigate this, we encouraged constructive
criticism and maintained a welcoming attitude toward critical feedback. The wide range of
improvement suggestions received suggests this threat was reasonably addressed.
Internal Validity: the open-ended interview format threatens reproducibility. Many
key insights emerged from only a few interviews, so repeating the study may miss some
perspectives.

External Validity: findings may not generalize beyond the specific QA practices, project
context and participants we studied. We selected active and popular projects with ample
data on PRs and AWs for the dashboard. We only included projects with available test
coverage information. Additionally, we varied code review activity and contributor counts
to enable comparisons and observe participants’ reactions to different quality assurance
levels. We openly recruited participants from industry, academia, and OSS, then, directly
recruited two more from industry and academia to ensure diversity.

4.8 IMPLICATIONS AND FUTURE WORK

Implications. While software engineers are generally positive about quality assurance
(QA) and software analytics, our study revealed that reflection on the adequacy of QA
practices is not common, except for testing activities (RQ1). From our sample of participants,
and from prior work of Khatami and Zaidman 12" we know that there is currently no
widespread adoption of analytics tools to specifically support reflection on QA practices
across projects [112]. This represents an opportunity for toolmakers to increase software
engineers’ situational awareness surrounding QA practices and allow them to reflect
holistically on their projects’ QA activities.

Our evaluation of this idea, through a prototype of a quality assurance analytics (QAA)
tool REPoINSIGHTS and the subsequent analysis of developers’ perspectives, highlighted
several key implications: (1) there is interest and perceived value in centralized quality
analytics that provide a global overview of QA metrics and practices across projects (RQ2.1).
Participants were generally satisfied with REPOINSIGHTS’s ability to surface this higher-
level perspective. However, (2) QAA tools must go beyond simply displaying metrics.
Software engineers prefer high granularity, contextualized information tailored to each
project’s specific practices and needs (RQ2.2). Furthermore, actionable insights derived
from data and presented to the user are essential. (3) Successful QAA designs should provide
meaningful comparisons between projects, the ability to customize viewed information,
and rich context about each project’s QA activities (RQ2.2).

Overall, we hypothesize based on the insights of our study, that QAA tools presenting
contextualized, actionable insights can empower data-driven evolution of QA strategies

12Chapter 3 of this dissertation.
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as project situations change. Seamless integration into developer workflows is key for
increasing adoption and reflection.

Future work. Key areas for future research to maximize the adoption and impact of QAA
tools include: adopting and evaluating intuitive visualization techniques to derive tailored,
actionable insights from quality data beyond just presenting raw metrics. Investigating
integration pathways to embed QAA into developer workflows and toolchains. Evaluating
effectiveness and validating QAA tools’ by measuring impact on quality and productivity.

4.9 CONCLUSION

In this study, we set out to raise the situational awareness of software engineers surrounding
quality assurance (QA) in their projects. Through a pretest-posttest study combined with
interviews, we evaluated our conceptual design of a software quality assurance analytics
(QAA) dashboard. We elicited the current approaches in adoption and reflection of QA prac-
tices from our 14 participants. We observed how our REpoINsiGHTS dashboard supported
them, and we identified a set of recommendations for a dashboard like REPOINSIGHTS to
empower software engineers to better reflect on QA. Our key insights are: reflection is
uncommon, except for testing, and extending QA practices is based on concrete needs (RQ1).
Participants valued the global overview of metrics/practices and the meaningful details
that the QAA dashboard provided (RQ2.1). Desired features included high granularity
information, meaningful comparisons, tailored insights, filtering capabilities, and more
details to have a deeper understanding of projects’ context (RQ2.2).

Overall, our results demonstrate interest in QAA tools that go beyond raw data &
metrics to deliver highly granular, contextualized, and actionable insights. We hypothesize
that such a QAA tool that takes our recommendations into account, can potentially raise
situational awareness and facilitate reflection and improvement of QA practices.
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CATCHING SMELLS IN THE ACT:
A GiTHUB AcTIONS WORKFLOW
INVESTIGATION

GitHub Actions (GHA) are a way to automate CI/CD workflows within the GitHub platform.
The deep integration of GHA into GitHub enables to automate a wide range of social and
technical activities. In this study, we investigate workflow smells, i.e., characteristics in the
workflow that possibly indicate a deeper problem. Through a mining study, we first expose a
list of frequent change patterns in the workflows of 83 GitHub projects. We then manually
analyze these frequent change patterns to understand the negative effects that the frequent
changes try to remove. To validate the list of 22 potential workflow smells that we thus obtain,
we carry out a contribution study with 32 projects on GitHub through pull requests that contain
a fix to the candidate smell. By qualitatively analyzing the maintainers’ comments in 32 pull
requests, we settle on 7 confirmed GHA workflow smells.

5.1 INTRODUCTION

Continuous Integration (CI) is the software engineering practice in which developers not
only integrate their work into a shared mainline frequently, but also verify the quality
of their contributions continuously [21]. Continuous Deployment (CD) adds frequent
delivery through automated deployments [162]. Both practices have become integral
to collaborative software development to streamline the software delivery process and
increase the quality of the delivered software [20, 24, 47, 58, 83, 163, 164].

To support CI/CD developers rely on dedicated platforms that provide the necessary
infrastructure and tooling. Among the available platforms are Travis CI [66], Circle CI,
Cirrus CI, Azure Pipelines, GitLab CI, and GitHub Actions (GHA). GHA enables software
engineers to automate workflows directly from within GitHub repositories, attaching

This chapter is based on @ A. Khatami, C. Willekens, and A. Zaidman. In IEEE 24th International Working
Conference on Source Code Analysis and Manipulation (SCAM), pp. 47-58. IEEE, 2024. [].
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triggers to various events like code pushes, pull requests [76], and releases. Since its intro-
duction in November 2019, GHA emerged as the predominant workflow automation tool
on GitHub [106]. GHA’s integration with the GitHub ecosystem and open-source library of
reusable workflow actions have been key contributing factors to its rapid adoption [164].

The growing adoption of GHA has attracted considerable research interest, with nu-
merous studies empirically investigating its adoption [87, 106, 137, 138, 165, 166]. These
studies have highlighted concerns related to security [138, 167-170], dependency manage-
ment [164, 171], and resource usage [172] in GHA workflows.

Zampetti et al. identified bad smells for continuous integration [173], i.e., factors in
continuous integration that create barriers or challenges when it comes to setting up,
maintaining, or ensuring the high-quality outcome of a CI workflow. Additionally, we
know that GHA workflow configurations may degrade in quality and accrue technical
debt [55]. As such, given that five years have passed since the introduction of GHA, and a
substantial commit history for GHA workflow configurations has accumulated, this study
sets out to investigate whether GHA workflows suffer from workflow smells.

While earlier research has identified CI/CD workflow smells [173, 174], the unique
proposition of GitHub Actions workflows warrants a deeper investigation into GitHub
Actions-specific workflow smells. More specifically, the fact that GitHub Actions are more
fine-grained in nature than typical CI/CD workflows, their wider range of use case scenarios
(e.g., GHA are also applicable to issue management, or code reviewing), and the reusability
and composability of GHA workflows may lead to different smells than those previously
identified. Additionally, earlier studies have identified issues related to security [167, 170],
and opportunities for optimization [172] in GHA workflows, but our investigation is set
up to be holistic, also targeting maintainability and efficiency smells.

Our investigation is steered by four research questions.

RQ1 Are there common patterns of frequent changes in GHA workflow configurations?

To answer our first research question, we analyze the evolution of GHA workflow
configurations over 10,012 commits in 83 projects, thus aiming to understand whether
there are common patterns of frequent changes in GHA workflow configurations.

Next, we inspect the common change patterns in GHA workflow configurations, to
determine whether some of these common change patterns could indicate a fix to a prob-
lematic workflow configuration. This leads to our second research question:

RQ2 Are frequent change patterns in workflow configurations indicators of workflow
smells?

Once we have analytically established a set of smells, we turn our attention to their
automatic detection in RQ3:

RQ3 Can we automatically detect GHA configuration smells?
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Finally, to validate our list of candidate GHA smells, we conduct a contribution study
in 32 open source GitHub projects by opening 40 pull requests that contain a fix to the
candidate smell. Based on the developer’s decision to accept or reject our contribution, and
the feedback that the developer’s provide, we aim to answer our fourth research question:

RQ4 To what extent do developers find the proposed fixes for identified GHA configuration
smells relevant?

In summary, this paper makes the following contributions:

+ A set of 7 frequently found and validated GitHub Actions workflow smells. One of
these smells is completely unique to our study.

« A set of scripts designed to automatically detect these workflow smells.

« A contribution study that provides insight into the relevance and importance of the
workflow smells.

5.2 BACKGROUND

In their seminal blog post of 2000, Fowler and Foemmel advocate for Continuous Integration
(CI) as a mechanism to ensure that integrating new code contributions does not break
the build, and an integrated automated test suite to detects errors [175]. In a series of
papers, Elazhary et al. have established that many companies follow CI practices, but with
quite some variations in how they use CI [119, 132]. Both Vasilescu et al. [20] and Hilton
et al. [24] highlight that CI improves productivity, leading to more PRs being processed,
accepted and merged, PRs being accepted faster, and projects releasing a new version more
often.

GitHub Actions. (GHA) is a continuous integration and continuous delivery (CI/CD)
service that is tightly integrated into the GitHub platform [138] and has rapidly gained
in popularity [106]. While GitHub Actions provides CI/CD functionality similar to other
CI/CD tools, it is unique in that it enables to run workflows for several events that happen
in a repository, e.g., code reviewing, communication with developers, verifying licence
agreements, and monitoring and fixing dependencies and security vulnerabilities [176].

GHA Workflows. A GHA workflow contains one or more jobs and can be triggered based
on different events in the repository. A job contains a list of steps which specify a command,
for example a bash script or a action, reusable code that implements common CI/CD tasks.
For jobs, the operating system on which they run can be defined as well as a strategy which
allows the same job to be run with different inputs [172].

Security. Security is one of the five major challenges when automating workflows [169].
Poorly secured CI platforms can lead to code being stolen or injected, as well as bypassing
code reviews resulting in potentially malicious code being added to the code base [138].
In order to eliminate security risks, four security properties have been identified for CI
including: admittance control, execution control, code control, and access to secrets [170].
Koishybayev et al. investigated these security properties for GHA and found that none
of them always hold, noting that these properties can be fixed through proper workflow
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configuration [170]. Benedetti et al. created a tool to automatically identify security issues
in GHA workflows [168].

CI/CD Smells. Previous research has investigated CI smells which affect the performance
of the development cycle and CI pipelines. Duvall et al. identified 16 general patterns and
anti-patterns for CI/CD [177, 178] Zampetti et al. expanded this catalogue by interviewing
experts and analysing Stack Overflow! discussions [173]. A total of 79 (of which 44 new)
smells were identified in 7 categories and evaluated in terms of relevance by professional
developers [173].

Gallaba et al. was the first to define, detect, and remove configuration smells in CI.
Firstly, a catalogue of four smells was defined for which they created a tool, hansel to detect
these instances of smells for Travis CI. Through 49 pull requests with removed smells, they
got 36 improved CI configurations accepted by the project maintainers [55].

Vassallo et al. investigated automatically detecting CI anti-patterns [179]. Their tool
detects the existence of four relevant anti-patterns, and they found 3,823 instances of these
smells accross a set of projects [179]. Vassallo et al. created a similar tool - CD-Linter -
for GitLab [174]; it focuses on smells that are detectable through configuration files. This
resulted in four candidate smells: fake success; retry failure; manual execution; and fuzzy
version. Using their tool, 145 issues were opened that addressed these smells. They received
a response rate of 74% with 53% of maintainers reacting positively to the smells.

5.3 StupYy SET-UP

Our study follows a bottom-up approach towards the identification of GHA workflow smells.
In Section 5.4, we start by identifying common change patterns in workflow configuration
files using a mining study (RQ1). Subsequently, in Section 5.5 two authors analyze these
common change patterns to understand whether there are issues underlying the change
patterns that ultimately led to the change. This analysis leads to a set of candidate workflow
smells (RQ2). In Section 5.6 we investigate the feasibility and effectiveness of a set of
custom-developed workflow detection scripts for these candidate smells (RQ3). Finally, in
Section 5.7 we carry out a contribution study in which we file pull requests with fixes to the
candidate workflow smells in GitHub projects. In observing the acceptance, rejection, and
pull request comments, we aim to validate the candidate smells as recognized and relevant
workflow smells (RQ4). Within Section 5.4 to 5.7, we first describe the methodology that
we followed to answer each RQ, after which we describe the results.

5.4 RQ1: WHAT ARE THE COMMON PATTERNS OF FREQUENT

CHANGES IN GHA WORKFLOW CONFIGURATIONS?

RQ1 methodology: To discover potential smells in GitHub Actions (GHA) workflow
configurations, we employed an exploratory approach by analyzing the evolution of the
GHA configuration files in open-source software repositories.

We initially selected the 100 most popular repositories on GitHub, based on the number
of stars received, using the SEART GitHub search service [88]. We selected the 20 most
popular projects for five different programming languages: JavaScript, Java, C#, Python, and

'https://stackoverflow.com
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5.4 RQ1: WHAT ARE THE COMMON PATTERNS OF FREQUENT CHANGES IN GHA WORKFLOW CONFIGURATIONS?

Table 5.1: Number of changes in GHA workflow configuration files across projects, categorized by programming
language.

Language Number of projects Number of commits Number of changes

JavaScript 18 1,825 2,933
Java 15 519 856

C# 15 825 1,399
Python 15 3,105 7,665
Typescript 20 3,738 7,184
Total 83 10,012 20,037

TypeScript. This approach ensured a diverse dataset of changes to workflows that are not
specific to any particular programming language. For each selected repository, we collected
all commits that modified at least one “yml” or “yaml” file in the “github/workflows”
directory, if such a directory existed. Repositories without this directory were excluded,
resulting in a final dataset of 83 projects. We treated each modified workflow file within
a commit as a single change, enabling a granular analysis of workflow evolution and
identification of common modification patterns. In total, we collected 10,012 commits for
83 projects. Each commit could contain multiple changes, resulting in a total of 20,037
changes across all projects (Table 5.1).

To analyze and categorize the changes in GHA workflows, we employed an open
card sorting approach [180], allows categories to emerge naturally from the data without
imposing pre-defined groups [140]. We treated each change as a single code. The second
author performed the initial coding and categorization, which was then reviewed and
finalized through a discussion between the first two authors, until reaching a negotiated
agreement [181]. To accelerate the process, we developed automated scripts based on the
observed patterns of changes, which automatically labeled and grouped changes according
to the established categories. An additional round of manual verification was conducted
to ensure the accuracy and reliability of the categorization. This approach allowed for
efficient and accurate categorization while maintaining the integrity of the open card
sorting methodology.

RQ1 answer: In our analysis we have identified 64 distinct types of frequent changes
made to the GHA configuration files. We categorized these 64 types of changes into 8
higher-level categories, based on their purpose, displayed in Table 5.2. The most prominent
high-level pattern run step configuration appears in 36.5% of changes, and can be found in
89.2% of the projects. We now discuss the categories of changes.

Run step configuration is the most prevalent pattern, encompassing changes such as run
command updates, action configuration, adding or removing run steps, and updating run
steps. We observed that developers frequently adjust their run steps to optimize execution,
leverage GHA capabilities, and improve the efficiency of their CI/CD processes.
Dependency versioning primarily involves bumping versions and hash versions, as well
as using hashes instead of versions. These changes highlight the importance of keeping
dependencies and runtime environments up to date and ensuring the reproducibility of
builds.
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Table 5.2: Categories of common changes in the evolution of the GHA YAML configuration files. The complete
table with more fine-grained categories of changes is available in the provided dataset[182]. Please note that
the percentages of sub-categories in the “Occurrences” column are calculated relative to their parent category.
However, the percentages of sub-categories in the “Projects” column are calculated based on the total number of
projects.

Category Occurrences Projects
Sub-category # % # %
Workflow Organization 2,177 9.2% 83 100%
Add/Remove workflow 1,907 86.5% 83 100%
Move/Refactor workflow 137 6.2% 33  39.8%
Add/Update workflow name, etc. 161 73% 33 39.8%
Run Step Configuration 8,709 36.5% 74 89.2%
Run command updates 3,395 39% 59  71.1%
Action configuration 2,741 31.5% 63 76%
Add/Remove run step 2,301  26.4% 60 72.3%
Update run step, etc. 272 31% 50  60.2%
Dependency Versioning 4,508 189% 70 84.3%
Bump version 2,160 479% 64 77.1%
Bump hash version 2,151  47.7% 19 22.9%
Use hash instead of version, etc. 197 44% 34 41%
Job Configuration 1,159 4.9% 63 75.9%
Add/Remove job 659 56.9% 45 54.2%
Matrix configuration 290 25% 44 53%
Update/Add job name, etc. 210 18.1% 37 44.6%
Environment Setup 1,589 6.6% 45 54.2%
Update env/env variable 1455 91.6% 43 51.8%
Update runs-on, etc. 134 84% 16  19.2%
Trigger Conditions 1,973 83% 66 79.5%
Update “on” 1,553  78.7% 65 78.3%
Prevent running on forks, etc. 420 21.3% 34 41%
Scheduling 2,408 10.1% 28 33.7%
Add timeout 2,254  93.6% 13 15.6%
Add/Update concurrency, etc. 154 6.4% 26 31.1%
Miscellaneous 1,308 5.5% 70 84.3%
Add/Update/Remove “if” 362 27.7% 34 41%
Add/Update/Remove comment, etc. 97 74% 27  32.5%
Access control configuration 373  285% 50 60%
Formatting and Styling 476  36.6% 57 69%
Total 23,862 83

Workflow organization includes adding, removing, moving, or refactoring workflows,
and updating workflow names. Developers frequently adjust their workflow structure to
possibly better suit their project’s needs and improve maintainability.
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Trigger conditions, job configuration, environment setup, and scheduling play
important roles in the evolution of GHA workflows, with developers adjusting triggers,
job requirements, environment variables, and scheduling configurations to ensure proper
execution and optimize resource usage.

Job configuration and environment setup involves adjusting job requirements and
environment variables to ensure proper execution and optimize resource usage. The
most common changes in job configuration include adding or removing jobs, matrix
configuration, and updating job names. Environment setup primarily involves updating
environment variables and runs-on configurations. These changes indicate that developers
frequently adapt their workflows to different environments and job requirements.

,_[ RQ1 Summary ]

Our analysis reveals 64 common patterns of frequent changes in GHA workflow
configurations, grouped into 8 categories based on their purposes. These common
change patterns suggest that developers frequently adjust their GHA configurations
to optimize execution, improve maintainability, update dependencies, and ensure
proper workflow execution.

5.5 RQ2: WHAT TYPES OF SMELLS EXIST IN GHA wORK-

FLOW CONFIGURATIONS?

RQ2 methodology: We hypothesize that some of the frequent change patterns identified
in RQ1 encompass bad practices that software engineers address in their GHA configura-
tions. The updating of versions, refactoring of workflows, and optimization of run steps,
for example, can be seen as efforts to improve the quality and maintainability of GHA
configurations by eliminating potential smells. In our context, we consider a smell to be a
suboptimal pattern or practice that can negatively affect the maintainability, performance,
security, or reliability of the workflow. The frequent change patterns motivated us to delve
deeper in changes to identify these potential smells.

We started this by critically examining each labeled change from RQ1 and performed
the following steps: (1) We excluded changes that directly and immediately modify the
workflow’s behavior, such as adding or removing jobs, as these changes are not indicative
of configuration smells. (2) We retained changes that do not immediately alter workflow
behavior but enhance maintainability and reliability, such as using hashes instead of
versions to ensure consistent action versions and mitigate the risk of unexpected behavior
changes due to action updates. (3) We grouped related changes together based on their
context and purpose, such as adding and updating permissions, which both pertain to
access control management in GHA workflows. We further categorized changes based on
their specific purposes, like adding conditional statements to prevent execution on forks or
for other particular reasons.

For the labeled changes from steps 2 and 3, the second author critically grouped them
into named smells based on their purpose and previous research on GHA security, GHA
performance/optimization, and Other CI/CD smells. To ensure validity, the first and second
authors discussed the grouping and naming of these potential smells, reaching agreement
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on 35 candidate smells. We then removed smells with only one occurrence and those
requiring project contextual knowledge beyond the configuration file (e.g., repository
state or available actions). This resulted in 22 potential smells, defined in Table 5.2. The
complete list of 35 candidate smells, including removed ones is available in the replication
package [182].

RQ2 answer. Our analysis of smells in common patterns of changes in GHA workflows
revealed 22 distinct smells, which we categorized into three main groups: security (3
smells), performance/optimization (10 smells), and other CI/CD smells (9 smells). Table 5.3
provides an overview of these smells, including the number of fixes for each smell among
the 83 analyzed projects, the number of projects in which the smell was fixed by at least
one commit, and the supporting evidence from previous research. To trace the fixes to
these smells back to the specific changes in GHA configuration commits of these projects,
see our study’s replication package [182].

Security smells were identified based on changes addressing potential vulnerabilities.
Table 5.3 lists 3 smells in this category, their description, and their frequency of occurrence
in projects. These smells can lead to unauthorized access, code injection, and other security
breaches. Fixing these smells can reduce the attack surface and ensures more secure
workflows. The identified security smells are backed by evidence from previous studies [138,
169, 170].

Performance/optimization smells were identified based on changes addressing resource
usage and limitations. In Table 5.3 we observe 10 smells with this type, including their
descriptions. These smells can lead to inefficient resource usage, longer build times, and
increased costs; addressing them may result in optimizations. A recent study on resource
usage and limitations in GHA supports most of the identified performance/optimization
smells [172]. While Smell 10 and 11 were not mentioned in that study, GitHub documenta-
tion provides rationale for addressing them to optimize storage usage [183].

Other CI/CD smells were identified based on changes addressing bad practices, configura-
tion smells, and the need for pipeline restructuring. Table 5.3 provides more details on the 9
instances of this type of smell. These smells can lead to maintainability issues, inconsistent
build results, and difficulty in understanding and debugging workflows. Fixing these smells
can improve readability, maintainability, and reliability, making it easier for team members
to understand and modify workflows. The identified CI/CD smells are backed by research
on bad practices in CI/CD [173, 174, 177, 178].

,_[ RQ2 Summary } .

Our analysis of common change patterns in GHA workflow configurations revealed
22 distinct smells, which we categorized into three main groups: security smells (3
instances), performance/optimization smells (10 instances), and other CI/CD smells
(9 instances). These smells were identified based on changes addressing potential
vulnerabilities, resource usage and limitations, and bad practices or configuration
issues. The identified smells are backed by evidence from previous research on
GHA security, performance, and CI/CD.
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Table 5.3: Identified fixed smells in the history of GHA configuration files changes.

Cat ID Smell # Proj. # Tot. Ref.

1 Define permissions for workflows with external actions 39 82 [170]
Problem: Overly permissive access increases security risks. Solution: Specify
minimal permissions.

& 2 Use commit hash instead of tags for action versions 8 11 [138]
g Problem: Tags can be modified. Solution: uses:
A actions/checkout@<commit-sha>
3 Set permissions for GitHub Token 4 8  [170]
Problem: Default token overly permissive. Solution: Set permissions key.
4 Prevent running issue/PR actions on forks 12 20 [172]
Problem: Actions fail due to lack of permissions. Solution: Check repository
owner.
5 Avoid jobs without timeouts 11 14 [172]
Problem: Can run indefinitely. Solution: Set timeout for jobs.
6 Stop workflows when newer commit in PR 8 10 [172]
Problem: Inefficient resource usage. Solution: Use concurrency to cancel runs.
7 Stop workflows when newer commit in branch 8 10 [172]
Problem: Inefficient resource usage. Solution: Use concurrency to cancel runs.
8 Avoid CI when no source code changed 7 15 [172]
= Problem: Unnecessary resource usage. Solution: Use paths or paths-ignore.
8* 9 Avoid scheduled workflows on forks 6 10 [172]
E] Problem: Inefficient for inactive forks. Solution: Check repository owner.
5 10 Avoid uploading artifacts on forks 5 6  [183]
% Problem: Inefficient resource usage. Solution: Check repository owner.
“‘5 11 Use ‘if’ for upload-artifact action 4 5 [183]
A~ Problem: Unnecessary uploads. Solution: Add condition.
12 Avoid deploying jobs on forks 2 2 [172]
Problem: Unnecessary deployments. Solution: Check repository owner.
13 Avoid new workflow while previous running 2 2 [172]
Problem: Inefficient resource usage. Solution: Use concurrency groups.
14 Correct indentation 25 57 [177]
Problem: Reduces readability. Solution: Use YAML linter.
15 Use fixed version for runs-on 12 17 [174]
Problem: Environment changes cause issues. Solution: Specify exact version.
16 Name run steps 11 12 [177]
Problem: Reduces readability. Solution: Use descriptive names.
17 Use cache parameter vs. cache option 9 11 [173]
Problem: Increases complexity. Solution: Update to cache parameter.
18 Use single-command steps 5 5 [177]
Problem: Reduces clarity. Solution: Split into simpler steps.
19 Run tests on multiple OS’s 4 10 [173]
Problem: May miss OS-specific issues. Solution: Use matrix strategy.
. 20 Specify package versions 3 5 [174]
= Problem: Non-reproducible builds. Solution: Specify exact versions.
(% 21 Add comments to workflows 3 3 [177]
) Problem: Reduces maintainability. Solution: Add explanatory comments.
g 22 Run CI on multiple language versions 2 13 [173]

Problem: May miss version-specific issues. Solution: Use matrix strategy.
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5.6 RQ3: CAN WE AUTOMATICALLY DETECT GHA CONFIG-

URATION SMELLS?

RQ3 methodology: To facilitate the automated detection of the smells identified in RQ2,
we developed a suite of Python scripts. These scripts can detect lines in GHA configuration
files that contain smells. We provide our Python scripts in our replication package [182].

To select popular and active projects, we started with the 100 most popular projects for
each of the five programming languages used in RQ1 (JavaScript, Java, C#, Python, and
TypeScript). We then applied additional criteria: (1) having GHA workflows, and (2) not
in our dataset of 83 projects for RQ1. We ordered them by the number of pull requests
merged in the last 30 days and selected the top 40 projects, thus ensuring these projects
are in active development. To evaluate the effectiveness of our automated smell detection
scripts, we curated a new dataset comprising 119 GHA configuration files from these 40
projects.

We first established a ground truth by manually analyzing the configuration files and
identifying smells. This step took 1 person 2 days. We then executed our smell detectors
on the dataset and recorded false positives and false negatives. Recall, precision, and
F1-scores were calculated for each of the 22 smell detectors using the following formulas

: Precision = %, Recall = ﬁ, and F1— score = 2x %, where TP,
FP, and FN represent true positives, false positives, and false negatives.

RQ3 Answer. The results in Table 5.4 demonstrate the overall effectiveness of our auto-
mated smell detection scripts. Notably, 8 out of the 22 smell detectors (36.4%) achieved
perfect precision, recall, and F1-scores of 100%. Furthermore, the median recall, precision,
and F1-score across all smell detectors were 91.8%, 100%, and 0.93, respectively, signalling
the overall good performance of our automated detection approach.

The detectors for smells 12, 19, 20 and 22 exhibited relatively low recall values of 19%,
40%, 42.9%, 52.6% respectively. These specific detectors struggle, because more contextual
understanding is required to identify all instances of these specific smells. Detecting
workflows that deploy the project (Smell 12) or locating where test suites are run (Smell 19
and 22) proved non-trivial. The detectors, focused on a single workflow, missed instances
across multiple workflows. Smell 20 also received a lower recall score because not all install
commands support version specification, which the detector relied upon.

RQ3 Summary }

Our evaluation demonstrates the feasibility and effectiveness of automatically
detecting GHA configuration smells using custom-developed Python scripts. While
the majority of our smell detectors exhibited high precision, recall, and F1-scores,
for 4 out of 22 smells our detectors exhibit low recall.
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Table 5.4: Evaluation of automated detection of GHA smells.

Smell # Ground truth FP FN Recall Precision F1-score

1 59 0 0 100% 100% 1
2 88 0 1 98.9% 100% 0.99
3 17 0 0 100% 100% 1
4 27 2 6 85.7% 92.6% 0.86
5 101 0 0 100% 100% 1
6 38 3 5 87.5% 92.1% 0.90
7 37 1 1 97.3% 97.3% 0.97
8 33 4 7 80.6 87.9% 0.84
9 16 0 3 84.2% 100% 0.91
10 18 9 2  81.8% 50% 0.62
11 13 0 2 86.7% 100% 0.93
12 20 1 81 19% 95.0% 0.32
13 38 4 1 97.1% 89.5% 0.93
14 54 0 35 60.7% 100% 0.76
15 99 1 0 100% 98.99% 0.99
16 61 0 0 100% 100% 1
17 7 0 0 100% 100% 1
18 59 0 0 100% 100% 1
19 20 0 30 40% 100% 0.57
20 12 2 9 52.6% 83.3% 0.65
21 25 0 1 96.2% 100% 0.98
22 7 1 8 42.9% 85.7% 0.57
Total 849 Median  91.8% 100% 0.93

5.7 RQ4: To WHAT EXTENT DO DEVELOPERS FIND THE PRO-
POSED FIXES FOR IDENTIFIED GHA CONFIGURATION
SMELLS RELEVANT?

RQ4 methodology: To externally validate and assess the practical relevance of the
identified GHA workflow smells, we conducted an open-source contribution study [184]:
we created pull requests (PRs) to popular and actively maintained GitHub repositories,
addressing the smells detected in their GHA workflow configurations. By submitting these
pull requests, we aimed to gauge the receptiveness of the open-source community to our
proposed changes and gather insights into the smells that we observed in RQ2. We acquired
approval from the Human Research Ethics Council of our university and followed their
guidelines throughout the study.

For our contribution study, we selected 40 projects on GitHub using the same criteria
detailed in RQ3. For each of these projects we ran our tool discussed in RQ3 on their
GHA workflows to identify their smells. Subsequently, we strategically prepared PRs by
addressing multiple smells per PR, to ensure that each smell received at least one reaction
across all submissions. The PRs included explanations of the smells they aimed to fix (see
Figure 5.1). To ensure transparency, we explicitly mentioned that the contribution was
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limit github token permissions, fix cli action for fork runs #10870
mergcd 1 commitinto localstack:master from :fix—gha—smells 0 5 days ago

B Conversation 9 -o- Commits 1 Fl Checks 14 Files changed 1
[oweom_pommente iast wesk Conrbutr
Hey! (&

I've made the following changes to the workflow:

= Use permissions whenever using Github Token
o Permissions should be used when using the GitHub token as this token full access to the whole repository otherwise
meaning that malicious code can tamper with the whole repository.

* Run tests on multiple 0S's
o Running the tests on multiple OS's provides a better test suite as all the functionality will be tested on the supported
0S's by the platform.
« Define permissions for workflows with external actions
o Permissions should be used when running actions written by other developers because there may be security leaks
exposed through these actions.

= Avoid uploading artefacts forks
@ Uploading artefacts from forks is usually unwanted behaviour, especially to places outside GitHub. Forks don't have
the correct credentials to do this and will therefore fail whilst uploading.

(These changes are part of a research Study at looking at GitHub Action Smells. Find out more)

@

Figure 5.1: An example of the submitted pull request, #35.

part of a research study and provided a link to a separate web page containing further
information about the study.

Table 5.6 and Table 5.7 displays the details of the submitted PRs, including their IDs,
associated GitHub projects, status, and the fixed smells. The order of projects is based on
the time of opening their associated PR. We submitted the PRs in April-May 2024, ensuring
that maintainers of the projects had at least 3 weeks to provide feedback. In total, out of the
40 submitted PRs, 32 received at least one response at the time of writing this paper, either
in the form of a comment, or a decision regarding merging or closing the PR. The responses
to the proposed fixes for the smells are as follows: 46 accepted smells V7, 34 rejected
smells P&, and 37 pending final decisions ‘ O ’. At the time of writing this paper, 15 PRs
were merged, 8 closed, and 17 pending. Among the pending PRs, 9 received comments and
are included in Table 5.6 and Table 5.7.

The analysis focused on the 165 comments received on our pull requests (PRs). We used
an open card sorting approach [180], which allows categories to emerge naturally from
the data without imposing pre-defined groups [140]. Initially, the first and second authors
independently coded 20% of the comments each. After agreeing on the codes, the second
author proceeded to code the remaining comments. The codes were then sorted using
sticky notes on a Miro board? for each smell, taking into account the state of the PR related
to that smell (merged, pending, or closed). The first and second authors collaboratively
performed the categorization by manually sorting the codes into groups during a joint

Zhttps://miro.com/
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Table 5.5: Type of comments received per each smell and the state of the associated PR(s).

PR State Clarification Ques- Suggest Edit Feedback
tion
Merged 2,3,4,5,20 4,6,7,9,10,11,12,18 1,3,4,6,7,9,12
Pending 1,2,4,6,13 4,5,7,10,11, 12,13 2,13, 15
Closed 2,4,11 - 1,2,4,5,6,10, 11, 12,
14, 15, 16, 17, 18, 19,
20, 21, 22

session. To ensure reliability and validity, they conducted a discussion meeting to review
the codes and categories until reaching a negotiated agreement [181].

RQ4 answer: The qualitative analysis of the comments received on the submitted pull
requests adds to quantitative data on accepted and rejected pull requests; it enables us to
better understand how maintainers perceive the identified GHA configuration smells, and
the proposed fixes.

Our qualitative analysis revealed seven general types of comments: (1) Clarification
Question: comments asking for further information or explanations regarding the pro-
posed changes; (2) Suggested Edit: comments providing suggestions to improve the
submitted PR; (3) Feedback: comments expressing opinions or concerns about the pro-
posed fixes for the smells, or discussing the judgments of the PR; (4) Automated messages:
Comments from software bots [185] that automate tasks or report to facilitate contribution;
(5) Decision-related comments: comments regarding the decision to accept or reject
the contribution; (6) Appreciation: comments expressing gratitude for the submitted
contribution; and (7) Unrelated comments: comments not directly related to the proposed
changes, e.g., mentioning other maintainers to review the PR.

We focus on the first three types of comments received on PRs related to each smell, as
they provide relevant information about how maintainers perceived our identification and
fixes of the GHA configuration smells. The details of this qualitative analysis are available
in our replication package [182].

Clarification Questions: were related to the purpose and impact of the proposed changes
to fix a smell (Smell 1, 2, 3, 4, 6, 11, 12, 13, 15, 19, and 20). Maintainers sought to better
understand how fixing the smells will impact their workflow. Figure 5.2 shows an example
related to Smell 1, where the developer asks questions to better understand how permission
configuration of the workflow works.

In 5 cases of a smell fix, our PRs were merged after addressing clarification questions,
while in 7 cases, the proposed fixes were rejected (see Table 5.5). The reasons for rejection
varied. For PR 29273, maintainers stated that they would consider an alternative solution
for Smell 2, but since the workflow’s task was not critical, they decided against making
changes. In PR 28909, a maintainer expressed concerns about the trade-offs of fixing
Smells 11, 15, and 19, as modifying the functioning workflow could lead to unintended
consequences, potentially compromising its stability. Another maintainer in the same PR
argued that addressing Smells 4 and 12 would introduce a trade-off between maintainability
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Table 5.6: List of repositories that received at least a response from the maintainers (Smells 1-11). The complete
list of opened PRs is available in our replication package [182]. Accepted smells are shown with a -’, rejected
smells with a ’, and smells pending a final decision witha * O .

# Project # Stars Status PRID Fixed Smells
1 2 3 4 5 6 7 8 9 10 11
1 Jackett/Jackett 11.4k  Merged 15274 - - - - - - - - - -
2 jquery/jquery 58.9k  Closed 5480
3 oracle/graal 19.8k Pending 8836
4  prisma/prisma 37.5k  Merged 23965
5 nuxt/nuxt 52.4k  Merged 26937
6 cypress-io/cypress 46.2k  Merged 29416
7  dotnet/AspNetCore.Docs 12.4k  Merged 32420
8 ray-project/ray 31.5k  Merged 44990
9 parcel-bundler/parcel 43.2k  Pending 9672
10 halo-dev/halo 32k Merged 5809
11 doocs/leetcode 29.2k  Merged 2677
12 spacedriveapp/spacedrive 29.1k  Merged 2412
13 unoplatform/uno 8.5k  Merged 16508
14 scikit-learn/scikit-learn 58.4k  Closed 28909
15 microsoft/semantic-kernel 18.6k Pending 6041
16 keycloak/keycloak 20.2k  Closed 29164 - - - - - - - - -
17 getsentry/sentry 37.1k  Closed 69915 € >€ - - - - - - - -
18 dbeaver/dbeaver 37.8k  Closed 29273 — - %_ - - - -
19 commaai/openpilot 482k Closed 32326 - - - - - - - - - - -
20 abpframework/abp 123k Pending 19665 - O - - O - - - - - -
21 App-vNext/Polly 1.2k Merged 2097 - - - -— - - - - -
22 jenkinsci/jenkins 22.5k  Pending 9236 O - - - - O - - - - -
23 trpc/trpc 33k Closed 5702 - - - - - - - - - - -
24 appwrite/appwrite 415k Pending 8075 - - - O - O - - - - -
25 gui-cs/Terminal.Gui 9.2k  Pending 3449 - - - oO--0- - -
26 gpt-engineer-org/gpt-engineer 50.8k  Merged 1156 - - - - - -— - - - -
27 cheeriojs/cheerio 279k  Merged 3826 - - - - - - - [l- - -
28 remix-run/remix 28.1k Pending 9478 O O - - O - - - - - -
29 localstack/localstack 52.5k Merged 10870 - - - - - - - - -
30 netty/netty 329k  Closed 14077 - - - - - - - - - -
31 openzipkin/zipkin 16.8k  Merged 3770 - - - - - - - - - - =
32 google/gson 23k Pending 2684 - - - - O - - - - - -
Summary: 40 Opened PRs, 15 Merged, 8 Closed, 17 Pending
Total Accepted: 3 2 2 1 4 4 3 5 3 4
Total Rejected: 23 01 1 10 1 0 1 2

and resource optimization. Fixing these smells would require adding more “if” statements
to prevent running the workflow on forks, which would optimize resource usage. However,
this optimization comes at the cost of reduced maintainability, as the additional conditional
statements make the workflow harder to understand and modify. We see indications that
the maintainers tend to prioritize maintainability over resource usage optimization of their
project’s forks. Lastly, in PR 23965, the attempt to fix Smell 19 by running tests on multiple
operating systems using a matrix strategy led to a trade-off between test coverage and
developer productivity. The increased number of jobs resulted in a higher occurrence of
false positives due to flaky tests, requiring developers to manually verify more test cases.
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Table 5.7: List of repositories that received at least a response from the maintainers (Smells 12-22). The complete
list of opened PRs is available in our replication package [182]. Accepted smells are shown with a -’, rejected
smells with a ’, and smells pending a final decision witha * O .

# Project # Stars Status PRID Fixed Smells
12 13 14 15 16 17 18 19 20 21 22

1 Jackett/Jackett 11.4k  Merged 15274 - - - - - - - - - - -
2 jquery/jquery 58.9k  Closed 5480 - - X -
3 oracle/graal 19.8k Pending 883 - O @) - -
4 prisma/prisma 375k Merged 23965 - - - -
5 nuxt/nuxt 52.4k  Merged 26937 - - - -
6 cypress-io/cypress 46.2k  Merged 29416 - - - -
7  dotnet/AspNetCore.Docs 12.4k  Merged 32420 - - - -
8 ray-project/ray 31.5k  Merged 44990 - - - -
9  parcel-bundler/parcel 43.2k Pending 9672 - - - -
10 halo-dev/halo 32k Merged 5809 - - -
11 doocs/leetcode 29.2k  Merged 2677 - - -
12 spacedriveapp/spacedrive 29.1k Merged 2412 - - - -
13 unoplatform/uno 8.5k  Merged 16508 - - - -
14 scikit-learn/scikit-learn 584k  Closed 28909 - -
15 microsoft/semantic-kernel 18.6k Pending 6041 - - - -
16 keycloak/keycloak 20.2k  Closed 29164 - - - -
17 getsentry/sentry 37.1k  Closed 69915 - - - -
18 dbeaver/dbeaver 378k  Closed 29273 - - - -
19 commaai/openpilot 482k  Closed 32326 - - - -
20 abpframework/abp 123k Pending 19665 - - o -
21 App-vNext/Polly 1.2k Merged 2097 - - - -
22 jenkinsci/jenkins 22.5k  Pending 9236 O - - -
23 trpc/trpc 33k Closed 5702 - - -
24 appwrite/appwrite 415k Pending 8075 O - - -
25 gui-cs/Terminal Gui 9.2k Pending 3449 O - - -
26 gpt-engineer-org/gpt-engineer 50.8k Merged 1156 - - -
27 cheeriojs/cheerio 27.9k  Merged 3826 - - -
28 remix-run/remix 28.1k Pending 9478 - - - -
29 localstack/localstack 52.5k  Merged 10870 - - - -
30 netty/netty 329k  Closed 14077 - - - -
31 openzipkin/zipkin 16.8k Merged 3770 - - - -
32 google/gson 23k Pending 2684 - - - -

Summary: 40 Opened PRs, 15 Merged, 8 Closed, 17 Pending
Total Accepted: 5 1
Total Rejected: 2.0

Consequently, the expanded testing effort reduced developer productivity, as they spent
more time on testing-related tasks rather than other aspects of development.

Suggested Edits: maintainers suggested edits for 10 of the smells, falling into two cat-
egories: 1) alternative smell fixes and 2) typographical corrections. In terms of
alternative smell fixes (Smell 4, 9, 10, and 12), developers proposed different approaches to
address these smells compared to our original fixes, aiming to enhance workflow reusabil-
ity and maintainability (Figure 5.3). These alternative solutions can provide insights into
resolving smells while aligning with project-specific needs. Secondly, maintainers iden-
tified and suggested typographical corrections for our submitted PRs, such as incorrect
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.github/workflows/upload_release_asset.yml ( Outdated )

@@ -13,6 +13,7 @@ jobs:
13 13 FOSSA_API_KEY: ${{secrets.FOSSAAPIKEY}}
14 14 repo-token: B{{ secrets.GITHUB_TOKEN }}
15 15 GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}
16 + permissions: {}
Anonymized onApr26 Member

Double blind We need to specify the permissions we want here right? What happens if this object is empty?
https://docs.github.com/en/actions/using-workflows/workflow-syntax-for-github-
actions#jobsjob_idpermissions

Figure 5.2: Example of a comment asking a clarification question.

capitalization. The suggested edits confirm the maintainers’ receptiveness to accepting
smell fixes, as confirmed by Table 5.2, which shows that no PRs receiving edit suggestions
were closed.

Anonymised on Apr 29 Member

I generally use the organization name only, so it's easier to reuse the code in multiple repos. (Yes, I know it's a
copy / paste reuse, but still...)

Suggested change
= if: ${{ github.repository == 'dotnet/AspNetCore.Docs' }}

+ if: ${{ github.repository_owner == 'dotnet' }}

Figure 5.3: Developer providing a different fix to Smell 4.

Feedback: maintainers provided three categories of feedback: 1) positive feedback
on the impact of fixing the smell (Smell 3 and 7): maintainers acknowledged that
fixing Smell 3 improves the developer experience, and for Smell 7, they confirmed that
the workflow functions as expected after the changes. 2) skepticism about the value
of the contribution (Smell 1, 2, 4, 6, 10, 11, 12, 14, 15, 17, 20, 21): maintainers expressed
doubts about the usefulness of the proposed fixes, finding the purpose of the PRs unclear
or questioning the necessity of modifying functioning workflows (Figure 5.4). In PR 32326,
Smell 14 and 21 were rejected because the maintainers found the explanations regarding
the smells unclear. Moreover, Smell 4, 10 and 12 received conflicting feedback in two PRs,
where maintainers were uncertain about GitHub’s policy on running workflows on forks,
leading them to question the relevance of the smells. Ultimately, PR 2097 was merged,
while PR 28909 was closed, with the maintainers’ doubts about GitHub’s policy about
running project’s workflows on its forks being the primary reason for their skepticism.
Additionally, PR 28909, which aimed to fix Smell 11, 12, 15, and 20, was closed due to the
developers’ concerns about potential side effects. However, since at least one other PR
addressing these smells was merged, we believe that a more thorough explanation of the
smells could have helped alleviate the maintainers’ skepticism. Moreover, reporting a
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calculation of the impact of smell fixes along with the PR, similar to what Durieux has done
in a contribution study of Docker smells [186], can address this skepticism about fixing
GHA smells in future studies. Two PRs addressing Smell 1, 2, 15, 16, and 18 also received
feedback indicating that the maintainers preferred discussing changes to workflows before
submitting PRs. In these cases, the maintainers’ reluctance to accept external contributions
that change infrastructure-related aspects of the project, such as GHA workflows, was
evident. Overall, the skepticism regarding the value of the proposed smell fixes appears
to stem from two main factors: first, maintainers’ uncertainty about the relevance and
necessity of the fixes, particularly for functioning workflows, highlighting the importance
of clear and comprehensive explanations when proposing changes. Second, the culture of
open-source projects, which tends to be cautious about accepting external contributions that
modify infrastructure-related aspects, such as GHA workflows, without prior discussion
[“appreciate the contribution but please in the future discuss changes to infrastructure...”, PR
69915]. 3) explanations for why the smell is not applicable (Smell 2, 4, 9, 10, 12, 15, 17,
19, 22): maintainers indicated that the workflows in question do not perform critical tasks
(Smell 2, 15, 17, 19, 22), or expressed deliberately keeping upload artifacts actions on forks
because they need it (Smell 10 and 11), [ “we want to upload artifacts because we need them
later, also forks will or might need them, I see no reason to add a condition for this.”, PR 29164].

Anonymised commented on May 3 Member

Thanks for investigating this. I think people will ask a few questions about the changes. The trouble with changes to
workflows like this is that things that look innocent can have big unexpected consequences. From harmless things like
"workflow isn't correct anymore” to "subtly introduce a vulnerability” - this makes people ask probing questions. This is a
good thing IMHO but could be misunderstood as "grumpy old people" behaviour. So I thought it was worth mentioning it.

®

Figure 5.4: An example of maintainers skeptical about changing the workflow.

To answer RQ4, we analyzed the reactions received for each smell (3¢ and [/ in
Table 5.6 and Table 5.7) and identified three groups: 1) mostly accepted smells, which received
at least 2 acceptances and at most 1 rejection, indicating maintainers’ receptiveness to
fixing these smells in their workflows; 2) mostly rejected smells, which had more rejections
than acceptances, with at least two non-pending PRs, suggesting that developers were
generally not open to accepting the proposed fixes; and 3) smells with mixed opinions or
insufficient responses, which received both positive and negative reactions or had only one
non-pending PR, indicating no clear consensus regarding the importance or relevance of
these smells.

Mostly accepted: 7/22 smells are considered mostly accepted (Smell 3, 5, 6, 7, 8, 9, and 10)
and were merged in 14 projects (Table 5.6 and Table 5.7). Out of these smells, 3 received no
rejections (Smell 3, 7, and 9), while 4 received 1 rejection each (Smell 5, 6, 8, and 10). Smell 5
was rejected in PR 69915 because of project’s culture of not accepting external contribution
to infrastructure-related aspects of the project. Similarly, Smell 6 was rejected in PR 29273
through feedback indicating that the maintainer did not consider the contribution valuable
in case of their simple workflow. Smell 8 and 10 were rejected in PR 29164 due to the
existing workflow logic already handling the skipping of runs based on modified code
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areas, and the maintainer mentioned that artifacts are needed by other workflows being run
on forks, aligning with the category of “explanations for why the smell is not applicable.”
While a few rejections occurred, e.g., due to project-specific factors, the overall positive
receptiveness of developers regarding these smells highlights their recognition of the value
in fixing them.

Mostly rejected: 6/22 smells were mostly rejected: Smell 2, 14, 15, 17, 18, and 19. Smell 14,
and 19 were rejected in all PRs, with no acceptance. Smell 15 and 19 had the most rejections
(4 each), suggesting developers were not receptive to the proposed changes. For Smell 14
and 15, maintainers showed “skepticism about the value of the contribution”. Smell 19 was
rejected because maintainers “did not find the smell applicable to their project”. These
findings highlight that certain smells were rejected due to maintainers’ skepticism about
the value of the contribution or its relevance to their projects, or project-specific reasons
making the smells inapplicable.

Mixed opinions/inconclusive: 9/22 smells received mixed opinions or insufficient re-
sponses: Smell 1, 4, 11, 12, 13, 16, 20, 21, and 22. Smell 4, 16, and 20 have an equal number
of rejections and acceptances, preventing strong conclusions about their perception by
developers. Smell 1, 11, and 12 have 3, 4, and 5 accepted PRs, respectively, but were also
rejected twice due to developers showing “skepticism about the value of the contribution”
Despite the higher acceptance rate, the presence of multiple rejections prevents us from
confidently stating that developers were receptive about these smells. Smell 13, 21, and 22
received only one response each, with the remaining PRs pending, providing insufficient
data to draw conclusions about their perception by developers. In summary, the mixed
opinions and limited responses for these smells necessitate further investigation.

,_[ RQ4 Summary } <

While there was a consensus among maintainers regarding the relevance and value
of fixing 7/22 smells (Smell 3, 5, 6, 7, 8, 9, and 10), as indicated by their acceptance,
6/22 smells (Smell 2, 14, 15, 17, 18, and 19), were mostly rejected, suggesting a lack of
consensus on the applicability or importance of the proposed fixes for these smells
in their projects. Additionally, there were 9/22 smells (Smell 1, 4, 11, 12, 13, 16, 20,
21, and 22) that received mixed opinions or insufficient responses, preventing a
clear consensus about their perception by developers.

5.8 DISCUSSION

This study provides insight into the existence and relevance of seven GHA workflow
smells, which have been validated by open-source developers through our contribution
study. The novelty of this work lies in the bottom-up approach that we have taken to
identify these seven workflow smells: from identifying frequent change patterns in GitHub
Actions workflows, to analyzing the negative side effects that are alleviated through the
change patterns and thus establishing a set of candidate workflow smells, to validating the
candidate smells through a contribution study. Through this process, we were also able to
identify a new smell, namely: Smell 10: “Avoid uploading artifacts on forks”.

The identification of Smell 10 is a key contribution of this study, as it highlights the
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resource usage optimization with avoiding uploading artifacts on forked repositories. The
validation of this smell through open-source contributions, demonstrates its relevance and
importance in the context of GHA workflow optimization.

The other six smells identified in this study were previously discussed in the literature,
with five of them (Smell 5, 6, 7, 8, and 9) presented as optimization techniques, and one
(Smell 3) flagged as a security concern (Table 5.4). However, prior to our study, there was
a lack of evidence regarding developers’ perceptions and willingness to accept fixes for
these smells. Our contribution study fills this gap by providing valuable insights into
how developers view these smells and their readiness to accept the PRs fixing them. The
acceptance of fixes by developers for all seven smells, including the newly introduced Smell
10, suggests that addressing these issues is considered important and beneficial by the
maintainers of the projects that we worked with.

We developed automated smell detectors for the GHA configuration smells. The
evaluation of these detectors showed promising results, with the majority exhibiting high
precision, recall, and F1-scores (0.84 - 1). However, Smell 10 had a lower F1-score (0.62), as
our detector only considered two common artifact upload actions on GHA. Future work
should analyze more upload actions to improve the detector’s F1-score.

The rejection and mixed opinion of the maintainers of the projects in our contribution
study other 15 candidate workflow smells, makes us less confident about their relevance.
In future research, we intend to expand the contribution study and set up interviews with
maintainers to better understand the relevance of these smells in different project contexts.

5.8.1 IMPLICATIONS & FUTURE WORK

The findings of this study have several implications for researchers, tool developers, and
practitioners working with GitHub Actions:

Awareness of GHA workflow smells: the identified smells provide a foundation for
understanding common issues in GHA configurations. Researchers and practitioners can
leverage this knowledge to develop best practices and create educational materials that raise
awareness [52, 112] about these smells, ultimately helping developers prevent, identify,
and address them in their GHA workflows.

Tool support for smell detection and refactoring: the automated smell detectors
developed in this study can be integrated into existing GHA development tools or inte-
grated development environments (IDEs) to provide real-time feedback and suggestions
for improving workflow configurations [18, 19, 103].

Empirical studies on workflow smells: for some candidate workflow smells, we re-
ceived mixed opinions on their relevance, which could be explained by project-specific
circumstances. Further study is needed to better understand how context influences the
perception and importance of smells.

5.8.2 THREATS TO VALIDITY

This section discusses potential threats to the validity of our study and the steps taken to
mitigate them [187]:

External validity: the identified smells and their validation are based on a sample of 83 and
40 GitHub projects, respectively, which may not be representative of all GHA workflows.
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To mitigate this threat, we selected popular, active projects with diverse programming
languages, sizes, and domains.
Internal validity: the identification of workflow smells and the development of automated
detectors relied on the authors’ expertise and interpretation of the frequent change patterns
which formed the internal validation of the potential smells. To mitigate potential biases,
two authors independently reviewed the change patterns and discussed any disagreements
until a consensus was reached. Additionally, we associated the identified potential smells
with other studies on GHA and CI/CD to mitigate our own bias.
Conclusion validity: the conclusions drawn from the contribution study (RQ4) are based
on a limited number of PRs and subjective opinions, potentially affecting generalizability.
Many candidate smells received mixed or insufficient feedback due to the limited number of
contributions. Future larger-scale studies, or survey/interview studies with more developers
could strengthen the findings.

We followed a rigorous methodology and thoroughly documented the source code,
scripts, and procedures to ensure replicability, enhancing transparency and reliability. We
provide an replication package with all our materials [182].

5.9 CONCLUSION

This study provides insights into the existence and relevance of seven GitHub Actions
(GHA) workflow smells. Employing a bottom-up approach, by analyzing frequent change
patterns in 10,012 commits from 83 projects, we identified 64 change patterns grouped into
8 categories (RQ1).

From these frequent change patterns, we identified and defined a candidate list of of 22
potential GHA workflow smells (RQ2). The external validation confirmed the relevance
of six previously discussed smells and identified a new smell, Smell 10: “Avoid uploading
artifacts on forks”, highlighting optimization of resource usage. Custom smell detectors
(RQ3) showed promising results, with F1-scores ranging from 0.84 to 1 for most smells,
except for Smell 10 with a lower recall due to considering limited actions for uploading
artifacts in our detector. The contribution study (RQ4), involving 32 pull requests, provided
insights into developers’ perceptions and willingness to accept fixes, which enabled us to
validate 7 out of the 22 candidate GHA workflow smells as actual smells.

The insights of this study can inform future research and tool development efforts in
GHA workflow optimization and maintenance, supporting the growing adoption of GHA
in the GitHub software development ecosystem.
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BEYoND THE YAML FILE:
UNDERSTANDING REAL-WORLD
GiTHUB ACTIONS WORKFLOW
ADOPTION

Continuous Integration and Continuous Deployment (CI/CD) have become fundamental to
modern software development, with GitHub Actions (GHA) emerging as a dominant automa-
tion platform. In this study, we analyze real-world execution records of GHA, examining how
developers react to workflow failures, how these workflows are utilized by projects, and how
these aspects relate to project characteristics. We quantitatively analyze 258,300 workflow run
records from 952 repositories and perform an in-depth qualitative analysis of 21 selected, diverse
GitHub repositories to understand how maintainers and contributors interact with workflow
results. We identify three distinct failure response patterns, observe that higher usage intensity
of GHA workflows correlates with lower failure rates, and uncover a configuration-usage gap
where the presence of configuration files masks disabled or unused workflows. Moreover, our
qualitative analysis of relationships between project characteristics and utilization patterns
yields five hypotheses for future validation.

6.1 INTRODUCTION

Continuous Integration and Continuous Deployment (CI/CD) have become pillars of mod-
ern software development, enabling teams to automate testing, building, and deployment
processes [24, 26, 66, 119, 132, 188-190]. GitHub Actions (GHA), introduced in 2019, has
rapidly emerged as one of the most widely adopted CI/CD platforms, offering developers a
powerful yet accessible framework for workflow automation directly integrated with their

This chapter is based on [B A. Khatami, C. Brandt, and A. Zaidman. “Beyond the YAML File: Understanding
Real-World GitHub Actions Workflow Adoption.” In Proceedings of the 30th International Conference on Evaluation
and Assessment in Software Engineering (EASE), 2026.
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source code repositories [138, 191]. While the potential benefits of workflow automation
are well-documented [20, 24], realization of these benefits depends on how development
teams utilize tools in practice [58].

Existing studies [138, 166, 172] analyze static workflow configuration (YAML) files
defining automation steps, taking the presence of configuration files as a proxy for usage.
However, studies on static analysis tools revealed a significant gap between configured
tools and their actual usage [18, 192]. Many projects maintain configuration files for tools
that are not or rarely used, or whose results are consistently ignored by developers [193].
This disconnect suggests that configuration files alone provide an incomplete view of how
automation technologies impact software development processes.

In this study, we instead examine workflow run data: the execution records of GHA
workflows. This includes the events that trigger runs and run outcomes. We qualitatively
analyze the responses of developers to failures through subsequent commits and pull
request (PR) discussions to develop a richer understanding of GHA’s role in modern
software development processes. We address the following research questions:

RQ1 What are the observed GitHub Actions utilization patterns?

Following a quantitative approach for RQ1, we examine utilization intensity (number of
runs and failure rates) and trigger patterns (events causing workflow executions). This
reveals how frequently failures occur and whether intensive workflow adoption correlates
with failure rates.

RQ2 How do developers react to GitHub Actions workflow failures?

To understand the effect of GHA adoption on development processes, we first focus on
failure points in pull requests and main branches, as they enable us to analyze subsequent
developer actions that address these failures.

RQ3 What relationships exist between project characteristics and GitHub Actions
utilization patterns?

For RQ3 we examine relationships between project characteristics and the patterns identi-
fied in RQ2 and RQ1 through a qualitative analysis of 21 repositories. Given the complexity
beyond simple categorical mappings, we propose hypotheses for future validation rather
than definitive conclusions.

To answer these questions, we quantitatively analyze run records from 765 repositories
based on a dataset of 952 GitHub projects [172]. Then we systematically select 21 reposito-
ries for a qualitative analysis based on three key dimensions: popularity, workflow run
frequency, and failure rates. We conduct in-depth analysis of each repository, examin-
ing workflow run records, developer interactions in PRs, associations between workflow
runs and commits (both in PRs and the main branch), and the contextual characteristics
of projects. Our previous study’ established that quality assurance (QA) practices vary
considerably across different development contexts [52]. The adoption and effectiveness
of these practices are influenced by numerous factors including team size, technology

IChapter 4 of this dissertation
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stack, and development methodology. GHA workflows, as a mechanism for automating
QA activities, likely exhibit similar contextual dependencies.

By examining how development teams interact with GitHub Actions in practice, our
research contributes a more nuanced understanding of GitHub Actions workflow
adoption than configuration analysis alone could provide. We identify patterns in how
developers respond to workflow failures, recognizing common workflow utilization pat-
terns, and examine relationships between these patterns and project characteristics. These
findings can be the basis for future studies of GHA practices, grounding them in rich
observational data.

Our paper is structured as follows: in Section 6.2 we review GitHub Actions studies.
We then describe our methodology for our mixed-methods analysis in Section 6.3. In
Sections 6.4 through 6.6 we present our findings regarding workflow utilization patterns
across different project contexts (RQ1), developer responses to workflow failures (RQ2),
and we explore relationships between these patterns and project characteristics (RQ3).
Section 6.7 presents a discussion of the implications of our study. We conclude our paper
with Section 6.8.

6.2 BACKGROUND

GitHub Actions (GHA), introduced in 2019, has rapidly become the dominant Continuous
Integration and Continuous Delivery (CI/CD) automation tool within the GitHub ecosystem,
largely due to its deep integration and the provision of free resources to open source
projects [106, 194, 195]. Quantitative studies of GHA configuration files demonstrated
widespread and growing adoption: 22% of popular projects adopted GHA according to early
studies [196], increasing to 37% for popular GitHub projects and up to 57% for repositories
utilizing the most popular programming languages [165]. Previous research explored
various facets of GHA adoption.

6.2.1 IMPACT ON DEVELOPMENT PRACTICES

Research on the impact of GHA shows that its adoption generally correlates with faster
resolution latency for pull requests (PRs) and issues, and increased commit frequency [196].
However, other studies report a more nuanced picture, noting an increase in rejected PRs
and fewer commits in merged PRs [87, 166], with accepted PRs receiving more discussion
comments and taking longer to merge after adoption [166].

6.2.2 ECOSYSTEM STRUCTURE AND EVOLUTION

Studies describe GHA workflows and reusable components (Actions) as a complex, rapidly
evolving ecosystem [138, 176]. Workflows, defined by jobs and steps, undergo continu-
ous modification [138] including fixing YAML syntax errors, debugging, and updating
instructions, leading researchers develop specialized tools for tracking commit changes
of workflow configurations [197, 198]. Although Action reuse is widespread [138, 176],
most workflows reference outdated releases, typically lagging at least seven months behind
the latest version [176]. Moreover, analyses estimate an average annual cost of $504 for
GHA adoption of paid-tier repositories, while optimizations in resource consumption are
underutilized [172].
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6.2.3 SECURITY AND VULNERABILITY MANAGEMENT
A major focus of studies has been the security risks in the GHA workflow configura-
tions [165, 168, 170, 171, 194]. 99.8% of workflows are over-privileged with default read-
write access, and 23.7% are exploitable for arbitrary code execution via PRs [170]. Vulnerable
third-party actions are common [170], and security recommendations such as using commit
hashes are followed by fewer than 3% of repositories [176]. Security tools like CodeQL
remain underused; only 13.5% of top repositories enabling CodeQL actually use it [165].
Developers also cite security and complexity concerns when selecting Actions [199].
Most empirical research statically analyzes workflow configuration (YAML) files found
in the .github/workflows directory, using their presence as a proxy for adoption and us-
age [138, 166, 172]. Only Bouzenia and Pradel [172] focus on resource optimization of GHA
workflows. The novelty of this paper is to analyze workflow run data, i.e., the execution
records of GHA workflow runs including their trigger events and outcomes with qualita-
tive analysis of developers’ reactions to them. This approach is necessary to gain a more
nuanced understanding of GHA workflow adoption.
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Figure 6.1: Methodology Overview

6.3 METHODOLOGY

We conducted an exploratory analysis of GitHub Actions (GHA) workflow adoption through
a mixed methods analysis of workflow runs. This section explains our data collection
process, repository sampling strategy, and the manual analysis approach used to answer
our research questions. An overview is depicted in Figure 6.1.

Our study focuses on analyzing execution data from GHA workflows and related
contextual information of repositories. We examine the recorded workflow runs? from the
GitHub API, whether these runs pass or fail, how they were triggered, their associated pull
requests (PRs) or commits, and how developers react to these outcomes. We define workflow
run data as the execution history of GHA workflows, including timestamps, trigger events®,
GitHub page URLs, status and conclusion, associated commits, PRs, users, and branches.
We examine these execution records in combination with observable developer reactions
on PR and branch web pages.

ZWorkflow Run” is the exact terminology used by GitHub, more details of these records are available at https:

//docs.github.com/en/rest/actions/workflow-runs?apiVersion=2022-11-28#get-a-workflow-run
SEvents that trigger workflows: https://docs.github.com/en/actions/reference/workflows-and-actio
ns/events-that-trigger-workflows#about-events-that-trigger-workflows


https://docs.github.com/en/rest/actions/workflow-runs?apiVersion=2022-11-28#get-a-workflow-run
https://docs.github.com/en/rest/actions/workflow-runs?apiVersion=2022-11-28#get-a-workflow-run
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6.3.1 DATA COLLECTION

Our goal is to identify GitHub repositories that actively use GHA and, thus, have workflow
run data available for analysis. This presents two challenges: (1) finding a representative
sample of repositories using GHA, and (2) ensuring these repositories have accessible
execution history. To address these challenges, we begin with an existing dataset while
recognizing that GitHub’s workflow run retention policy* would require us to collect fresh
data.

We use the dataset by Bouzenia and Pradel [172], which contains 952 GitHub reposito-
ries with workflow run histories. This dataset has a balanced representation of popular
repositories (600 with 100+ stars and commits) and less popular ones (352 with fewer than
100 stars). Of the initial 952 repositories, 946 were still publicly available at the time of
data collection. We used the GitHub API to collect fresh workflow run data from these 946
repositories, of which 765 contained workflow runs. To collect sufficient data while staying
within reasonable API usage limits, we collected up to 1000 run records per repository>,
yielding 258,300 run records collected at the end of 2024 (Figure 6.1 - @). We filtered
213,640 non-bot-triggered runs across 742 repositories to analyze for RQ1 (Section 6.4).

Our data collection pipelines, available in our replication package [200], queried the
GitHub API for recent workflow runs, commit histories, and other repository metadata,
saving them into a MongoDB database [200] for subsequent analysis.

6.3.2 CATEGORIZATION AND SAMPLING STRATEGY

To capture GHA adoption patterns, we classified the 765 repositories with workflow runs
using three attributes: popularity (stars + forks), workflow activity (total run count), and
workflow failure rate (percentage of failed runs). We chose these dimensions to represent
project scales, CI/CD adoption levels, and failure response contexts essential for our
research questions (Figure 6.1 - @).

Each attribute was split into high/low categories using median thresholds, creating 8

combinations (2x2x2) as shown in Table 6.2. Analysis of the population showed relatively
balanced distribution across these groups, ranging from 9.4% to 15.7% of repositories per
group, outlining that no single usage pattern dominates. While one repository per group
could provide insight into each GHA adoption pattern, we selected multiple repositories
from most groups based on observed diversity within groups and the need to capture varied
adoption approaches within each categorization groups.
Sampling Approach: we selected 21 repositories using purposive sampling to ensure
representation across all 8 classification groups (Table 6.2 and Figure 6.1 — ®). Rather than
proportional sampling, we varied the number of repositories per group (1-5 repositories)
based on research value, where some patterns (e.g., low-activity projects with low number
of runs and high-activity with high number of runs) needed more examples to understand
diverse utilization approaches, and practical coverage to ensure every combination was
represented without missing important behavioral patterns.

“https://docs.github.com/en/actions/administering-github-actions/usage-1limits-billing-and
-administration#workflow-run-history-retention-policy

SThis threshold reflects both API constraints and our pattern-identification goal. Collecting beyond 1000 runs per
repository would require more resource and time while providing limited additional insight, as high-volume
repositories represent a small minority with predominantly bot-triggered workflows.
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Table 6.1: Sampled Repositories Categorization Attributes

ID Repository Pop. Pop.G Comm. Comm.G Runs Run.G Run.Fail% Run.Fail.G

R1 trusttoken/ 450 low 18 low 46 low 0.0 low
contracts-pre22

R2 nextcloud/ocsms 240 low 32 medium 7 low 0.0 low

R3 ngageoint/ 393 low 37 medium 21 low 14.3 low
geopackage-js

R4 yandex-cloud/ 72 low 91 medium 37 low 8.1 low
serverless-plugin

R5 iouAkira/ 181 low 15 low 15 low 86.7 high
someDockerfile

R6 dotMorten/ 351 low 16 low 48 low 47.9 high
NmeaParser

R7 nemuTUl/nemu 370 low 20 low 126 low 6.3 low

R8 data-driven-forms/ 399 low 191 high 64 low 4.7 low
react-forms

R9  komamitsu/fluency 190 low 75 medium 234 high 16.2 high

R10 aws-cloudformation/ 416 low 103 medium 1000 high 27 low
cfn-lint-vscode

R11 boutproject/ 282 low 644 high 1000 high 20.5 high
BOUT-dev

R12 felix-fly/ 823 high 7 low 2 low 0.0 low
v2ray-openwrt

R13 Thinkmill/manypkg 974 high 47  medium 142 high 12.7 low

R14 webextension- 800 high 27 low 735 high 21.2 high
toolbox/
webext-toolbox

R15 prontolabs/pronto 2874  high 14 low 29 low 0.0 low

R16 ai/size-limit 8403  high 160 high 147 high 415 high

R17 le-soft/LCUI 4525 high 209 high 135 low 748 high

R18 tsl0922/ttyd 9214 high 73  medium 365 high 0.5 low

R19 RailsEventStore/ 1546  high 1151 high 1000 high 0.2 low
rails_event_store

R20 BeyondDimension/ 22097  high 1466 high 1000 high 25.6 high
SteamTools

R21 libepr/cpr 7599  high 294 high 1000 high 30.4 high

Pop: Popularity (stars + forks), Pop.G: Popularity group, Comm: Total commits since 2023,
Comm.G: Total commits group
Run.G: Run group, Run.Fail%: Failure rate percentage, Run.Fail.G: Failure group

Figure 6.2 demonstrates that our sampled repositories span the distribution across all

three classification dimensions (popularity, run counts, and run failure rates), ensuring
coverage of diverse values. While commit activity was not part of our classification, our
sample spans development activity levels capturing projects with varying development
intensities.
Sample Characteristics: our final sample ranges from less popular/active projects (72
stars+forks, 7 commits) to more popular/active ones (22,097 stars+forks, 1,466 commits),
with 2-1,000 workflow runs and failure rates from 0% to 86.7% (Table 6.1). This diversity
lets us analyze how GHA adoption and developer behaviors vary across different project
contexts. We intentionally keep repositories with very few runs, as we are also interested
to study project that have workflows configured but rarely use them.
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Figure 6.2: Distribution of sampled repositories (red dots, n=21) across the population. Our sample spans the

complete range across (a) repository popularity, (b) workflow run count, (c) failure rates, and (d) commit activity
since 2023.

We enriched this data with contextual attributes, including projects’ programming
languages, commit count, workflow configuration commit count, team and project size
indicators to facilitate deeper understanding of project contexts during our sampling and
manual analysis phases (Figure 6.1 — ®). These additional attributes are detailed in Table 6.3.
The complete dataset is available in [200].

6.3.3 MANUAL ANALYSIS THROUGH QUALITATIVE CODING
To answer RQ2 and RQ3, we conduct a manual analysis. For each of the 21 selected
repositories, we analyzed workflow run records (Figure 6.1 - ®), workflow configuration
files (Figure 6.1 - (®), and live interaction data® (Figure 6.1 - @), both from our API-collected
data (available in our dataset [200]) and live data on the repositories’ GitHub page.

Our manual analysis of each repository includes:

6Any form of interactions observable from the GitHub website Ul e.g., comments in pull requests, commit
messages, active/deactivated workflows.
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1. Workflow file configuration: analyzing the purpose of configuration files (.github/-
workflows/*.yml) and their commit history if and why they were updated.

2. Workflow run records: examining workflow run outcomes on main branches and
in pull requests, with particular attention to developers’ reactions to failures.

3. Developer interaction: analyzing commit messages after failures and discussions
in PRs to understand if and how workflow failures triggered actions.

4. Repository contextual information: analyzing characteristics like programming
language, team size, maintainer count, development style [85].

Our qualitative analysis (Figure 6.1 - ®) started with open coding and memo-writing
by the first two authors for each repository from the mentioned elements above. Both
authors analyzed repositories separately before merging the codes and grouping them into
higher-level codes. These were then categorized into broader themes through constant
comparison [154] with the original memos. The authors discussed the emerging groups
until reaching a negotiated agreement [201]. The analysis required substantial manual
effort to scavenge data from multiple sources and interpret the collected information
through systematic coding.

6.3.4 ANSWERING THE RESEARCH QUESTIONS

Our systematic qualitative coding process of 21 repositories, together with the quantitative
analysis of 765 repositories with run records, enabled us to understand workflow adoption
beyond their configuration files by examining the rich contextual data surrounding work-
flow adoption and developer interactions. We use this mixed-methods analysis to answer
our three research questions in Sections 6.4 to 6.6.

Table 6.2: Repository Sampling: 2x2x2 Classification

Group Pop %  Sampled Repositories n
L-L-L 105 13.7 R1, R2, R3, R4, R7 5
L-L-H 112 14.6 R5,R6 2
L-H-L 86 11.2 R8, R10 2
L-H-H 80 10.5 R9, R11 2
H-L-L 72 9.4 R12,R15 2
H-L-H 94 12.3 R17 1
H-H-L 120 15.7 R13,R18, R19 3
H-H-H 96 12.6 R14, R16, R20, R21 4
Total 765 100 21

Pop=Population count; %=Population percentage
Groups: Popularity-Runs-FailureRate (L=Low, H=High)
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Table 6.3: Repository Additional Information

ID Repository WEF.C Lang Trigger Event Distribution Mo.Gap U.Runs B.Runs

R1 trusttoken/ 0  Type- sch: 38, pr: 8 8.3 46 0
contracts-pre22 Script

R2 nextcloud/ 0 Java- sch: 7 1.4 7 0
ocsms Script

R3 ngageoint/ 4  Type- push: 19, dyn: 2 2.6 19 2
geopackage-js Script

R4 yandex-cloud/ 0  Type- pr: 18, push: 15, dyn: 4 14.2 20 17
serverless- Script
plugin

R5 iouAkira/ 6  Python push: 12, wd: 3 9.3 15 0
someDocker-
file

R6 dotMorten/ 10 C# push: 24, pr: 16, wd: 5, dyn: 3 13.0 48 0
NmeaParser

R7 nemuTUI/ 2 C push: 72, pr: 54 13.1 126 0
nemu

R8 data-driven- 0 Java- pr: 62, dyn: 2 15.1 51 13
forms/react- Script
forms

R9 komamitsu/ 4 Java pr: 196, push: 32, dyn: 6 13.0 50 184
fluency

R10 aws-cloud- 17 Java- sch: 878, pr: 78, push: 40, rel: 4 9.6 945 55
formation/ Script
cfn-lint-vscode

R11 boutproject/ 72 C++ push: 489, pr: 477, dyn: 20, sch: 3.3 880 120
BOUT-dev 14

R12 felix-fly/ 4 Shell push: 2 6.9 2 0
v2ray-
openwrt

R13 Thinkmill/ 4  Type- pr: 82, push: 60 11.7 136 6
manypkg Script

R14 webextension- 6  Type- pr: 572, sch: 67, push: 49, dyn: 15.3 159 576
toolbox/ Script 46, wd: 1
webext-toolbox

R15 prontolabs/ 4  Ruby pr: 22, push: 7 14.8 29 0
pronto

R16 ai/size-limit 15 Java- push: 90, pr: 57 12.8 144 3

Script

R17 lc-soft/LCUI 27 C push: 134, pr: 1 13.9 133 2

R18 tsl0922/ttyd 8 C push: 220, pr: 145 13.8 135 230

R19 RailsEvent- 108 Ruby sch: 960, push: 28, pr: 12 1.9 998 2
Store/rails_
event_store

R20 BeyondDi- 25 C# push: 791, pr: 98, create: 69, 13.1 901 99
mension/ delete: 42
SteamTools

R21 libcpr/cpr 40 C++ pr: 454, push: 426, dyn: 117, 7.1 883 117

rel: 2, wd: 1

WE.C: Workflow commits since 2023, Mo.Gap: Months between first and last run record
U/B.Runs: User/Bot runs. Event types: pr: pull_request, sch: schedule, dyn: dynamic, wd:
workflow_dispatch, rel: release
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6.4 RO1: WHAT ARE THE OBSERVED GITHUB ACTIONS
UTILIZATION PATTERNS?

Beginning our analysis, we investigate the broader patterns of how teams utilize GitHub
workflows across different repositories. We conduct quantitative analysis across 765
repositories with existing run records, examining the utilization intensity spectrum
(run counts and failure rates) and workflow trigger patterns (events triggering workflow
runs). This reveals how frequently run failures occur, whether intensive workflow adoption
correlates with failure rates, and which event types and combinations trigger workflow
executions in practice.

The workflow trigger analysis shows us what triggers runs based on the run records,
rather than their configuration. In this way, we can distinguish whether workflows are
activated as part of maintenance automation, or through development-driven triggers like
a push or a pull request.

6.4.1 UTILIZATION INTENSITY SPECTRUM

Repositories demonstrate an intensity spectrum from minimal to extensive workflow usage.
Correlation analysis reveals a statistically significant negative relationship between run
count and failure rate across 765 repositories: as workflow usage increases, failure rates tend
to decrease. Pearson’s coefficient assumes a linear relationship, so we report it alongside
two coefficients that assume only monotonicity [96, 97]: Pearson’s r = —0.230 (p < 0.001),
Spearman’s p = —0.079 (p = 0.028), and Kendall’s 7 = —0.067 (p = 0.007). All three agree in
sign and remain significant. This high usage can result from two distinct patterns: frequent
triggering of workflows due to active development (activity-intensive), or comprehensive
workflow configurations that execute many jobs per trigger (configuration-intensive). In
both cases, whether 50 workflow runs result from one event triggering 50 jobs or 50
separate events each triggering one job, the total run volume contributes to the observed
statistically significant negative correlation in Figure 6.3.

To discuss the different trends in Figure 6.3, we split the resitories into three visually
distinct but roughly equally sized buckets: low-usage (<100 runs, 45%), medium-usage
(100-499 runs, 26.5%), and high-usage (>500 runs, 28.5%). These thresholds separate three
observable behavioral patterns in Figure 6.3: the left cluster shows sporadic usage with
high failure variability, the right cluster shows sustained automation with more stable
failure rates, and the middle represents a transitional pattern’.

High-Usage Pattern (28.5% with >500 runs): these repositories show high run volumes
through two distinct approaches. RailsEventStore/rails_event_store exemplifies the
activity-intensive approach with 1000 runs and 0.2% failure rate during two months, gener-
ating volume through frequent development activity supported by 960 scheduled runs®
and an explicit culture of keeping all runs passing. boutproject/BOUT-dev represents the

"Note on threshold selection: The numerical thresholds (100 and 500 runs) presented in this section serve as
descriptive categories for interpreting patterns within our specific sample, not as generalizable classification
boundaries. These values emerged from visual analysis of our data distribution and are specific to our collection
period and sampling approach. The primary contribution is identifying the pattern of systematically decreasing
failure rates with increased usage intensity; the specific threshold values are artifacts of our sample and should
not be applied to other contexts.

8The schedule event allows to trigger a workflow at a scheduled time, like a cron job.
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Figure 6.3: Repositories Run Count vs. Run Failure Rate. Points are jittered horizontally to reduce overplotting.

configuration-intensive approach with 1000 runs and 20.5% failure rate across 50+ workflow
files during 3.3 months, reaching high run record volume through automation breadth
while tolerating higher failure rates (e.g., ignoring platform-specific failures “LGTM, fedora
failure is unrelated™).

Low-Usage Pattern (45% with <100 runs): these repositories show extreme variability in
their run outcomes. Successful minimal usage includes felix-fly/v2ray-openwrt (2 runs,
0% failure), prontolabs/pronto (29 runs, 0% failure), and trusttoken/contracts-pre22
(46 runs, 0% failure), exemplifying focused minimal automation. High failure rate minimal
usage includes iouAkira/someDockerfile (15 runs, 86.7% failure rate): this project creates
new workflow files per change and keeps pushing changes till they pass (using it as a
tool to publish to docker hub). In dotMorten/NmeaParser (48 runs, 31.3% failure rate) the
maintainer keeps pushing changes to fix failing workflows after making changes, which
results in many workflow failure records. These usage patterns with high failure rates
show experimental or trial-and-error approaches.

Medium-Usage Pattern (26.5% with 100-499 runs): these repositories show transitions
between low and high-usage patterns. webextension-toolbox/webextension-toolbox
shows 735 runs with a 21.2% failure rate, where 149 of 156 failures were bot-triggered, the
PRs were then closed by the bots (e.g., #1071, #1070, #1068, #1067, #1065, etc.) indicating
automation complexity without observable influence on the development. libcpr/cpr
demonstrates 883 runs with 6.9% failure rate while explicitly accepting failures (“CI failures
are expected and I will fix them soon”).

The key finding is that average failure rates decrease with higher usage intensity.
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Table 6.4: Trigger events: distribution and combinations

(a) Top 10 Trigger Event Distribution  (b) Top 10 Trigger Event Comb.

Event Type Runs % Event Combination Repos %
push 76,822 36.0 PR + push 238 43.3
pull_request 76,400 35.8 push only 85 15.5
schedule 39,637 18.6 PR + push + sched 67 12.2
dynamic 6,387 3.0 dyn+ PR+ push 40 7.3
pull_request_target 4,399 2.1 PR+ push + rel 26 4.7
issue_comment 2,650 1.2 schedule only 25 4.5
workflow_run 2,174 1.0 PR only 21 38
issues 1,743 0.8 PR + push + sched + WD 18 3.3
workflow_dispatch 1,654 0.8 PR+ push + WD 15 2.7
release 616 0.3 dyn + PR + push + sched 15 2.7

sched = schedule; dyn = dynamic; rel = release; WD = workflow_dispatch

This pattern suggests that sustained utilization of workflow automation (whether through
frequent usage or comprehensive configuration) correlates with lower failure rates, while
sporadic or experimental usage results in more variable failure rate.

6.4.2 WORKFLOW TRIGGER PATTERNS

Table 6.4-a summarizes our analysis of 213,640 non-bot-triggered’® runs in 742 reposito-
ries, showing that teams primarily use development triggers, with selective adoption of
scheduled triggers.

Development-Centric Trigger Events: we observe that push (36.0% of runs, primary in
332 repositories) and pull_request (35.8% of runs, primary in 250 repositories) account
for 71.8% of all runs. The most common repository strategy combines both triggers: 238
repositories (32% of all repositories) use the push + pull_request combination, enabling
coverage of both direct commits and PRs (Table 6.4-b).

Automation Focused Trigger Events: we see that teams selectively adopt automation-
focused trigger events. schedule triggers account for 18.6% of runs and serve as the
primary trigger in 108 repositories, similar to our observations in high-intensity utilizers
like aws-cloudformation/cfn-lint-visual-studio-code with 878 scheduled runs (out
0f 1000) for automated schema updates. dynamic triggers (3.0% of runs) represent automated
services like Dependabot and security scans, serving as primary triggers in 22 repositories
but appearing across more repositories as supplementary automation (Table 6.2-b).
Repository Trigger Diversity Patterns: repositories demonstrate variety in trigger
event usage, with an average of 2.5 events used per repository. We also observe that
an increased event diversity in a repository correlates with having more run records
(Figure 6.4). However, trigger concentration reveals strategic focus: 284 repositories (38.3%)
concentrate more than 80% of their runs in a single trigger event. At the other extreme,

Based on what we see in RQ2, we decided to exclude bot-triggered runs because they showed minimal meaningful
reactions compared to user-triggered runs and could skew our results.
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repositories like BeyondDimension/SteamTools utilize more trigger event diversity (791
push + 98 pull_request + 69 create + 42 delete).

The trigger pattern analysis reinforces our intensity findings: higher-usage repositories
(>100 runs) employ diverse trigger combinations, averaging 3.04 unique events, while
low-usage repositories (<100 runs) average 1.90 trigger event types. Due to the non-linear
relationship visible in Figure 6.4, we used Spearman’s rank correlation [97], which reveals
a strong positive correlation between trigger diversity and run count (p = 0.589, p < 0.001).
This pattern is consistent: 33.7% of low-usage repositories rely on single triggers compared
to 6.3% of higher-usage repositories.

,_[ RQ1 Summary ]

GitHub Actions utilization follows distinct patterns: High-usage repositories
have low failure rates (2.7-20.5%) with more diverse trigger combinations, while
low-usage repositories exhibit extreme variability (0-86.7% failure rates) with pre-
dominantly single-trigger strategies (33.7% use one trigger event). Development-
centric events triggers dominate: push (36.0%) and pull_request (35.8%) account
for 71.8% of runs. The negative correlation between run count and failure rates
combined with strong correlation between trigger diversity and usage intensity
indicates that repositories with sustained workflow usage develop more stable (less
failure rate) and comprehensive workflow adoption (diverse trigger events).

71 Spearman p = 0.589 o
p < 0.001
n = 742 repositories
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Figure 6.4: Trigger event diversity increasing as # of runs increase.
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Figure 6.5: Developer Response Patterns to Workflow Failures in PR and Main Branch Contexts

6.5 RQ2: How DO DEVELOPERS REACT TO GITHUB Ac-
TIONS WORKFLOW FAILURES?

After understanding the broader workflow utilization of our large sample of 765 repositories,
we investigate in more depth how developers react to workflow failures. As this focuses
on understanding the context and unique situations of the project, we opt for a qualitative
manual analysis.

Our analysis of workflow failure responses across our 21 sampled repositories (Section
6.3) reveals distinct patterns in how development teams handle GitHub Actions failures.
The patterns are not mutually exclusive; projects can exhibit multiple response behaviors.
Four repositories in our sampled dataset experienced no failures, so no reactions were
observed for them.

We distinguished workflow failures (1) in pull requests (analyzed through PR comments
and commits) and (2) on the main branch (tracked through subsequent pushes and timing),
as these contexts present different response opportunities and constraints. Figure 6.5
illustrates how our observed failure reaction patterns occur. We now discuss each pattern.

6.5.1 F1Ix-ORIENTED RESPONSE PATTERNS

IMMEDIATE FIXING (13 REPOSITORIES)

When developers address workflow failures directly within pull requests before merging,
or by pushing commits directly to the main branch immediately within minutes or hours
after (less than 24 hours).

Examples: webextension-toolbox/webextension-toolbox shows collaborative fixing:
when a contributor’s PR fails lint checks, the maintainer (reviewer of the PR) fixes it in
the same PR (#866) or guides the contributor to fix it before merging (PR #890). In tru
sttoken/contracts-pre22 the contributor makes multiple commits to resolve failed run
issues before merging (PR #1264). In data-driven-forms/react-forms the contributor gets
feedback from the PR reviewer and keeps pushing fix changes until all check runs pass
before a merge (PR #1492). Developers also show immediate fixing behavior when directly
pushing to the main branch of a repository. For example, in ai/size-1imit when there is
a commit with failed runs on the main branch, we see cases of immediate fixing in the
subsequent commit(s) happening shortly after, e.g., commit 058b1f1 workflow runs pass
3 minutes after a commit with a failed run. In BeyondDimension/SteamTools we observe
instances of fixing on the same day (commit 078d462, and commit 3633915).


https://github.com/ai/size-limit/commit/058b1f132c4e51272e94e9d3650e480b3e0d6851
https://github.com/BeyondDimension/SteamTools/commit/078d4623f9f063c7ffbe163681bf9837cffc63b3
https://github.com/BeyondDimension/SteamTools/commit/36339154dc6e5137217aa1a923a1240fe8c001f6

6.5 RQ2: HOw DO DEVELOPERS REACT TO GITHUB ACTIONS WORKFLOW FAILURES? 137

iouAkira/someDockerfile shows the same behavior but with a different goal: the user
keeps pushing changes until the run for Docker image builds passes, effectively treating
GitHub Actions as a deployment service to push images to the Docker Hub. RailsEventSt
ore/rails_event_store demonstrates an explicit culture of keeping all runs passing where
failed commits are followed by immediate fixing commits (we did not observe a deferred fix
approach for this repository). aws-cloudformation/cfn-lint-visual-studio-code shows
a culture of ensuring workflows run successfully. The few run failures that we observed
were fixed during the related PR.
Summary: immediate fixing, the most prevalent pattern observed in 76% of repositories
with run failures, represents a proactive approach where teams resolve workflow failures
within minutes to hours. This pattern manifests both in the pull-based development
model [76, 85, 202] and in projects that directly commit to the main branch (Figure 6.5 -

@).

DEFERRED FIXING (6 REPOSITORIES)

Occurs when teams accept temporary failures in their main branch and address them
in subsequent commits. We distinguish between immediate and deferred fixes based on
timing. If the failure occurs on the main branch and the commit that resolves the workflow
failure happens days (> 24 hours) later, rather than within minutes or hours, we consider
it a deferred fix.

Examples: in libcpr/cpr a maintainer states “The CI failures are expected and I will fix
them soon on master,” showing a deferred fixing approach to address failures post-merge
rather than blocking development velocity (#1173). komamitsu/fluency exhibits deferred
fixing where a Dependabot version bump caused CI failures (commit c870a74), but the
maintainer addressed the issue almost 2 months later through a separate PR (#915).

In BeyondDimension/SteamTools we observed multiple deferred fixing examples: PR
#3469 merged with failed runs and was fixed 2 days later (commit 7b9ba5e), and a prolonged
CI failure period of two months (between commits 150f93e and c087a02) caused by an Ul
framework upgrade, was eventually resolved through workflow configuration updates.

The deferred fixing approach spans varying timeframes, from days to months, reflecting

different tolerances for temporary failures. yandex-cloud/serverless-plugin exhibits
extended delays with Node]S version-related failures taking almost a month after the first
failure to be addressed through dependency upgrades, showing tolerance for dependency-
related issues. libcpr/cpr demonstrates a deferred fixing with a 4-month gap between
failed and successful workflow runs on master (between commit 372b54c and commit
a9466f7), indicating acceptance of non-critical deployment failures until the next release
cycle.
Summary: the deferred fixing approach reflects tolerance for temporary failures, with
resolution timeframes spanning days to months. Teams employing this pattern appear
to distinguish critical path failures requiring immediate attention and issues that can
be addressed during planned maintenance or major updates. This approach prioritizes
development velocity over passing workflow runs, accepting temporary failed runs in
exchange for unblocked progress (Figure 6.5 — @).



https://github.com/komamitsu/fluency/commit/c870a74c4eeaab5247ae1280efdc98e01b72aa85
https://github.com/BeyondDimension/SteamTools/commit/7b9ba5e8a0108a77ad955a3fcffc3050517bb6f7
https://github.com/BeyondDimension/SteamTools/commit/150f93e7b7cb9d0e236055a1639843b65e0a8796
https://github.com/BeyondDimension/SteamTools/commit/c087a02303d8debc94a7f55c6b0fd48991013986
https://github.com/libcpr/cpr/commit/372b54c5d91d82b41b9e93ac2ec13bd9d2c3d0a0 
https://github.com/libcpr/cpr/commit/a9466f70156ae159711aa9bae868a986504b2506
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IGNORE/ABANDON APPROACH (4 REPOSITORIES)

Describes workflow failures that receive no addressing action, representing a temporary
state where teams either deliberately accept certain failures, face resource constraints
preventing attention, or ultimately remove (or disable) failed workflows. In PRs, failures
are ignored if they receive no reaction comments or fixing commits, or if the PR is closed/a-
bandoned without resolution. On the main branch, failures remain ignored if they persist
through subsequent commits without addressing action (Figure 6.5 — ®). Our study window
is a snapshot: ignored failures may later transition to the deferred fixing pattern.

Examples: several repositories demonstrate explicit decisions to ignore certain workflow
failures with clear justifications. boutproject/BOUT-dev demonstrates platform-specific
ignoring where the reviewer explicitly states “LGTM, fedora failure is unrelated” when
merging PRs with Fedora platform CI failures (#3029), and also states ‘T am happy to
remove the coverage run. I have not looked at the results in years...” showing ignoring test
coverage failures (#3067). This indicates an approach of dismissing environment-specific
issues deemed non-critical. Similarly, in data-driven-forms/react-forms PR #1449 was
merged while CodeCov coverage check failed, indicating tolerance for specific quality
assurance metric failures. Another example is ngageoint/geopackage-js, where sometimes
the last commit remains failing for a while (e.g., commit 3981bf0), potentially representing
a conscious trade-off between CI/CD hygiene and development velocity.

Complete abandonment of workflow failures occurs when teams determine to remove or
disable the workflow. BeyondDimension/SteamTools provides a clear example with marking
dotnet.yml and xamarin.yml as disabled after persistent failures. The repository also
shows workflows abandonment: the publish workflow never ran successfully after commit
b40dac0, with the team stopping attempts to fix (till the time of our study). trusttoken/co
ntracts-pre22 demonstrates migration from GHA to CircleCI (abandoning GHA) and then
again abandoning CircleCI by removing the workflow; also disabling their Coveralls test
workflow. iouAkira/someDockerfile has 13 different workflow configurations but only 2
with run records, suggesting that most workflows were effectively disabled after initial
setup.

Summary: the ignore/abandon approach reflects three distinct scenarios: deliberate
acceptance of failed runs, resource constraints that prevent immediate attention to failed
runs, or removal of workflows causing failures. Teams may ultimately resolve ignored
failures through three pathways: transitioning to immediate or deferred fixing, continuing
to leave them unaddressed, or removing failing workflows entirely. The temporary nature
of this classification highlights that ignored failures represent a point-in-time observation
rather than a permanent team strategy, with resolution approaches potentially evolving as
project priorities and resources change.


https://github.com/ngageoint/geopackage-js/commit/3981bf07a68bb3df893df58231f4c0fcfa9acd65
https://github.com/BeyondDimension/SteamTools/commit/b40dac00b971732b2dcd7de8ef1b47d7f847fbe2
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,_[ RQ2 Summary } \

Our analysis of 21 repositories reveals three distinct response patterns: imme-
diate fixing (13 of repositories) where teams resolve failures within minutes to
hours, reflecting a commitment to passing continuous integration; deferred fixing (6
repositories) where teams strategically tolerate temporary failures, distinguishing
between critical issues and those addressable in the future; and ignore/abandon
(4 repositories) where failures receive no immediate action due to deliberate ac-
ceptance, potential resource constraints, or eventual workflow removal. These
non-mutually exclusive patterns demonstrate that teams make nuanced prioritiza-
tion decisions potentially based on failure context, project constraints, and strategic
considerations.

6.6 RQ3: WHAT RELATIONSHIPS EXIST BETWEEN PROJECT
CHARACTERISTICS AND GITHUB ACTIONS UTILIZATION

PATTERNS?

Understanding how project characteristics influence GitHub Actions utilization is funda-
mental for developing context-aware CI/CD research and practice [52]. In this section,
we combine the insights from our quantitative analysis (Section 6.4) and in-depth qual-
itative analysis (Section 6.5). We examine relationships between project characteristics
(popularity, development style, team size, workflow evolution, and activity level) relate to
utilization patterns (RQ1) and failure reactions (RQ2). Given our limited sample size from
our qualitative analysis, we deliberately emphasize these as hypotheses that represent a
research agenda for future quantitative validation in large-scale mining studies.

6.6.1 PROJECT CHARACTERISTICS AND WORKFLOW UTILIZATION PAT-
TERNS
Table 6.5 presents workflow utilization metrics grouped by project characteristics. These
observed patterns inform our hypotheses (H1-H3) for future validation.
Activity Level: high-activity projects show the most intensive workflow usage with 620.9
average runs and the highest event diversity (3.1), but also experience higher failure rates
(28.2%). Medium-activity projects achieve the lowest failure rates (7.8%) despite moderate
usage (258 runs). Low-activity projects show limited workflow adoption (143 runs) with
surprisingly higher failure rates (23.2%), potentially due to experimental or one-off task
usage (e.g. iouAkira/someDockerfile).
Workflow Evolution: projects with high workflow evolution demonstrate the most
intensive usage patterns (827 runs) and highest event diversity (3.6), but also highest failure
rates (30.3%). Projects with no workflow evolution show minimal usage (38.5 runs) with
the lowest failure rates (3.2%). Moderate evolution balances usage (459 runs) with failure
rates (22.8%) closer to the overall average (19.7%).
Team Size: multi-maintainer projects have the highest run counts (413.8), yet lowest
failure rates (10.8%). Solo projects demonstrate moderate usage (339 runs) but high failure
rates (29.8%), while single-maintainer projects show the lowest usage (282.6 runs) with
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Table 6.5: Workflow utilization metrics (from RQ2).

Characteristic ~ Category Runs Fail% Div.

620.9 28.2 3.1
258.0 7.8 2.4
143.0 23.2 2.6

Activity High
Medium
Low

N
7
7
7
Workflow Ev.  High 5  827.0 30.3 3.6
Moderate 5  459.0 22.8 3.4
7
4
3
10
8

Minimal 81.3 19.5 2.0
No 38.5 3.2 2.0

339.0 29.8 2.3
282.6 23.9 2.8
413.8 10.8 2.8

Team Size Solo
1 maint.
Multi maint.

Dev. Style Direct push 2 8.5 433 1.5
Mixed 11 3439 22.7 2.7
Pull-based 8 4191 9.7 3.0
Popularity High 10 4555 20.7 2.8
Low 11 236.2 18.9 2.6

Runs = average workflow runs; Fail % = average failure rate; Div. = average trigger event diversity

intermediate failure rates (23.9%). Event diversity is consistent across team size (2.3-2.8),
suggesting trigger complexity is independent of team structure.

Development Style: pull-based development has the highest workflow usage (419.1 runs)
and event diversity (3) with the lowest failure rates (9.7%). Direct push approaches show
minimal workflow adoption (8.5 runs) with high failure rates (43.3%). Mixed approaches
balance moderate usage (343.9 runs) with moderate failure rates (22.7%).

Popularity: high-popularity projects show nearly double the workflow usage of low-
popularity projects (455.5 vs. 236.2 runs) with comparable failure rates (20.7% vs. 18.9%),
suggesting that project popularity may drive workflow adoption intensity. Event diver-
sity shows minimal variation (2.8 vs. 2.6), indicating that trigger patterns are consistent
regardless of popularity.

,_[ Hypothesis H1 } ~

Pull-based development is linked to lower workflow failure rates compared to direct
push approaches.

,_[ Hypothesis H2 }

Projects with higher workflow evolution intensity experience higher failure rates,
suggesting that frequent configuration changes are linked to increased workflow
failures.
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Table 6.6: Workflow failure reaction patterns (from RQ1)

Characteristic Total Immediate Deferred Ignore
Categories Fixing (%) Fixing (%) /Abandon (%)
Activity Level

High 7 5(71.4) 4(57.1) 4(57.1)
Medium 7 4(57.1) 2 (28.6) 0 (0.0)
Low 7 4(57.1) 0 (0.0) 0 (0.0)

Workflow Evolution

High 5 3 (60.0) 4 (80.0) 4(80.0)
Moderate 5 4 (80.0) 0 (0.0) 0 (0.0)
Minimal 7 4(57.1) 1(14.3) 0 (0.0)
No 4 2 (50.0) 1(25.0) 0 (0.0)
Team Size

Solo project 3 2 (66.7) 0 (0.0) 0 (0.0)
1 maintainer 10 5 (50.0) 3 (30.0) 2(20.0)
Multiple maintainers 8 6 (75.0) 3(37.5) 2(25.0)
Development Style

Direct push 2 1(50.0) 0 (0.0) 0 (0.0)
Mixed 11 8 (72.7) 2 (18.2) 2 (18.2)
Pull-based 8 4 (50.0) 4 (50.0) 2 (25.0)
Popularity

High 10 6 (60.0) 3(30.0) 3 (30.0)
Low 11 7 (63.6) 3(27.3) 1(9.1)

Note: Four repositories had no failures. Workflow failure reaction patterns are not mutually
exclusive, so percentages do not add up to 100%.

Hypothesis H3 }

Team size is negatively linked to workflow failure rates, with projects having
multiple maintainers showing lower failure rates than solo projects, and single-
maintainer projects falling between these extremes.

6.6.2 PROJECT CHARACTERISTICS AND WORKFLOW FAILURE REACTION
PATTERNS

Table 6.6 summarizes how projects with different characteristics react to workflow failures.
These observed patterns inform our hypotheses (H4 and H5) for future validation.

Activity Level: projects with high activity levels demonstrate the most diverse failure
reaction strategies, with 71.4% employing immediate fixes, and 57.1% using both deferred
fixes and ignore approaches. This suggests that actively developed projects have more flex-
ibility in their failure response strategies. In contrast, projects with low activity exclusively
use immediate fixes when they address failures, never showing deferred or ignore fixing
among our studied projects, potentially reflecting their more focused scope and simpler
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workflows.

Workflow Evolution: a pattern emerges where projects with frequent workflow configu-
ration updates show the highest rates of both deferred fixing (80%) and ignoring failures
(80%), while projects with moderate evolution demonstrate the opposite behavior: 80% im-
mediate fixing with no deferred or ignore strategies. This counterintuitive finding suggests
that frequent workflow changes may create technical debt that teams manage through
selective attention to failures.

Team Size: projects with multiple maintainers show a higher rate of immediate fixes
(75%), compared to single-maintainer projects (50%). Solo projects never employ deferred
or ignore strategies. This suggests that projects with multiple maintainers are more likely
to have diverse failure response strategies, potentially reflecting prioritization, distributed
responsibilities, and project complexity.

Development Style: development approaches combining PRs with direct pushes (mixed)
are more likely to do immediate fixes (72.7%), while pull-based development shows equal
distribution between immediate (50.0%) and deferred fixes (50.0%).

Popularity: repository popularity shows little to no relation with failure reaction patterns,
with both high and low popularity projects demonstrating similar distributions across
approaches. This indicates that reactions to workflow failures are independent of repository
popularity.

,_[ Hypothesis H4 } <

Projects with high workflow evolution rates are more likely to employ selective
failure fixing strategies (deferred and ignore approaches), potentially indicating
that rapid configuration changes create technical debt that teams should prioritize
selectively.

. J

,_[ Hypothesis H5 } <

Projects with multiple maintainers are more likely to employ immediate fixing
strategies than single-maintainer projects.

6.7 D1sSCcUSSION

6.7.1 COLLABORATIVE VS. DIRECT FIXING IN WORKFLOW FAILURES

Our observations reveal that while contributors may resolve workflow failures indepen-
dently, maintainer involvement creates a duality in fixing approaches: maintainers either
(1) guide external contributors to fix issues themselves, or (2) directly resolve failures within
the PR. This pattern can reflect decisions about knowledge transfer when maintainers
choose to intervene in case of workflow run failure in a pull request. When maintainers
provide guidance, failures become learning opportunities for contributors to understand
project context [203]. When maintainers fix directly, development velocity is preserved
but the knowledge sharing value is lost, potentially affecting contributor retention.
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6.7.2 LocaL OPTIMIZATION VS. COLLECTIVE COSTS IN DEFERRED Fix-
ING

The deferred fixing approach that we observe in nearly 1/3 of our sampled repositories,

reveals an asymmetry: while teams may make locally rational decisions to defer fixes, this

can impose hidden costs on the development community.

We saw teams may make calculated decisions about failure priority, treating certain
workflow issues as manageable technical debt, e.g., deferred fixing. Maintainers may
reasonably defer fixes for infrastructure issues or dependency problems that do not block
core development workflows. However, this local optimization can create problematic
downstream effects. When subsequent contributors encounter failing builds, they may
assume their changes caused the failure, leading to wasted debugging effort. This failure
contamination represents an asymmetric cost distribution where one team’s deferred fix
may generate time waste elsewhere.

Additionally, normalization of failing workflows, may diminish contributor confidence
in GHA workflows and reduce sensitivity to genuine new issues.

6.7.3 THE CONFIGURATION-USAGE GAP

Our approach of examining workflow run data rather than static configuration files, reveals
methodological considerations for GHA workflows research. While the majority of previous
studies analyzing GHA adoption focused on workflow configurations (Section 6.2), our
study uncovered cases where configurations did not reflect actual adoption: disabled
workflows (nextcloud/ocsms, with CodeQL scans disabled and no runs in years), unused
configurations (iouAkira/someDockerfile with 13 configurations but only 2 active), and
abandoned workflows. This suggests that configuration-based analyses may overestimate
actual workflow adoption and may miss the nuanced reality.

6.7.4 OPPORTUNITIES FOR ENHANCED GITHUB ACTIONS PLATFORM
Our findings illuminate areas where the current GHA platform can better support dis-
tributed development coordination:

Intelligent Failure Context: providing automated failure attribution and historical
context to help contributors distinguish between inherited issues and newly-introduced
problems, reducing debugging overhead.

Adaptive Mentoring Support: enhanced tooling could automatically generate project-
specific guidance for common workflow failures, reducing maintainer mentoring burden
while preserving contributor learning opportunities [15].

Usage-Aware Analytics: moving beyond configuration to usage-based insights would
help teams understand automation adoption patterns and identify underutilized workflows.

6.7.5 THREATS TO VALIDITY

Internal validity: Subjective interpretation of developer behavior was mitigated through
dual coding and negotiated agreement between two authors. External validity: Our
21 repositories, while diverse across key dimensions, may not represent all GHA usage
patterns. We frame RQ3 findings as hypotheses requiring future large-scale validation.
Construct validity: Our observation of reactions may not fully reflect underlying team
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intentions. The 1000-run collection limit may shorten data for highly active projects. The
thresholds used in RQ1 are subjective and for interpretation only.

6.8 CONCLUSION AND FUTURE WORK
We examined GitHub Actions adoption through workflow execution data and developer
behavior, analyzing 21 repositories to understand how teams utilize automation in practice.
Analyzing 765 repositories (RQ1) revealed that higher usage intensity correlates with lower
failure rates: repositories with more runs have lower failure rates and use diverse triggers,
while repositories with fewer runs show high variability with predominantly single-trigger
strategies. Building on these findings, we identified three distinct failure response patterns
(RQ2): immediate fixing, resolving failures within hours, deferred fixing, tolerating tempo-
rary failures for days to months, and ignore/abandon approaches, where failures receive
no immediate action or lead to workflow removal. These patterns indicate teams make
strategic prioritization decisions based on context. Finally, our mixed-methods analysis,
combining quantitative metrics from 21 repositories with qualitative examination of their
contexts, yielded five hypotheses for future validation (RQ3): workflows with more changes
show more selective fixing strategies; multiple maintainers enable higher immediate fixing
rates; pull-based development shows lower workflow failure rates; workflows with more
changes have higher failure rates; and larger teams experience fewer workflow failures.
In terms of future work, we propose to (1) perform a large-scale validation across
diverse repositories of 5 aforementioned hypotheses. Statistical analysis should establish
the generalizability of relationships between project characteristics and workflow utilization
patterns identified in our study. Additionally, (2) we need to better understand the cost-
benefit relationship of different workflow strategies, e.g., the costs of a deferred fixing
pattern. Finally, (3) we intend to investigate Al-assisted workflow guidance systems, and
intelligent failure attribution to reduce the cost of fixing workflow failures.

DATA AVAILABILITY
All the data, data collection pipelines, and analyses are available in our replication pack-
age [200].
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CONCLUSION

In this chapter, we summarize findings from the five studies in this dissertation, connecting
them to the research questions introduced in Section 1.4. We then discuss implications for
software engineering research and practice, and outline future research directions.

We begin by revisiting the overarching research goal:

To understand the complex software quality assurance (SQA) decision space by estab-
lishing a holistic understanding of the SQA ecosystem on GitHub.

This dissertation achieved this goal by following a thread of interconnected discoveries.
We began by mapping the SQA landscape empirically: Chapter 2 revealed variation in the
adoption and combined use of SQA practices, raising a deeper question about whether
developers actually understand the mechanisms already present in their projects. Chapter
3 confirmed this concern, uncovering an awareness gap. This gap motivated Chapter 4,
which explored whether analytics tooling could bridge it, only to reveal that metrics alone
are insufficient without richer contextual information. That finding pointed us toward
GitHub Actions itself as the platform where such context naturally resides, leading to
Chapters 5 and 6, which examined both the static quality of workflow configurations and
the dynamic reality of how teams actually engage with them at runtime.

Together, these studies deepen our understanding of how SQA practices are adopted,
perceived, and utilized in the studied GitHub projects. This chapter revisits each research
question, synthesizes the findings into a proposed conceptual framework for navigating
SQA design decisions, and discusses implications and future research directions.

7.1 REVISITING THE RESEARCH QUESTIONS

RQ I: What is the current state of practice regarding SQA adoption in OSS projects,
and how are different SQA practices used in conjunction?

In Chapter 2, we established an initial understanding of the SQA landscape by ana-
lyzing 1,454 popular Java projects. While individual adoption of practices varies, with
approximately 63% of projects using Continuous Integration (CI) and 38% using Automated
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Static Analysis Tools (ASATs), the critical finding is that projects typically do not employ
all available SQA practices together with high intensity.

Our analysis revealed only weak correlations between the adoption of different SQA
practices. For example, we observed a weak positive correlation between code coverage
levels and code review intensity, and between ASAT usage and CI. This pattern suggests
that SQA practices are often treated in isolation rather than as components of a cohesive
quality assurance system; projects investing heavily in one area (e.g., testing) do not
necessarily invest equally in others (e.g., code review). However, when we zoomed in on
“mature” projects (characterized by high activity and popularity), we observed that they
tend to invest more intensely across all SQA practices, suggesting that maturity may drive
a more holistic adoption strategy.

Key insight (RQ I) }

SQA adoption and usage intensity vary across the studied projects. Investment in
one practice is not a reliable indicator of investment in another, highlighting the
importance of examining multiple SQA dimensions together.

RQ II: To what extent are OSS developers aware of the SQA practices and mechanisms
implemented in their projects?

The adoption patterns identified in RQ I raised a fundamental question: do developers
understand the SQA mechanisms already present in their projects? In Chapter 3, we
investigated this cognitive dimension through a survey of 471 open-source maintainers
and contributors.

We discovered an awareness gap with two characteristics. First, developers possess
strong high-level awareness: 79% knew CI was configured, 87% knew tests existed, but
fewer respondents knew specific details about these mechanisms. Only 47% of developers
were aware of their project’s test coverage levels; awareness of specific bots, GitHub
Actions configurations, and code review benefits proved even lower.

Second, awareness correlates with role: maintainers demonstrated higher awareness
than contributors across most dimensions, though contributors showed greater aware-
ness of contribution guidelines and reviewer availability. This suggests that awareness
distribution within teams is neither uniform nor comprehensive.

Key insight (RQ II) ]

Knowing that a practice exists is not the same as understanding it. OSS developers
are broadly aware of what SQA mechanisms are in place, but lack the deeper
situational awareness needed to engage with them meaningfully.

RQ IIT: How can software analytics tools enhance developers’ understanding of and
reflection on SQA practices?

Given the awareness gap identified in RQ II, Chapter 4 explored whether aggregated
analytics could bridge this gap. We designed REPOINSIGHTS, a dashboard consolidating data
from testing, code review, and automation workflows, and evaluated it with 14 software
engineers.
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The dashboard provided value to the participants, offering a global overview and
comparative metrics across SQA dimensions. Participants found reflection on SQA adequacy
uncommon in their daily practice (except for testing), making the consolidated view novel
and useful. However, the study revealed critical limitations in analytics-driven awareness.

Participants requested higher data granularity and richer contextual information. Met-
rics alone (e.g., “coverage is 60%” or “5 workflows configured”) were insufficient. Engineers
needed more context: why did a workflow fail? how does our coverage compare to similar
projects? what should we prioritize?

Key insight (RQ I1I) ]

Analytics make SQA information visible and support reflection, but transforming
awareness into actionable understanding requires deep contextual knowledge that
aggregated metrics alone cannot provide.

RQ IV: How is GitHub Actions utilized in practice for software quality assurance?

The need for contextual depth identified in RQ III directed our attention to GitHub
Actions, the automation platform orchestrating multiple SQA practices within a single,
observable ecosystem. We examined GHA through two complementary lenses: static
configuration quality and dynamic runtime behavior.

RQ IV.a: What quality issues emerge in GitHub Actions workflow configurations
that may impact SQA effectiveness?

Chapter 5 investigated whether automation configurations suffer from quality issues
analogous to code smells. By mining change history across 83 projects (10,012 commits),
we identified 22 potential workflow smells, patterns that developers repeatedly modified,
suggesting suboptimal initial configurations.

Through a contribution study involving 32 pull requests, we validated 7 workflow smells
out of an identified list of 22 candidates. These workflow smells point to configuration
issues such as: setting permissions for GitHub tokens, stopping workflow runs when there
is a newer commit in a PR or in a branch, avoiding jobs without timeouts, avoiding running
CI actions when no source code has changed, avoiding executing scheduled workflows on
forks, and avoiding uploading artifacts on forks.

Key insight (RQ IV.a) ]

Automation configurations, like source code, accumulate quality issues over time
and require active maintenance. Practitioners’ acceptance of proposed fixes sup-
ports the practical relevance of the corresponding workflow smells in the partici-
pating projects.

RQ IV.b: How do GitHub Actions workflows behave in practice, and how do develop-
ment teams respond to workflow failures?

Chapter 6 moved beyond static YAML files to examine what actually happens when
workflows execute, combining a quantitative analysis of 700+ repositories with a qualitative
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investigation of 21 repositories. Qualitative analysis revealed a configuration-usage gap:
the presence of a GHA workflow configuration file does not guarantee active utilization.

We found workflows that were disabled, never triggered, or consistently ignored
when failing. Through this analysis, we identified three distinct response patterns when
workflows fail; (1) Immediate Fixing: Teams resolve failures within hours, treating workflow
failures as blocking issues. (2) Deferred Fixing: Teams tolerate failures for days or months,
eventually addressing them but not prioritizing immediate resolution. (3) Ignore/Abandon:
Teams take no action, merging pull requests despite failing checks or abandoning workflows
entirely.

Critically, in our quantitative analysis of 258,300 workflow runs , we observed that usage
intensity correlates with less workflow failure rates: repositories with higher workflow
activity exhibited lower failure rates and more sophisticated trigger configurations with
diverse trigger events. Active engagement with the automation platform appears to drive
more stable SQA processes. However, these associations do not establish whether greater
activity improves reliability, whether more reliable workflows encourage greater use, or
whether other project characteristics explain both.

Key insight (RQ IV.b) ]

Configuration is necessary but insufficient. Effective SQA automation requires
ongoing engagement: teams should not only define workflows but actively reflect
on their signals. The gap between static configuration and dynamic utilization
represents a fundamental challenge in automation-driven quality assurance.

7.2 NAVIGATING THE COMPLEX DECISION SPACE OF SQA

DESIGN

The introduction to this dissertation framed the central challenge facing software teams: a
proliferation of SQA practices and tools has created a complex decision space requiring
systematic knowledge to navigate effectively. Our five studies examined SQA practices from
multiple perspectives, adoption patterns, developer awareness, analytics interventions, and
automation platforms, to understand how teams can navigate the complex decision space of
SQA. The availability of an advanced SQA tool does not ensure its optimal utilization, and
the implementation of automation does not negate the complexities of human collaboration
and infrastructure maintenance.

Synthesizing gaps and patterns observed across our studies, we propose a concep-
tual framework of six information elements that we hypothesize are relevant for teams
navigating the SQA decision space. These elements are proposed as directions for future
investigation rather than validated conclusions: our studies indicate their relevance, but
do not empirically show their effectiveness in supporting navigation.

Figure 7.1 introduces the six elements of this proposed framework, each framed as
a core question a team might ask when designing or improving their SQA system. To
convey how the elements may relate to one another, the figure arranges them along three
conceptual stages: three elements support observing the current state of a project’s SQA
(what is implemented, whether the team understands it, and how the team engages with it),
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two elements support interpreting that state (against comparable projects and against the
project’s own context), and the prescriptive element synthesizes the others into concrete
actions. The resulting decisions, in turn, reshape the project’s SQA state, restarting the
cycle. We emphasize that this arrangement illustrates one plausible interplay between the
elements rather than an empirically validated sequence; in practice, teams may consult
these elements in different orders or concurrently. The remainder of this section elaborates
on each element, connecting it to our studies.

I
l Diagnostic Awareness Behavioral
| What is actually Does the team How do we
: implemented? understand it? actually use it?
| Chapters 2 & 6 Chapters 3 & 6 Chapter 6
I
I

! Interpret in context

I

I

! Comparative Contextual

! How do peers approach this? Does this fit our project?

: Chapters 2 & 4 Chapters 4 & 6

I

Prescriptive

What should we do?
Chapters 4 & 5

{ SQA design decisions } 777777777777777777777777 ’

Figure 7.1: Proposed conceptual framework for navigating SQA design decisions. Teal denotes information
supporting observation and interpretation, orange denotes prescriptive information, and grey denotes resulting
design decisions. Arrows illustrate a possible feedback cycle rather than a validated sequence.

7.2.1 HYPOTHESIS RELATED TO DIAGNOSTIC INFORMATION
What SQA mechanisms are configured, and do they execute as intended?

Diagnostic information concerns which SQA mechanisms are configured and whether
they execute as intended. Chapter 6 showed that the presence of a workflow configuration
does not guarantee execution; Beller et al. report the same gap for ASATs [18]. Chapter
2 also encountered buildability obstacles when examining projects; such obstacles limit
what researchers can verify, but do not establish that developers themselves never run the
tests. These distinctions matter when assessing whether a mechanism is absent, inactive,
or operational. We propose diagnostic information as a basis for assessing the current
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technical state of SQA. Whether providing this information improves subsequent decisions
remains to be empirically investigated.

7.2.2 HYPOTHESIS RELATED TO AWARENESS INFORMATION

Does our team understand the SQA mechanisms we have?

Beyond technical functionality lies a cognitive dimension: do team members understand
what SQA mechanisms exist, how they operate, and what their signals mean? Our research
identified systematic awareness gaps where tools functioned yet team members lacked
knowledge of their configuration, triggers, or outputs (Chapters 3 and 6). Our survey of
471 maintainers and contributors revealed that while high-level awareness is common,
deep situational awareness is lacking: only 47% of developers were aware of their project’s
test coverage levels, and awareness of specific bots, GitHub Actions configurations, and
workflow details proved even lower.

This gap extends beyond individual knowledge to team-level distribution (Chapter 3).
Maintainers, who typically author automation workflows and define SQA parameters, may
have a a different mental model of the ecosystem than contributors who interact with the
repository sporadically. Resolving this potential mismatch in mental models could enable
contributors to move from trial-and-error interactions with the CI/CD pipeline towards
a more proactive compliance. We propose awareness information as an element worth
investigating for its role in reducing this cognitive friction, though whether closing the
awareness gap translates directly into more effective SQA remains an open question.

7.2.3 HYPOTHESIS RELATED TO BEHAVIORAL INFORMATION

How does our team interact with SQA mechanisms?

Where diagnostic information asks whether SQA mechanisms function, behavioral in-
formation concerns whether the team engages with their outputs. A technically sound
pipeline that is routinely ignored is, from a quality assurance perspective, perhaps as little
effective as the one that never runs. A team may configure comprehensive CI checks, yet
routinely merge despite failures (Chapter 6). Developers may receive ASAT warnings,
yet ignore them [204]. Test suites may execute, yet produce results without them being
examined.

The gap between functioning mechanisms and actual team response is what ultimately
determines SQA effectiveness in practice. Understanding response patterns, such as, when
teams fix failures immediately versus defer them, and which signals they prioritize versus
ignore (Chapter 6), could enable the design of systems aligned with team capacity rather
than sophisticated but neglected processes. Therefore, we propose behavioral information
as a means of examining how teams prioritize, investigate, defer, or dismiss SQA signals,
and whether those responses align with project goals and capacity. Its contribution to
better SQA decisions requires further study.

7.2.4 HYPOTHESIS RELATED TO COMPARATIVE INFORMATION

How do comparable projects structure their SQA?

Comparative information situates a project’s SQA practices within the broader ecosystem.
In Chapter 2, we found that mature projects utilize SQA practices with higher intensity
than the general population. Additionally, participants evaluating our REPOINSIGHTS
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dashboard (Chapter 4) explicitly valued the comparative aspect, noting that metrics become
meaningful when placed in the context of similar projects. Without such reference points,
absolute metrics may offer limited actionable guidance (Chapter 4): knowing that coverage
is 60% means something very different depending on the domain, team size, and project
maturity.

We hypothesize that comparative information serves dual functions: (1) showing bench-
marks at the metric level, where only metrics are displayed briefly and (2) revealing related
strategies at the mechanism level by providing more details regarding how mechanisms
are implemented in various projects. This may help teams move from intuition-based
toward more evidence-based adoption. Whether access to such comparisons translates
into improved SQA decisions is a direction that we consider worth investigating.

7.2.5 HYPOTHESIS RELATED TO CONTEXTUAL INFORMATION
Which practices fit our specific situation?

Generic SQA guidance may fail because projects differ fundamentally in their contexts.
Team size, development model, domain, contributor experience, project maturity, and
organizational constraints all modulate what constitutes appropriate SQA investment
(Chapter 4). Practices effective for mature open-source libraries may prove inappropriate
for early-stage projects; strategies suited to large teams may overwhelm small ones. Our
participants in Chapter 4 explicitly raised context as a factor when interpreting metrics,
and our observations in Chapter 6 suggest that the development model influences how
teams engage with GHA automation.

We propose contextual information as an element that filters general recommendations
through project-specific characteristics, distinguishing universally applicable guidance
from context-dependent advice. Its precise role in supporting navigation, however, warrants
further investigation.

7.2.6 HYPOTHESIS RELATED TO PRESCRIPTIVE INFORMATION
What specific actions should we take?

Our studies suggest that teams require not just awareness of problems but concrete guidance
toward solutions. Chapter 5 demonstrated the potential of prescriptive information through
our workflow smells catalog: by identifying specific, fixable patterns and providing concrete
remediation strategies, we achieved a 70% acceptance rate in our contribution study. In a
similar vein, Chapter 4 revealed the limitations of purely descriptive analytics. Participants
valued the overview provided by REPOINSIGHTS but consistently requested actionable
guidance, not just that coverage is low, but which modules to prioritize, and not just that a
workflow failed, but why it failed and what to do about it.

Tools that go beyond reporting problems and suggest specific, contextually appropriate
solutions could reduce the cognitive burden on teams and increase the likelihood that
insights translate into action. We propose prescriptive information as the element that
closes the loop from understanding to action, synthesizing the other five elements into
concrete recommendations. Its effectiveness as part of a broader framework, however,
remains to be empirically validated.
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7.2.7 AN INTERCONNECTED FRAMEWORK

These six information elements (Figure 7.1) are proposed as interdependent rather than
independent. Diagnostic information without comparative context may not establish
adequacy. Comparative benchmarks without contextual filtering may suggest inappropriate
practices. Behavioral insights without prescriptive guidance may identify problems but
not solutions. A team that has full diagnostic clarity about its pipeline but lacks awareness
of what those signals mean might still struggle to act. Conversely, a team with strong
prescriptive guidance but no behavioral insight may follow recommendations that conflict
with their actual capacity and workflow reality. Moreover, as Figure 7.1 suggests, the
framework is cyclic rather than linear: acting on prescriptive guidance changes the project’s
SQA state, which renews the need for diagnostic, awareness, and behavioral information.
Navigating the SQA decision space is therefore best understood as a continuous activity
rather than a one-time assessment, which aligns with our earlier observation that SQA
systems require ongoing engagement rather than one-off configuration (Chapter 6).

We hypothesize that effective SQA navigation benefits from addressing these elements
holistically rather than in isolation. Current tool ecosystems typically address fragments
of these elements: build systems provide diagnostic information, coverage tools report test
metrics, CI platforms show workflow status. Yet these tools rarely connect diagnostics to
comparisons, behavioral patterns to prescriptive actions, or awareness to context. This
fragmentation may help explain why tool abundance has not eliminated navigation chal-
lenges, and points to integrated information infrastructure as a direction for both research
and tool development. The interactions between these proposed information elements,
their relative importance across different project contexts, and the conditions under which
they most effectively support teams should be further uncovered in future research. Finally,
it is important to note that this framework is likely incomplete, as additional information
elements may emerge as SQA practices evolve and should be incorporated accordingly.

7.3 IMPLICATIONS

This section translates the findings of this dissertation into concrete implications for
three audiences: software engineering practitioners designing SQA systems, tool builders
creating platforms and analytics, and researchers advancing understanding of software
quality assurance practices.

7.3.1 IMPLICATIONS: SOFTWARE PRACTITIONERS

TREAT SQA As AN ACTIVE SYSTEM REQUIRING ONGOING ATTENTION

The gap between configuration and reality challenges the approach of configuring SQA
mechanisms once and assuming they continue functioning. Teams should recognize that
SQA systems require active maintenance (Chapter 5, 6).

Practitioners can implement periodic SQA audits that verify operational status. These
audits should answer whether workflows execute when expected (Chapter 6), whether
team members understand check results (Chapter 3), and whether failures are addressed
or ignored (Chapter 6). Beyond technical verification, teams would benefit from explicit
norms (e.g., through a contributing.md file) for responding to automation signals [132, 205].
Making it clear which failures block merging, which require timely investigation, and which



7.3 IMPLICATIONS 153

are merely informational, prevents the ambiguity that may lead to inconsistent responses.
Finally, teams should prevent alerts from losing their impact. If they routinely merge
despite failing checks (Chapter 6), the SQA system may have lost its purpose regardless of
its technical sophistication.

MAINTAIN AUTOMATION INFRASTRUCTURE ALONGSIDE CODE ARTIFACTS
The fact that workflow configurations suffer from maintainability and security issues com-
parable to production code suggests that automation scripts may benefit from engineering
practices (Chapter 5). Workflow configuration changes could undergo code review just as
application code does [174], given that GHA YAML modifications can introduce security
vulnerabilities or performance degradation similar to changes in production systems [55].
Extending static analysis to automation configurations is one concrete step in this
direction. Linters and smell detectors for workflow configuration files are increasingly
available and may help teams identify issues before they accumulate [174]. Similarly,
budgeting time for automation refactoring and treating it as maintenance work rather than
low priority cleanup may help prevent the gradual degradation of CI/CD configurations over
time, in the same way that managing technical debt supports the long term sustainability
of production code [55].

DESIGN SQA AS AN INTERCONNECTED SYSTEM

The weak correlations between practice adoption and the observed holistic strategies
in mature projects suggest that isolated adoption may underutilize potential synergies
between complementary mechanisms (Chapter 2). A starting point could be mapping
current SQA practices explicitly by documenting which mechanisms exist, what they
verify, and how they relate, as this may reveal gaps and redundancies that are invisible
when practices are considered individually.

With a clearer understanding of existing mechanisms, teams may be better positioned
to exploit complementarity intentionally. For instance, configuring ASATs to catch style
issues before code review could allow reviewers to focus on logic and design, and using CI to
enforce coverage thresholds may help ensure tests remain maintained as code evolves [31].
When adding new practices, considering their relationship to existing mechanisms, whether
a new tool fills a gap, strengthens an existing check, or creates redundancy, could help
prevent the accumulation of disconnected tools and practices that burden rather than
support development workflows.

7.3.2 ImpPLICATIONS: ToOL BUILDERS AND PLATFORM PROVIDERS
INTEGRATE CONTEXT WITH ACTIONABLE RECOMMENDATIONS
Current tools tend to excel at providing diagnostic information but may struggle with
comparative, contextual, and prescriptive information (Chapter 4): what this means in
a specific project’s case and what to do about it. This gap can leave the interpretation
burden entirely on developers. Embedding comparative context in metric displays could
help address this: rather than showing that coverage is 60%, tools might indicate how this
compares to similar projects and whether it represents improvement or decline over time
(Chapter 4).

Providing failure attribution and prioritization support is another direction worth
exploring. When workflows fail, automatic classification as an infrastructure issue, flaky
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test, or regression could help teams prioritize responses more effectively [206]. Similarly,
tools that highlight actionable suggestions, e.g., showing untested modules, may reduce
the cognitive effort required to act on analytical findings (Chapter 4).

However, recommendations of this kind should be treated as decision support rather
than directives. For instance, whether a specific module warrants more testing may depend
on project-specific factors that automated tools alone cannot fully capture. The value of
actionable recommendations therefore lies not in replacing developer judgment, but in
providing richer context that makes that judgment better informed.

MAKE THE SQA STACK VISIBLE AND UNDERSTANDABLE IN OSS

The awareness gap between tool configuration and team understanding may stem partly
from how platforms present, or obscure, automation infrastructure (Chapters 3 and 4).
Making active SQA mechanisms more visible, for instance, by indicating which checks are
enforced, which bots are active, and what quality gates protect the main branch, could
help both existing team members and newcomers develop a clearer mental model of the
project’s SQA culture.

Providing explicit onboarding for contributors is one concrete direction [112, 205].
When new developers encounter a repository, guidance that explains not just contribution
standards but the SQA mechanisms they will interact with, which checks must pass, what
bot comments mean [43], how to interpret CI results, may reduce the friction observed
in our study in Chapter 6. Contributing.md files already serve a related purpose in many
repositories [112, 205], and extending their scope to include SQA-specific context could
be a low-cost step toward closing the awareness gap, without requiring changes to the
underlying platform infrastructure.

SUPPORT BEHAVIORAL ANALYSIS AND REFLECTION

Tools currently capture rich data about SQA behavior: execution logs, failure patterns,
response times, but rarely highlight this information in ways that support team reflection
(Chapter 4). Providing visualizations of behavioral patterns over time could help teams
develop awareness of their own engagement with SQA mechanisms: how quickly they
typically respond to different failure types, or which workflows tend to be consistently
ignored. Making these implicit behavioral norms explicit may create opportunities for
teams to discuss and intentionally adjust their practices.

Proactive flagging of deteriorating patterns is another direction worth exploring. When
failure rates increase, response times lengthen, or ignore patterns emerge, timely signals
to teams could help them intervene before SQA systems lose effectiveness (Chapter 6).
Enabling comparative behavioral analysis, allowing teams to situate their engagement
patterns relative to similar projects, could further support this reflection, though whether
such comparisons translate into meaningful behavioral change remains an open question.

7.3.3 IMPLICATIONS: SOFTWARE ENGINEERING RESEARCHERS
METHODOLOGICAL: VERIFY CONFIGURATION THROUGH EXEcCUTION

The configuration-usage gap identified in our GHA investigation (Chapter 6) has broad
methodological implications for mining software repositories research. Studies that infer
tool adoption from configuration file presence alone (chapter 6) risk systematic overesti-
mation of actual usage. Where feasible, combining static analysis with dynamic evidence,
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for instance, verifying that configured workflows actually execute and that teams respond
to their outputs, may produce more accurate characterizations of adoption in practice [18].
Distinguishing between adoption states may further strengthen such studies [207, 208]. A
tool that is configured but unused, configured and sporadically used, or configured and
actively maintained represents fundamentally different levels of adoption with different im-
plications for understanding practice effectiveness. Where dynamic evidence is not feasible
at scale and static analysis remains the only practical approach, explicitly acknowledging
that reported adoption rates likely represent upper bounds rather than actual usage would
help prevent misinterpretation of findings.

THEORETICAL: DEVELOP MODELS OF SQA SYSTEM DESIGN

Current understanding of SQA consists largely of knowledge about individual practices,
and their effect on each other [58], and theoretical frameworks for understanding SQA as a
system design challenge remain limited. One direction worth pursuing is the identification
of SQA archetypes by clustering projects according to their SQA configurations, to discover
whether common patterns emerge. Whether mature projects in similar domains converge
on recognizable archetypes, and whether such patterns could guide teams toward more
effective configurations, remains an open empirical question (Chapter 4).

Modeling interaction effects between practices could advance understanding beyond
individual practice effectiveness. Developing and testing theories about how practices
influence each other may reveal synergies and trade-offs that are invisible in isolated
practice studies (Chapter 2). Building on this, decision support frameworks that suggest
next practices to adopt based on current configuration, project context, and team capacity
could help translate theoretical insights into practical guidance. Validating such frameworks
through controlled studies or longitudinal observation remains an important research
challenge.

7.4 FUTURE RESEARCH DIRECTIONS

Beyond the specific implications above, our work suggests several directions for advancing
understanding of SQA ecosystems.

7.4.1 LARGE-SCALE STUDY OF GITHUB ACTIONS WORKFLOW BEHAV-
IOR

Our investigation of GitHub Actions response patterns examined workflow executions
across 21 repositories through detailed qualitative analysis (Chapter 6). Future work should
scale this approach to hundreds or thousands of repositories to assess how widely the
identified failure response patterns apply across diverse project types, including repositories
that make use of reusable GHA workflow components [209] and code clones [210], to
determine whether workflows with similar configurations or components exhibit similar
failure response behaviors.

Expanding to larger samples would enable investigation of questions our current study
could not address: Does deferred fixing correlate with increased bug resolution time?
Does it affect contributor retention? Large scale analysis would reveal rare but significant
patterns invisible in smaller samples. Moreover, quantitative analysis at scale could assess
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how the prevalence of Immediate Fixing, Deferred Fixing, and Ignore/Abandon varies
across project contexts, and whether additional response patterns emerge.

7.4.2 INVESTIGATING THE HUMAN AND CULTURAL DIMENSIONS

Our findings on awareness gaps and failure responses highlight human and organizational
dimensions of SQA (Chapters 3 and 6). Future research should investigate how CI notifica-
tions affect developer experience and under what conditions they become overwhelming
or receive less attention. Studying how teams negotiate quality standards could clarify
when failed checks are treated as blocking, when exceptions are accepted, and how these
decisions differ between open-source and industrial settings.

Research into learning and expertise development would illuminate how developers
build mental models of complex SQA systems and what interventions accelerate the transi-
tion from novice to expert understanding of a project’s quality assurance infrastructure.
Finally, examining cultural variation in SQA practices, whether different organizational
or domain cultures approach quality assurance fundamentally differently, could reveal
alternative approaches and deepen understanding of contextual factors in SQA.

7.4.3 AI-AUGMENTED SQA INFRASTRUCTURE

The rise of capable large language models (LLMs) creates opportunities to address several
information needs identified in our framework through AI assistance. Future research
could evaluate whether automated failure diagnosis systems can analyze logs and historical
patterns to distinguish infrastructure issues, flaky tests, and regressions. Such systems
would support diagnostic information needs; their accuracy and effects on developers’
workload would need to be evaluated.

Intelligent smell detection and remediation could extend our workflow smell catalog
by training models to identify antipatterns and generate contextually appropriate fixes
automatically (Chapter 5). Natural language SQA narratives could transform complex
analytics into summaries that explain not just what metrics show but what they mean and
what teams should consider doing, addressing prescriptive information needs. Personalized
SQA recommendations that learn from project context and team behavior could suggest
practice adoptions, configuration changes, or process modifications tailored to specific
situations rather than generic best practices (Chapter 4).

7.4.4 QUALITY ASSURANCE FOR AI-GENERATED CODE

A very recent shift adds urgency to SQA. Autonomous coding agents now plan and carry
out multi-step changes on their own, and vibe coding, i.e., describing what you want in
plain language and refining the model’s output instead of writing the logic yourself [211],
is producing more code, faster, and with less human review, which widens the range of
quality problems that SQA must catch. The most direct evidence so far is about the agents’
own contributions. In the wild, agent-authored code tends to be changed more after it
is merged, and is less likely to remain in the codebase, than human-authored code [1]; it
is also checked unevenly, as some developers merge it without running any continuous
integration [2]. These problems are not entirely new. Earlier Al coding tools were already
found to write duplicated code [212], code and security smells [213], and insecure code in
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security-sensitive situations [214], raising questions about how these risks change when
generation is embedded in autonomous development workflows.

Future work should measure how common these problems are in Al- and agent-written
code, test whether current SQA practices can catch them in practice, and adapt those
practices where they fall short. Al is therefore both a tool for quality assurance and a new
source of pressure on it.

7.4.5 LONGITUDINAL STUDIES OF SQA EVOLUTION

Our work provides snapshots of SQA practices. Longitudinal research following projects
over extended periods would illuminate how SQA systems evolve as projects mature and
identify critical junctures where teams successfully adopt new practices or abandon failing
ones. Understanding long term effects of different SQA strategies on project health metrics,
e.g., contributor retention, defect rates, community growth, etc. would validate or challenge
assumptions about practice effectiveness.

Tracking patterns in SQA technical debt accumulation and remediation would reveal
when and why automation configurations degrade and what interventions prove effective
for restoration. Such longitudinal understanding would enable evidence based guidance
about when to invest in different practices, how to sequence adoption, and what warning
signs indicate SQA system degradation requiring intervention.

7.5 CONCLUDING REMARKS

This dissertation began with a challenge: the proliferation of SQA practices and tools has
created a complex decision space that teams struggle to navigate effectively. Through
five research studies examining SQA adoption, awareness, and tool utilization in the open
source software development, we have established a deeper understanding to facilitate this
navigation challenge.

Software engineers should be aware that teams possess tools but might lack diagnostic
clarity about whether these tools function. They configure mechanisms but might lack
awareness of their operation. They adopt practices but might lack comparative context for
evaluating adequacy. They define automation but might lack behavioral insight into actual
usage. They receive metrics but might lack contextual interpretation and prescriptive
guidance.

Addressing these information elements holistically through improved tools, enhanced
platforms, better research methods, and deeper understanding of SQA as system design,
represents the path toward more effective quality assurance in software development.
The complex decision space can be navigated, but navigation requires comprehensive
information infrastructure that current SQA mechanisms may only partially provide.

This dissertation contributes empirical evidence and a conceptual basis for understand-
ing the connections between SQA tools, the people who use them, and the project contexts
in which their signals inform decisions. In doing so, it supports software engineers in
designing SQA systems that are both technically sound and meaningful in their specific
contexts.
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GLOSSARY

API Application Programming Interface — a set of definitions and protocols that allow
different software systems to communicate with each other; used extensively in this
dissertation to collect workflow run records and repository metadata from GitHub.

ASAT Automated Static Analysis Tool — a program that examines source code without
executing it, identifying potential bugs, code smells, style violations, and security
vulnerabilities through pattern matching and abstract interpretation (studied in

Chapter 2).

Awareness Gap Awareness Gap — an empirical finding of Chapter 3: while most open-
source developers have high-level awareness of SQA mechanisms (e.g., that tests or CI
exist), their situational awareness of how those mechanisms operate is substantially
shallower; this gap motivates the analytics intervention of Chapter 4 and the GitHub
Actions studies of Chapters 5 and 6.

Branch Coverage Branch Coverage — a test coverage metric measuring the percentage
of decision branches (e.g., if-else conditions) that have been exercised during testing;
a stricter criterion than line coverage.

Build Automation Build Automation — the automated process of compiling source code,
resolving dependencies, running tests, and packaging software into a deployable
artifact, typically orchestrated by tools such as Maven, Gradle, or Ant and verified
on every commit in a CI/CD pipeline.

CCQ Continuous Code Quality — the practice of continuously monitoring software quality
at every CI build by running automated tests and code inspections, popularized by
the SonarQube platform.

CD Continuous Deployment — a software engineering practice that extends Continuous
Integration by automatically deploying every change that passes the CI pipeline to
production environments, thereby accelerating the release cycle.

CI Continuous Integration — a software engineering practice in which developers fre-
quently integrate code changes into a shared repository; each integration is automat-
ically verified by building the project and running automated tests so that problems
are detected early.

CI/CD Continuous Integration and Continuous Deployment — the combined practice of
automatically integrating, testing, and deploying software; a central SQA mechanism
studied throughout this dissertation.



180 GLOSSARY

Code Review Code Review — the systematic examination of source code by developers
other than the original author; in this dissertation the term specifically refers to
Modern Code Review as practiced on GitHub through the pull request mechanism.

Code Smell Code Smell — a surface indicator in source code that suggests a deeper design
or implementation problem without necessarily being a bug; the concept is extended
to workflow configurations through the notion of workflow smells in Chapter 5.

Configuration-Usage Gap Configuration-Usage Gap — the disconnect observed in
Chapter 6 between the mere presence of a GHA workflow configuration file and the
actual, active utilization of that workflow at runtime; configuration files alone are
therefore an unreliable proxy for real adoption.

Design Science Design Science — a research methodology used in Chapter 4 that builds
and evaluates purposeful artifacts (here the REPOINSIGHTS prototype) to solve identi-
fied organizational or technical problems.

End-to-End Test End-to-End Test — a software test that validates a complete user scenario
by simulating real user interactions with the deployed application, verifying that
entire workflows function correctly from the user’s perspective.

Failure Response Pattern Failure Response Pattern — one of three behavioral patterns
identified in Chapter 6 that characterize how development teams react when a GHA
workflow run fails: Immediate Fixing (the failure is addressed promptly in the same
pull request or the next commit), Deferred Fixing (the fix is postponed to a later
point), or Ignore / Abandon (the failure is left unresolved, sometimes leading to the
abandonment of the pull request).

GHA GitHub Actions — a CI/CD and workflow automation platform deeply integrated
into the GitHub ecosystem, introduced in November 2019; GHA allows develop-
ers to define automated workflows triggered by repository events such as pushes,
pull requests, and releases using YAML-based configuration files stored in the
.github/workflows/ directory; studied in Chapters 5 and 6.

IDE Integrated Development Environment — a software application that combines a
source-code editor, build tools, and a debugger into a single interface (e.g., Eclipse,
Intelli], Visual Studio).

JaCoCo Java Code Coverage Library — a free code coverage library for Java that instru-
ments bytecode at runtime; injected into Maven/Gradle build scripts in Chapter 2 to
measure test coverage.

Line Coverage Line Coverage (Statement Coverage) — a test coverage metric measuring
the percentage of source code lines executed during a test run; together with branch
coverage it is used in this dissertation as a proxy for testing intensity.
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MCR Modern Code Review — the lightweight, tool-supported form of code inspection
practice on platforms such as GitHub, as coined by Bacchelli and Bird [15]; distinct
from heavyweight formal inspections, MCR is conducted asynchronously through
pull request discussions and serves multiple purposes including defect detection,
knowledge transfer, and enforcement of coding standards.

MSR Mining Software Repositories — an empirical research methodology that extracts and
analyses data from version control systems, issue trackers, CIlogs, and other software
artifacts to derive insights about software development practices; the primary method
used in Chapters 2, 5 and 6.

Open Card Sorting Open Card Sorting — a qualitative categorization method in which
participants group items without pre-defined categories, allowing themes to emerge
naturally from the data; used in Chapter 3 to classify developer responses and in
Chapter 5 to categorize workflow change patterns.

0SS Open Source Software — software whose source code is publicly accessible, typically
hosted on collaborative platforms such as GitHub; the primary research context of
this dissertation.

PR Pull Request — a mechanism in the pull-based development model through which a
contributor proposes a set of code changes for integration into the main codebase;
maintainers and reviewers examine, discuss, and ultimately accept or reject the
proposed changes before merging.

Pull-Based Development Pull-Based Development — a collaborative software develop-
ment model in which contributors submit changes as pull requests that are reviewed
and merged by project maintainers; the dominant contribution model on GitHub
and a core concept underpinning the code review studies in this dissertation.

QA Quality Assurance — see Software Quality Assurance (SQA).

Repolnsights REPOINSIGHTs — the Software Quality Assurance Analytics dashboard
prototype developed and evaluated in Chapter 4; it aggregates testing, automated
workflow, pull request, and guideline data into a global overview and provides
a comparative aspect by benchmarking projects against a curated set of popular
open-source repositories.

SA Software Analytics — a research and practice area that enables software practitioners to
explore data to obtain insightful and actionable information for data-driven decision-
making.

Situational Awareness Situational Awareness — borrowed from psychology (Endsley,
1995), the concept refers to the perception of environmental elements and the pro-
jection of their status in the near future; in this dissertation it is applied to the SQA
domain to describe developers’ understanding of the quality assurance mechanisms
active in their own projects.
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SQA Software Quality Assurance — the set of systematic activities and mechanisms that
software engineers employ to ensure software meets its specified requirements
and maintains reliability; the practices studied in this dissertation include software
testing, modern code review, automated static analysis, and CI/CD automation.

SQA Awareness Software Quality Assurance Awareness — defined in this dissertation as
the knowledge software engineers possess regarding the specific QA practices active
in their projects, including what tools are configured, how they function, when they
execute, and how to interpret their signals; investigated empirically in Chapter 3.

SQAA Software Quality Assurance Analytics — the application of software analytics to
SQA data, aggregating information from testing frameworks, code review discussions,
and automation logs into a holistic view to enhance situational awareness and sup-
port data-driven decision-making; the concept explored through the REPOINSIGHTS
prototype in Chapter 4.

Test Coverage Test Coverage — a measure of the extent to which source code is exercised
by a test suite; commonly reported as line/statement coverage or branch coverage;
used in Chapter 2 as a proxy for testing intensity.

Workflow Run Workflow Run — an individual execution record of a GHA workflow, in-
cluding metadata such as timestamp, trigger event, status (success, failure, canceled),
the associated commit or pull request, and the branch on which it ran; in Chapter 6.

Workflow Smell Workflow Smell — a suboptimal pattern or practice in a GHA workflow
configuration that can negatively affect the maintainability, performance, security,
or reliability of the workflow, analogous to code smells in source code; seven con-
firmed workflow smells are identified and validated in Chapter 5, spanning security,
performance/optimization, and general CI/CD categories.

YAML YAML Ain’t Markup Language — a human-readable data-serialization format used
by GitHub Actions for workflow configuration files (stored as .yml or .yaml files in
the .github/workflows/ directory); the static quality and evolution of these files
are analyzed in Chapter 5.
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TODAY'S SOFTWARE DEVELOPMENT ECOSYSTEM OFFERS AN UNPRECEDENTED
ARRAY OF QUALITY ASSURANCE MECHANISMS. CONTINUOUS INTEGRATION
(CI) PLATFORMS, AUTOMATED TESTING FRAMEWORKS, AUTOMATED STATIC
ANALYSIS TOOLS, AND CODE REVIEW SYSTEMS ARE NOW READILY AVAILABLE
T0 DEVELOPERS, PARTICULARLY IN OPEN-SOURCE SOFTWARE (0SS) PROJECTS
HOSTED ON PLATFORMS LIKE GITHUB. YET THIS ABUNDANCE DOES NOT
AUTOMATICALLY TRANSLATE INTOEFFECTIVE ADOPTION. INSTEAD, ITINTRODUCES
A NEW CHALLENGE: THE RAPID EXPANSION OF SOFTWARE QUALITY ASSURANCE
(SQA) PRACTICES AND TOOLS HAS CREATED A COMPLEX DECISION SPACE WHERE
TEAMS MUST DETERMINE WHICH PRACTICES T0 ADOPT, HOW T0 CONFIGURE THEM
EFFECTIVELY, HOW TO INTEGRATE THEM INTO DEVELOPMENT WORKFLOWS, AND
HOW TO DESIGN PROCESSES THAT ARE RELEVANT FOR THEIR SPECIFIC PROJECT
CONTEXT. THIS DISSERTATION AIMS TO CONSTRUCT A HOLISTIC UNDERSTANDING
OF SOFTWARE QUALITY ASSURANCE BY BRINGING TOGETHER DIFFERENT ASPECTS
OF OPEN-SOURCE SQA PRACTICES THAT CAN INFORM FUTURE DECISION-MAKING.
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