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Abstract—Rust is a programming language which promises
memory safety. That is, as long as programmers work in the
“safe” part of the language. A common pattern in Rust code is
to encapsulate unsafe behaviour in a safe function. These safe
encapsulations are a large source of memory bugs in Rust code.
Especially bugs caused by unexpected aliasing structure can be
difficult to detect. We developed a new fuzzing-based approach
to target these kinds of bugs in unsafe Rust code. Our approach
can generate all test inputs for any function, guided by the Tree
Borrows aliasing model. Each generated input is constructable in
safe Rust, and no input is ever generated that always exhibits the
same behaviour as an earlier input. For future work, we propose
an extensive evaluation of our method that will help us answer
how prevalent bugs related to aliasing structure are.

Index Terms—dynamic verification, fuzzing, property-based
testing, Rust.

I. INTRODUCTION

Rust is a programming language, which supports low-level
operations while promising memory safety. This is achieved
by having the compiler check a sophisticated ownership
model [1]. Among other guarantees, these checks ensure that
references (i.e., pointers with an associated lifetime) never
outlive the values they point to, and that values are referenced
either mutably (notated &mut T) or immutably (notated &T),
but never both actively1 at the same time. Unfortunately, many
use cases, such as interaction with low-level systems or work-
ing with the internal representation of data structures, require
violating the ownership model, at least temporarily. Rust al-
lows this in unsafe code. When the programmer declares their
code to be in an unsafe environment (e.g., by putting it in an
unsafe block), the compiler trusts the programmer to write
memory-safe code. In such unsafe code, developers typically
work with raw pointers (notated *const T and *mut T).
Crucially, the programmer is still required to manually ensure
memory safety. For example, when writing to a raw pointer,
the programmer needs to ensure the pointer is not null, is
aligned, and points to a currently allocated region of memory.
These properties of Rust give rise to the safe encapsulation
pattern, where unsafe code is surrounded by runtime checks
ensuring its safety. The combined logic is then made available
by way of a regular, “safe” function. Sometimes, no additional
checks are necessary because the code is safe, but the compiler
is unable to prove it. As an example, the snippet below returns

1The word “actively” is doing a lot of heavy lifting here. In reality, Rust’s
aliasing rules allow mutable and immutable references to overlap as long as
long as they are not being used at the same time.

mutable references to the first and last element of a vector (a
resizable array). An unsafe block is necessary, because two
mutable references are created to the same Vec allocation,
which is forbidden in safe Rust. Nevertheless, this function is
safe, because we manually ensure the first and last element of
the vector are distinct by checking whether it contains at least
two elements.

fn first_and_last_mut<T>(vec: &mut Vec<T>)
-> Option<(&mut T, &mut T)> {
if vec.len() < 2 {

return None;
}
unsafe {

Some((
&mut *(vec.first_mut()?

as *mut T),
&mut *(vec.last_mut()?

as *mut T))
)

}
}

As might be expected, the majority of memory safety bugs
in Rust programs stem from unsafe code. In fact, all known
memory safety bugs in Rust programs stem from unsafe
code [2]. It stands to reason, then, that verification efforts
should be concentrated on safe encapsulations of unsafe code
to gain confidence they are actually safe. One promising
validation approach is fuzzing, which, since it is a dynamic
approach, can profit from runtime information, but also re-
quires little to no user input [3]. Fuzzing can also “target”
specific functions, such that efforts can be focused on safe
encapsulation functions. In the input generation however, we
risk missing many interesting bugs if we do not consider the
aliasing structure of the generated input, i.e., which references
point to which values. To see why, consider the example below.

fn f(x: *mut i32, y: *mut i32) -> i32 {
unsafe {

*x = 1;
*y = 2;
*x

}
}

The programmer might expect f to always return 1. x is
assigned to 1 after all, and its value is returned at the end, but
in actuality, x and y may alias since they are raw pointers,
and aliasing raw pointers can be created in safe Rust. If x and
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y alias, the value x refers to is overwritten to 2 by the write
to y. The assumption that x points to 1 after this function is
therefore wrong and can lead to bugs. Such a bug would not be
caught by only fuzzing the values x and y refer to, and fuzzing
of memory addresses would only catch undesirable behaviour
if the two addresses happen to be the same (which can have
a chance as low as 1

264 , depending on how the addresses are
generated). Moreover, it is not enough to naively assign pairs
of references to alias at random. While that would generate
more interesting aliasing structures, purely random generation
can generate aliasing structures that could never be created by
a compiling Rust program, and thus are not problematic, even
if they cause memory unsafety.

This paper presents a new technique for generating test
inputs for Rust, the first explicitly taking aliasing structure
into account. Our approach generates inputs that are

• plausible: inputs that can be created by a compiling safe
Rust program,

• unique-behaviour probable: each input has the potential
to cause behaviour not encountered before, and

• countable: it is possible to generate all inputs in order.
What behaviour an input is capable of causing is determined
by an aliasing model. This is a formal description of the
runtime behaviour of a programs memory operations. Our
approach is guided by the Tree Borrows aliasing model [4].
Furthermore, the generation can be configured such that more
priority is given to exploring different aliasing structures or
to exploring different values. Finally, we describe a thorough
evaluation, planned for the future, which will answer our
research question: How effective is aliasing structure fuzzing
for detecting bugs?

We explain more about aliasing models for Rust in Sec-
tion II. The full generation method is described in Section III.
Section IV details the evaluation we have planned. Related
work is outlined in Section V. Finally, Section VI concludes
with future work.

II. ALIASING MODELS

In unsafe Rust code, the compiler allows more operations
than it does in safe Rust. The programmer is allowed to
directly read from or write to raw pointers, for example.
Even though unsafe operations are always allowed by the
compiler in unsafe code, they need to abide by manually
checked constraints to not cause undefined behaviour. An
aliasing model formally describes the allowed runtime be-
haviour of memory operations. Some proposed aliasing models
are Stacked Borrows [5] and its successor Tree Borrows [4].

For our input generation approach, we consider Tree Bor-
rows as the aliasing model. In Tree Borrows, every memory
allocation is associated with a tree. The allocation forms the
root of the tree. When a value is borrowed by creating a
reference to it using & or &mut, a child node is added. Any
references created from those (reborrows) create children of
the nodes they reborrow from. Raw pointers do not create
any new nodes, but instead are added directly to the node

from which they were created. As an example, consider the
following code snippet.

let a = 100;
let ref_1 = &a; // borrow
let ref_2 = &a; // borrow
let ref_3 = &*ref_1; // reborrow
let raw_1 = ref_2 as *const i32; // raw ptr

This corresponds to the following tree:

a

ref_1

ref_3

ref_2,raw_1

Additionally, every node has an associated permission.
Permissions throughout the entire tree are updated on every
read and write to any node in the tree. This allows the model
to detect undefined behaviour.

Since aliasing models determine the behaviour of memory
operations, we can use them to determine which values should
be considered equivalent for test input generation. From a set
of input values which all exibit the same behaviour under Tree
Borrows, i.e. correspond to equivalent borrow trees, only one
needs to be generated. Testing more than one input from this
set would simply be redundant, that is, wasted resources.

III. TEST INPUT GENERATION WITH REFERENCES

Previous work has introduced a method for uniformly gen-
erating test input for languages with algebraic data types [6].
The idea is to define an enumeration of all possible values for
any algebraic data type. An algebraic data type consists of a
set of constructors, each of which can construct a value of
their associated type given a list of arguments.

A. Adapting to Rust

Algebraic data types in Rust are declared using the enum
keyword. The Option type from the standard library, for
example, is defined as follows.

enum Option<T> {
None, Some(T)

}

Option has two constructors: None, which takes no
arguments, and Some, which takes one argument of the type
T, the type parameter passed to Option. To enumerate all
possible values of a type, the set of all values is split into
a countable number of subsets. Each subset corresponds to
a positive integer size k, which represents the exact number
of constructors used to construct the values in the subset.
Following the Option example above, its first three subsets
are:

Option0 = {}
Option1 = {None} ∪ {Some(x) | x ∈ T0}
Option2 = {Some(x) | x ∈ T1}.



T0 and T1 here refer to the set of values of type T
constructed with 0 and 1 constructors respectively.

Using this construction, an input value can be selected by
picking a random integer i and applying the following function
starting at k = 0.

indexS(i, k) =

{
indexS,k(i) if i < |Sk|
indexS(i− |Sk|, k + 1) otherwise

Here, indexS,k is a function that indexes Sk, the set of
k-sized values of a data type S, as defined by Claessen et
al. [6].

An enum in Rust always has all its contructors accessible,
provided the enum itself is accessible. Rust also has structs,
which can be thought of as algebraic data types with only
one constructor. This constructor is not publicly accessible,
unless all of the struct’s fields are declared public. While
it is possible to construct these types using unsafe Rust, this is
undesirable, as the data type might require an invariant to hold
for it to function properly, which is always upheld by its public
API, but would be broken by unsafe construction. Instead, our
solution is to look for all public functions that return a value of
the data type and consider those the data type’s “constructors”.
If this automated approach fails to find any constructors, they
can be provided manually. As an example, Box from the
standard library, is a struct with non-public fields, but there is
a public function new, summarised below, which we consider
Box’s only constructor.
pub fn new<T>(value: T) -> Box<T>

B. Generation with References
The presence of references poses some challenges. On the

one hand, it is desirable to generate many different aliasing
structures, so as much as possible different behaviour can be
observed. On the other hand, we do not want to generate
all aliasing structures, lest we waste resources on the same
behaviour being tested more than once. Our approach lies
perfectly on the midpoint, generating all potentially unique
behaviours exactly once. Furthermore, generated values are
guaranteed to be constructable in safe Rust. The number of
unique behaviours can be large. In fact, it can be infinite. We
do not claim to be able to exhaustively test in these cases,
but we do never generate the same value or aliasing structure
twice. The approach is split into three steps, which we describe
in the rest of this section.

Step 1, generate an in-memory value: Using the technique
described in Section III-A, we generate a temporary pseudo-
value in memory. This is done by running the generation
logic with special treatment for reference and pointer types.
Mutable references in safe Rust must be exclusive, i.e., only
one mutable reference to an allocation can exist at any time.
We therefore treat mutable references as algebraic data types
with one constructor: NewRef, which represents creating
an allocation and immediately mutably borrowing it for the
duration of the test. This corresponds to the following pseudo-
code.

enum<T> &mut T {
NewRef(T)

}

Shared references can also be immediately borrowed from
a new allocation, but additionally can be reborrowed from
existing references. As such, we consider shared references
to have two constructors: NewRef and Reborrow 2.

enum<T> &T {
NewRef(T), Reborrow

}

The Reborrow constructor takes no arguments, as the
exact aliasing structure is filled in by later steps in the
generation process when the structure of the generated value
is fully known.

Pointers can be created by new allocation and reborrowing
(using &raw const or &raw mut) as well, but can also be
created by casting an existing reference to a pointer. Pointers
therefore have an additional Cast constructor. Here again,
which reference the pointer is casted from is determined
in later steps, so no arguments are required for the Cast
constructor. Cast is different from Reborrow in that it does
not add a new node to the borrow tree in the Tree Borrows
model, but is associated with an existing node instead.

enum<T> *const T {
NewRef(T), Reborrow, Cast

}
enum<T> *mut T {

NewRef(T), Reborrow, Cast
}

Step 2, assign allocations: After generating a pseudo-
value which contains any number of NewRef, Reborrow,
and Cast constructors, we assign references to allocations.
NewRef constructors represent the creation of new alloca-
tions, so they do not need to be assigned. The assignment
process assigns all Reborrow and Cast constructors to an
allocation.

Not all allocations are valid assignment candidates for every
constructor. Consider, for example, the following piece of
pseudo-code3.

enum BinaryTree {
Leaf,
Node(&BinaryTree, &BinaryTree)

}

If Node(NewRef(...), Reborrow) is generated, the
Reborrow can be assigned to the allocation of the left
child without problems. However, if a nested structure
like Node(NewRef(Node(..., Reborrow)), ...)
is generated, the inner Reborrow cannot be assigned to the
outer NewRef. This is because, in order to generate any
value with this structure, a reborrow needs to be done, which

2Readers familiar with Tree Borrows might wonder why there is no
Borrow constructor. This is because we always generate a unique borrow
after an allocation and reborrow from there, which is equivalent in behaviour
to allowing both borrows and reborrows from any allocation.

3Lifetimes have been elided for clarity.



requires the to-be-borrowed allocation to be fully constructed,
which, in turn, requires the reborrow to already be done, i.e.,
there is a cycle in the dependencies. To avoid these cycles,
we remove these kinds of dependent allocations from the
candidate allocation pool for each constructor.

Due to this filtering of invalid allocations or simply because
no NewRef constructors were generated, it is possible for a
constructor to have no candidate allocations. In this case, we
generate an allocation pointing to the smallest possible value
of its type, which then acts as the only candidate allocation.

Once the candidate allocation pools for each constructor
have been identified, any number of random assignments are
generated. The user can configure this number to tailor the
level of exploration into different aliasing assignments to their
needs.

Step 3, generate borrow trees: In this step, we use the
allocation assignment to generate behaviour-unique aliasing
structures according to Tree Borrows. With such a borrow
tree, we can generate a valid Rust value corresponding to the
pseudo-value generated in the first step. This is different from
the previous step, in which it was determined which allocation
each reference refers to. As an example, we consider the three
snippets listed below.

1) let a = Box::new(1);
let b = Box::new(2);
let ref_1 = &*a;
let ref_2 = &*b;

2) let a = Box::new(1);
let ref_1 = &*a;
let ref_2 = &*a;

3) let a = Box::new(1);
let ref_1 = &*a;
let ref_2 = &*ref1;

Snippet 1 differs from snippet 2 and snippet 3 in allocation
assignment. The references ref_1 and ref_2 in snippet 1
refer to different allocations altogether. Snippet 2 and 3 only
differ in aliasing structure. In snippet 2, both references are
borrowed from a, whereas in snippet 3, ref_1 is borrowed
directly from a and ref_2 is a reborrowing of ref_1.

The aliasing model, Tree Borrows, determines which alias-
ing structures are considered equivalent. In Tree Borrows, the
aliasing structure is a borrow tree; the initial value is the root
of the tree and borrowings and reborrowings correspond to
child nodes. Snippet 1, 2, and 3, for example, corresponds to
the following trees.

a

ref_1

b

ref_2

(a) Snippet 1

a

ref_1 ref_2

(b) Snippet 2

a

ref_1

ref_2

(c) Snippet 3

A borrow tree for each allocation is generated similarly
to initial pseudo-value generation. The constructors used

are Tree0(Ref), Tree1(Ref, Tree), Tree2(Ref,
Tree, Tree), etc. These correspond to trees with zero,
one, two, or more children respectively. Since we know the
number of nodes we need per allocation, we can generate a tree
through indexTree,k(i) where i is a random integer between 0
and |Treek|−1 and k is the number of nodes. The Ref values
are assigned from the available Reborrow constructors. We
use a modified generator for the trees in order to ensure
constructors are only assigned once and no equivalent trees are
generated. Two trees are considered equivalent if they always
exibit the same behaviour under Tree Borrows. Concretely, that
means the order of child nodes is irrelevant. This is solved by
assigning a unique hash to every possible tree and generating
only lists of children ordered by this hash. Cast constructors
are assigned randomly to any node in the borrow tree after it
has been generated.

In the Tree Borrows model, each node in the tree is
assigned a permission. This permission determines in what
circumstances reads and writes are allowed. Once a read or
write is done to any reference in the tree, the full tree has
its permissions updated to reflect the effects of that action.
We currently leave the permissions of the generated trees at
their initial value, as we hypothesise the structure of the tree,
not the permissions, to have the largest impact on program
behaviour. Nevertheless, it is possible to fuzz the permissions
as well by applying legal reads and writes to the references
after generation.

Once the borrow tree is generated, a concrete test input
value can be derived. For each NewRef(T) reference, a local
variable of type Box<T> is created containing the value inside.
The constructor is then replaced by &*box, where box is the
name of the variable. The rest of the references are created in
topological order of the generated borrow trees. Reborrow
constructors are converted to local variables reborrowing the
earlier-defined variable corresponding to its parent node. For
Cast constructors, the local variable corresponding to their
assigned node is cast using as *const T or as *mut
T. This process removes all the reference constructors from
the generated pseudo-value, leaving a valid Rust value. For
example, cosider the following pseudo-value.

BinaryTree::Node(
NewRef(BinaryTree::Leaf),
Reborrow

)

This results in a value equivalent to result in the follow-
ing rust code.

let ref_1_val = Box::new(BinaryTree::Leaf);
let ref_1 = &*ref_1_val;
let ref_2 = &*ref_1;
let result = BinaryTree::Node(ref_1, ref_2);

The three-step nature of the process naturally leads to a
nice property: the amount of exploration in each stage of the
process is configurable. The user can decide whether they
want to spend more time testing different values, allocation
assignemnts, or aliasing structures.



IV. PLANNED EVALUATION

In order to gauge the effectiveness of our approach, we
have an evaluation planned. The top 250 Cargo crates will be
selected. From these crates, all public, safe functions will be
extracted, for which we will let our generator generate 20 first-
step pseudo-values. We then run the function for each input
in debug mode with a timeout of 10 seconds. Any crash will
be recorded as a test failure, functions that return normally
are considered successful, and timeouts will not be futher
analysed.

This entire process will be repeated multiple times with
different settings. The percentage of different allocation as-
signments explored will be set from 0% to 100%, in 20%
increments. Similarly, the percentage of aliasing structures
explored will be set to the same range of values independently.
For any particular pseudo-value, we will set a maximum
runtime of 30 seconds and record if exploration stopped early.

The full experiment will be executed twice: once by execut-
ing the generated test cases regularly and once with Miri [7].
Miri is an interpreter for Rust, which can be configured to
detect Tree Borrows violations. If such a violation is detected,
it is a strong indication of a bug, even when the program
does not crash regularly. We hypothesise Miri will be able to
detect more bugs because of this reason. For example, Miri
can identify the bug in the example function f from Section I,
whereas detecting such a bug regularly can only be done if
it somehow causes the program to crash. As not every Rust
feature is implemented in Miri, test cases that fail because of
unsupported operations will be recorded separately.

All failures will be analysed manually to determine whether
there is acutally a bug, and whether that bug is caused by the
aliasing structure or has some other cause. The resulting data
will help us answer, (1) if real-world bugs can be detected
using aliasing structure fuzzing, (2) what level of exploration
is effective and feasible, and (3) whether using Miri to run
these test suites is advantageous.

V. RELATED WORK

Recent work on targeted fuzzing for Rust has shown promis-
ing results already. Paaßen et al. use coverage feedback to
focus testing efforts on unsafe Rust code [8], and Xu et al.
generate unsafe API sequences with a focus on APIs with
generics [9].

Test input generation also has value in the domain of
property-based testing [10], [11]. Much work on type-guided
input generation comes from this domain [12]–[15]. Some
proof assistants, such as Isabelle, use test input generation to
automatically falsify statements [16], [17].

McCormack et al. used Miri together with an LLVM inter-
preter to test detect undefined behaviour in code bases with
foreign function calls [18]. Executing our fuzzer with such a
runtime is a promising direction to expand to, once our initial
evaluation is complete.

Godefroid et al. apply a similar approach to us, generating
test drivers that perform random testing [19].

Finally, Carott et al. developed a static approach to validate
safe encapsulations of unsafe code [20]. Similar to us, they
consider only public facing constructor functions to avoid
considering implausible values.

VI. CONCLUSION

We have developed a new automatic test input generation
approach for Rust, which is able to generate all inputs with
potentially unique behaviour, both in terms of constructor
structure, and aliasing structure according to the Tree Bor-
rows aliasing model. The levels of exploration of differently
constructed values, assigned references, and aliasing structures
are configurable.

While our approach is ready for evaluation on the majority
of Rust code, we have identified some improvements and
extensions. Currently, which references can point to which
allocations is determined by filtering out infeasible candidate
allocations through the place they occur in the constructor tree.
This can fail if the reference types in the data structure under
construction are annotated with lifetimes. In Rust, lifetimes
determine how long a reference is allowed to live, which can
put compile-time constraints on what allocations a reference is
allowed to point to. These constraints can be more restrictive
than our simple filtering, leading to the generation of non-
compiling values. We solve this at the moment by discarding
any non-compiling value, but in the future, a better solution
is to use lifetime annotations to guide generation.

An interesting extension of our work is to apply it to
property-based testing. Our planned evaluation can be con-
sidered a fuzzing-based approach, as we do not have any
information on how functions under test ought to operate.
Some projects, however, already specify expected function
behaviour, because they use a kind of property-based veri-
fication. Extracting these properties and verifying them using
property-based testing powered by our generator could help
uncover bugs where functions do not behave as specified due
to the aliasing structure of allowed inputs. Additionally, a
method for “shrinking” values with aliasing information could
be developed to help make debugging of such a tool easier.

Finally, we outlined a planned evaluation to be included in
a future full-length paper, where we will answer whether this
our approach is suitable for detecting real-world bugs, what
level of aliasing structure exploration is effective, and how our
approach interacts with Miri.
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